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QUESTION 1

A company is implementing an Amazon ECS cluster to run its workload. The company architecture will run multiple ECS
services on the cluster, with an Application Load Balancer on the front end, using multiple target groups to route traffic.
The Application Development team has been struggling to collect logs that must be collected and sent to an Amazon S3
bucket for near-real time analysis What must the DevOps Engineer configure in the deployment to meet these
requirements? (Choose three.) 

A. Install the Amazon CloudWatch Logs logging agent on the ECS instances. Change the logging driver in the ECS task
definition to \\'awslogs\\'. 

B. Download the Amazon CloudWatch Logs container instance from AWS and configure it as a task. Update the
application service definitions to include the logging task. 

C. Use Amazon CloudWatch Events to schedule an AWS Lambda function that will run every 60 seconds running the
create-export -task CloudWatch Logs command, then point the output to the logging S3 bucket. 

D. Enable access logging on the Application Load Balancer, then point it directly to the S3 logging bucket. 

E. Enable access logging on the target groups that are used by the ECS services, then point it directly to the S3 logging
bucket. 

F. Create an Amazon Kinesis Data Firehose with a destination of the S3 logging bucket, then create an Amazon
CloudWatch Logs subscription filter for Kinesis. 

Correct Answer: ADF 

 

QUESTION 2

A company is using AWS CodeDeploy to manage its application deployments. Recently, the Development team decided
to use GitHub for version control, and the team is looking for ways to integrate the GitHub repository with CodeDeploy.
The team also needs to develop a way to automate deployment whenever there is a new commit on that repository. The
team is currently deploying new application revisions by manually indicating the Amazon S3 location. 

How can the integration be achieved in the MOST efficient way? 

A. Create a GitHub webhook to replicate the repository to AWS CodeCommit. Create an AWS CodePipeline pipeline
that uses CodeCommit as a source provider and AWS CodeDeploy as a deployment provider. Once configured, commit
a change to the GitHub repository to start the first deployment. 

B. Create an AWS CodePipeline pipeline that uses GitHub as a source provider and AWS CodeDeploy as a deployment
provider. Connect this new pipeline with the GitHub account and instruct CodePipeline to use webhooks in GitHub to
automatically start the pipeline when a change occurs. 

C. Create an AWS Lambda function to check periodically if there has been a new commit within the GitHub repository. If
a new commit is found, trigger a CreateDeployment API call to AWS CodeDeploy to start a new deployment based on
the last commit ID within the deployment group. 

D. Create an AWS CodeDeploy custom deployment configuration to associate the GitHub repository with the
deployment group. During the association process, authenticate the deployment group with GitHub to obtain the GitHub
security authentication token. Configure the deployment group options to automatically deploy if a new commit is found.
Perform a new commit to the GitHub repository to trigger the first deployment. 
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Correct Answer: B 

 

QUESTION 3

When thinking of DynamoDB, what are true of Global Secondary Key properties? 

A. The partition key and sort key can be different from the table. 

B. Only the partition key can be different from the table. 

C. Either the partition key or the sort key can be different from the table, but not both. 

D. Only the sort key can be different from the table. 

Correct Answer: A 

Global secondary index ?an index with a partition key and a sort key that can be different from those on the table. A
global secondary index is considered "global" because queries on the index can span all of the data in a table, across all
partitions. 

Reference: http://docs.aws.amazon.com/amazondynamodb/latest/developerguide/SecondaryIndexes.html 

 

QUESTION 4

For AWS CloudFormation, which stack state refuses UpdateStack calls? 

A. UPDATE_ROLLBACK_FAILED 

B. UPDATE_ROLLBACK_COMPLETE 

C. UPDATE_COMPLETE 

D. CREATE_COMPLETE 

Correct Answer: A 

When a stack is in the UPDATE_ROLLBACK_FAILED state, you can continue rolling it back to return it to a working
state (to UPDATE_ROLLBACK_COMPLETE). You cannot update a stack that is in the UPDATE_ROLLBACK_FAILED
state. However, if you can continue to roll it back, you can return the stack to its original settings and try to update it
again. 

Reference: http://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/using-cfn-updating- stackscontinueu
pdaterollback.html 

 

QUESTION 5

Which services can be used as optional components of setting up a new Trail in CloudTrail? 

A. KMS, SNS and SES 

B. CloudWatch, S3 and SNS 
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C. KMS, Cloudwatch and SNS 

D. KMS, S3 and CloudWatch 

Correct Answer: C 

Key Management Service: The use of AWS KMS is an optional element of CloudTrail, but it allows additional encryption
to be added to your Log files when stored on S3 Simple Notification Service: Amazon SNS is also an optional
component for CloudTrail, but it allows for you to create notifications, for example when a new log file is delivered to S3
SNS could notify someone or a team via an e-mail. Or it could be used in conjunction with CloudWatch when metric
thresholds have been reached. CloudWatch Logs: Again, this is another optional component, but AWS CloudTrail
allows you to deliver its logs to AWS Cloudwatch Logs as well as S3 for specific monitoring metrics to take place. 

Reference: https://cloudacademy.com/amazon-web-services/aws-cloudtrail-introduction-course/how-doesaws-cloudtrail-
work.html 
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