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QUESTION 1

Due to compliance regulations, management has asked you to provide a system that allows for cost- effective long-term
storage of your application logs and provides a way for support staff to view the logs more quickly. Currently your log
system archives logs automatically to Amazon S3 every hour, and support staff must wait for these logs to appear in
Amazon S3, because they do not currently have access to the systems to view live logs. 

What method should you use to become compliant while also providing a faster way for support staff to have access to
logs? 

A. Update Amazon S3 lifecycle policies to archive old logs to Amazon Glacier, and add a new policy to push all log
entries to Amazon SQS for ingestion by the support team 

B. Update Amazon S3 lifecycle policies to archive old logs to Amazon Glacier, and use or write a service to also stream
your application logs to CloudWatch Logs. 

C. Update Amazon Glacier lifecycle policies to pull new logs from Amazon S3, and in the Amazon EC2 console, enable
the CloudWatch Logs Agent on all of your application servers. 

D. Update Amazon S3 lifecycle policies to archive old logs to Amazon Glacier. key can be different from the tableEnable
Amazon S3 partial uploads on your Amazon S3 bucket, and trigger an Amazon SNS notification when a partial upload
occurs. 

E. Use or write a service to stream your application logs to CloudWatch Logs. Use an Amazon Elastic Map Reduce
cluster to live stream your logs from CloudWatch Logs for ingestion by the support team, and create a Hadoop job to
push the logs to S3 in five-minute chunks. 

Correct Answer: B 

 

QUESTION 2

You need to implement A/B deployments for several multi-tier web applications. Each of them has its Individual
infrastructure: Amazon Elastic Compute Cloud (EC2) front-end servers, Amazon ElastiCache clusters, Amazon Simple
Queue Service (SQS) queues, and Amazon Relational Database (RDS) Instances. Which combination of services
would give you the ability to control traffic between different deployed versions of your application? 

A. Create one AWS Elastic Beanstalk application and all AWS resources (using configuration files inside the application
source bundle) for each web application. New versions would be deployed a-eating Elastic Beanstalk environments and
using the Swap URLs feature. 

B. Using AWS CloudFormation templates, create one Elastic Beanstalk application and all AWS resources (in the same
template) for each web application. New versions would be deployed using AWS CloudFormation templates to create
new Elastic Beanstalk environments, and traffic would be balanced between them using weighted Round Robin (WRR)
records in Amazon Route53. 

C. Using AWS CloudFormation templates, create one Elastic Beanstalk application and all AWS resources (in the same
template) for each web application. New versions would be deployed updating a parameter on the CloudFormation
template and passing it to the cfn-hup helper daemon, and traffic would be balanced between them using Weighted
Round Robin (WRR) records in Amazon Route 53. 

D. Create one Elastic Beanstalk application and all AWS resources (using configuration files inside the application
source bundle) for each web application. New versions would be deployed updating the Elastic Beanstalk application
version for the current Elastic Beanstalk environment. 
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Correct Answer: B 

 

QUESTION 3

A DevOps Engineer must automate a weekly process of identifying unnecessary permissions on a per- user basis,
across all users in an AWS account. This process should evaluate the permissions currently granted to each user by
examining the user\\'s attached IAM access policies compared to the permissions the user has actually used in the past
90 days. Any differences in the comparison would indicate that the user has more permissions than are required. A
report of the deltas should be sent to the Information Security team for further review and IAM user access policy
revisions, as required. Which solution is fully automated and will produce the MOST detailed deltas report? 

A. Create an AWS Lambda function that calls the IAM Access Advisor API to pull service permissions granted on a user-
by-user basis for all users in the AWS account. Ensure that Access Advisor is configured with a tracking period of 90
days. Invoke the Lambda function using an Amazon CloudWatch Events rule on a weekly schedule. For each record, by
user, by service, if the Access Advisor Last Accesses field indicates a day count instead of "Not accesses in the tracking
period," this indicates a delta compared to what is in the user\\'s currently attached access polices. After Lambda has
iterated through all users in the AWS account, configure it to generate a report and send the report using Amazon SES. 

B. Configure an AWS CloudTrail trail that spans all AWS Regions and all read/write events, and point this trail to an
Amazon S3 bucket. Create Amazon Athena table and specify the S3 bucket ARN in the CREATE TABLE query. Create
an AWS Lambda function that accesses the Athena table using the SDK, which performs a SELECT, ensuring that the
WHERE clause includes userIdentity, eventName, and eventTime. Compare the results against the user\\'s currently
attached IAM access policies to determine any deltas. Configure an Amazon CloudWatch Events schedule to automate
this process to run once a week. Configure Amazon SES to send a consolidated report to the Information Security
team. 

C. Configure VPC Flow Logs on all subnets across all VPCs in all regions to capture user traffic across the entire
account. Ensure that all logs are being sent to a centralized Amazon S3 bucket, so all flow logs can be consolidated and
aggregated. Create an AWS Lambda function that is triggered once a week by an Amazon CloudWatch Events
schedule. Ensure that the Lambda function parses the flow log files for the following information: IAM user ID, subnet ID,
VPC ID, Allow/Reject status per API call, and service name. Then have the function determine the deltas on a user-by-
user basis. Configure the Lambda function to send the consolidated report using Amazon SES. 

D. Create an Amazon ES cluster and note its endpoint URL, which will be provided as an environment variable into a
Lambda function. Configure an Amazon S3 event on a AWS CloudTrail trail destination S3 bucket and ensure that the
event is configured to send to a Lambda function. Create the Lambda function to consume the events, parse the input
from JSON, and transform it to an Amazon ES document format. POST the documents to the Amazon ES cluster\\'s
endpoint by way of the passed-in environment variable. Make sure that the proper indexing exists in Amazon ES and
use Apache Lucene queries to parse the permissions on a user-by-user basis. Export the deltas into a report and have
Amazon ES send the reports to the Information Security team using Amazon SES every week. 

Correct Answer: B 

 

QUESTION 4

There are a number of ways to purchase compute capacity on AWS. Which orders the price per compute or memory
unit from LOW to HIGH (cheapest to most expensive), on average? 

A- On-Demand B- Spot C- Reserved 

A. A, B, C 

B. C, B, A 
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C. B, C, A 

D. A, C, B 

Correct Answer: C 

Spot instances are usually many, many times cheaper than on-demand prices. Reserved instances, depending on their
term and utilization, can yield approximately 33% to 66% cost savings. On-Demand prices are the baseline price and
are the most expensive way to purchase EC2 compute time. 

Reference: https://d0.awsstatic.com/whitepapers/Cost_Optimization_with_AWS.pdf 

 

QUESTION 5

You currently run your infrastructure on Amazon EC2 instances behind an Auto Scaling group. All logs for you
application are currently written to ephemeral storage. Recently your company experienced a major bug in code that
made it through testing and was ultimately deployed to your fleet. This bug triggered your Auto Scaling group to scale
up and back down before you could successfully retrieve the logs off your server to better assist you in troubleshooting
the bug. Which technique should you use to make sure you are able to review your logs after your instances have shut
down? 

A. Configure the ephemeral policies on your Auto Scaling group to back up on terminate. 

B. Configure your Auto Scaling policies to create a snapshot of all ephemeral storage on terminate. 

C. Install the CloudWatch Logs Agent on your AMI, and configure CloudWatch Logs Agent to stream your logs. 

D. Install the CloudWatch monitoring agent on your AMI, and set up new SNS alert for CloudWatch metrics that triggers
the CloudWatch monitoring agent to backup all logs on the ephemeral drive. 

E. Install the CloudWatch monitoring agent on your AMI, Update your Auto Scaling policy to enable automated
CloudWatch Log copy. 

Correct Answer: C 
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