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QUESTION 1

You manage a web advertising platform on a single AWS account. This platform produces realtime ad-click data that
you store as objects in an Amazon S3 bucket called "dick-data." Your advertising partners want to use Amazon Elastic
MapReduce in their own AWS accounts to do analytics on the ad-click data. They have asked for immediate access to
the ad-dick data so that they can run analytics. Which two choices are required to facilitate secure access to this data?
(Choose two.) 

A. Create a cross-account TAM role with a trust policy that contains partner AWS account IDs and a unique external ID. 

B. Create a new IAM group for AWS Data Pipeline users with a trust policy that contains partner AWS account IDs. 

C. Configure an Amazon S3 bucket policy for the "click-data" bucket that allows Read-Only access to the objects, and
associate this policy with an IAM role. 

D. Configure the Amazon S3 bucket access control list to allow access to the partners Amazon Elastic MapReduce
cluster. 

E. Configure AWS Data Pipeline in the partner AWS accounts to use the web Identity Federation API to access data in
the "click-data" bucket. 

F. Configure AWS Data Pipeline to transfer the data from the \\'\\'click-data" bucket to the partner\\'s Amazon Elastic
MapReduce cluster. 

Correct Answer: AC 

 

QUESTION 2

You need to implement A/B deployments for several multi-tier web applications. Each of them has its Individual
infrastructure: Amazon Elastic Compute Cloud (EC2) front-end servers, Amazon ElastiCache clusters, Amazon Simple
Queue Service (SQS) queues, and Amazon Relational Database (RDS) Instances. Which combination of services
would give you the ability to control traffic between different deployed versions of your application? 

A. Create one AWS Elastic Beanstalk application and all AWS resources (using configuration files inside the application
source bundle) for each web application. New versions would be deployed a-eating Elastic Beanstalk environments and
using the Swap URLs feature. 

B. Using AWS CloudFormation templates, create one Elastic Beanstalk application and all AWS resources (in the same
template) for each web application. New versions would be deployed using AWS CloudFormation templates to create
new Elastic Beanstalk environments, and traffic would be balanced between them using weighted Round Robin (WRR)
records in Amazon Route53. 

C. Using AWS CloudFormation templates, create one Elastic Beanstalk application and all AWS resources (in the same
template) for each web application. New versions would be deployed updating a parameter on the CloudFormation
template and passing it to the cfn-hup helper daemon, and traffic would be balanced between them using Weighted
Round Robin (WRR) records in Amazon Route 53. 

D. Create one Elastic Beanstalk application and all AWS resources (using configuration files inside the application
source bundle) for each web application. New versions would be deployed updating the Elastic Beanstalk application
version for the current Elastic Beanstalk environment. 

Correct Answer: B 
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QUESTION 3

A company has developed an AWS Lambda function that handles orders received through an API. The company is
using AWS CodeDeploy to deploy the Lambda function as the final stage of a CI/CD pipeline. 

A DevOps Engineer has noticed there are intermittent failures of the ordering API for a few seconds after deployment.
After some investigation, the DevOps Engineer believes the failures are due to database changes not having fully
propagated before the Lambda function begins executing. 

How should the DevOps Engineer overcome this? 

A. Add a BeforeAllowTraffic hook to the AppSpec file that tests and waits for any necessary database changes before
traffic can flow to the new version of the Lambda function 

B. Add an AfterAllowTraffic hook to the AppSpec file that forces traffic to wait for any pending database changes before
allowing the new version of the Lambda function to respond 

C. Add a BeforeInstall hook to the AppSpec file that tests and waits for any necessary database changes before
deploying the new version of the Lambda function 

D. Add a ValidateService hook to the AppSpec file that inspects incoming traffic and rejects the payload if dependent
services, such as the database, are not yet ready 

Correct Answer: A 

 

QUESTION 4

A company is using an AWS CloudFormation template to deploy web applications. The template requires that manual
changes be made for each of the three major environments: production, staging, and development. The current sprint 

includes the new implementation and configuration of AWS CodePipeline for automated deployments. 

What changes should the DevOps Engineer make to ensure that the CloudFormation template is reusable across
multiple pipelines? 

A. Use a CloudFormation custom resource to query the status of the CodePipeline to determine which environment is
launched. Dynamically alter the launch configuration of the Amazon EC2 instances. 

B. Set up a CodePipeline pipeline for each environment to use input parameters. Use CloudFormation mappings to
switch associated UserData for the Amazon EC2 instances to match the environment being launched. 

C. Set up a CodePipeline pipeline that has multiple stages, one for each development environment. Use AWS Lambda
functions to trigger CloudFormation deployments to dynamically alter the UserData of the Amazon EC2 instances
launched in each environment. 

D. Use CloudFormation input parameters to dynamically alter the LaunchConfiguration and UserData sections of each
Amazon EC2 instance every time the CloudFormation stack is updated. 

Correct Answer: C 

 

QUESTION 5
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A healthcare provider has a hybrid architecture that includes 120 on-premises VMware servers running RedHat and 50
Amazon EC2 instances running Amazon Linux. The company is in the middle of an all-in migration to AWS and wants to
implement a solution for collecting information from the on-premises virtual machines and the EC2 instances for data
analysis. The information includes: 

-Operating system type and version 

-Data for installed applications 

-Network configuration information, such as MAC and IP addresses 

-Amazon EC2 instance AMI ID and IAM profile 

How can these requirements be met with the LEAST amount of administration? 

A. Write a shell script to run as a cron job on EC2 instances to collect and push the data to Amazon S3. For on-
premises resources, use VMware vSphere to collect the data and write it into a file gateway for storing the data in S3.
Finally, use Amazon Athena on the S3 bucket for analytics. 

B. Use a script on the on-premises virtual machines as well as the EC2 instances to gather and push the data into
Amazon S3, and then use Amazon Athena for analytics. 

C. Install AWS Systems Manager agents on both the on-premises virtual machines and the EC2 instances. Enable
inventory collection and configure resource data sync to an Amazon S3 bucket to analyze the data with Amazon
Athena. 

D. Use AWS Application Discovery Service for deploying Agentless Discovery Connector in the VMware environment
and Discovery Agents on the EC2 instances for collecting the data. Then use the AWS Migration Hub Dashboard for
analytics. 

Correct Answer: C 
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