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QUESTION 1

Your application uses Amazon SQS and Auto Scaling to process background jobs. The Auto Scaling policy is based on
the number of messages in the queue, with a maximum Instance count of 100. Since the application was launched, the 

group has never scaled above 50. The Auto Scaling group has now scaled to 100, the queue size is increasing, and
very few Jobs are being completed. The number of messages being sent to the queue is at normal levels. 

What should you do to identify why the queue size is unusually high, and to reduce it? 

A. Temporarily increase the Auto Scaling group\\'s desired value to 200. When the queue size has been reduced,
reduce it to 50. 

B. Analyze the application logs to identify possible reasons for message processing failure and resolve the cause for
failures. 

C. Create additional Auto Scaling groups, enabling the processing of the queue to be performed in parallel. 

D. Analyze CloudTrail logs for Amazon SQS to ensure that the instances\\' Amazon EC2 role has permission to receive
messages from the queue. 

Correct Answer: B 

 

QUESTION 2

Your system uses a multi-master, multi-region DynamoDB configuration spanning two regions to achieve high
availablity. For the first time since launching your system, one of the AWS Regions in which you operate over went
down for 3 hours, and the failover worked correctly. However, after recovery, your users are experiencing strange bugs,
in which users on different sides of the globe see different data. What is a likely design issue that was not accounted for
when launching? 

A. The system does not have Lambda Functor Repair Automatons, to perform table scans and chack for corrupted
partition blocks inside the Table in the recovered Region. 

B. The system did not implement DynamoDB Table Defragmentation for restoring partition performance in the Region
that experienced an outage, so data is served stale. 

C. The system did not include repair logic and request replay buffering logic for post-failure, to resynchronize data to the
Region that was unavailable for a number of hours. 

D. The system did not use DynamoDB Consistent Read requests, so the requests in different areas are not utilizing
consensus across Regions at runtime. 

Correct Answer: C 

When using multi-region DynamoDB systems, it is of paramount importance to make sure that all requests made to one
Region are replicated to the other. Under normal operation, the system in question would correctly perform write replays
into the other Region. If a whole Region went down, the system would be unable to perform these writes for the period
of downtime. Without buffering write requests somehow, there would be no way for the system to replay dropped
crossregion writes, and the requests would be serviced differently depending on the Region from which they were
served after recovery. 

Reference: http://docs.aws.amazon.com/amazondynamodb/latest/developerguide/ Streams.CrossRegionRepl.html 
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QUESTION 3

Some of your EC2 instances are configured to use a Proxy. Can you use Amazon Inspector for regular assessment of
instances behind proxy? 

A. Only Windows-based systems are supported as Linux-based systems use custom configurations that are not
supported by AWS Agent in the current release. 

B. Only Linux-based systems are supported, and AWS agent supports HTTPS proxy on these systems. 

C. No, AWS Agent does NOT support proxy environments. 

D. Yes, AWS Agent supports proxy environments on both Linux-based and Windows-based systems. 

Correct Answer: D 

The AWS agent supports proxy environments. For Linux instances, Inspector supports HTTPS Proxy, and for Windows
instances, it supports WinHTTP proxy. 

Reference: https://docs.aws.amazon.com/inspector/latest/userguide/inspector_agents.html 

 

QUESTION 4

A DevOps Engineer is working on a project that is hosted on Amazon Linux and has failed a security review. The
DevOps Manager has been asked to review the company buildspec.yaml file for an AWS CodeBuild project and provide
recommendations. The buildspec.yaml file is configured as follows: 
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What changes should be recommended to comply with AWS security best practices? (Choose three.) 

A. Add a post-build command to remove the temporary files from the container before termination to ensure they cannot
be seen by other CodeBuild users. 

B. Update the CodeBuild project role with the necessary permissions and then remove the AWS credentials from the
environment variable. 

C. Store the DB_PASSWORD as a SecureString value in AWS Systems Manager Parameter Store and then remove
the DB_PASSWORD from the environment variables. 

D. Move the environment variables to the `db-deploy-bucket\\' Amazon S3 bucket, add a prebuild stage to download,
then export the variables. 

E. Use AWS Systems Manager run command versus scp and ssh commands directly to the instance. 

F. Scramble the environment variables using XOR followed by Base64, add a section to install, and then run XOR and
Base64 to the build phase. 

Correct Answer: BCE 

 

QUESTION 5

Your application\\'s Auto Scaling Group scales up too quickly, too much, and stays scaled when traffic decreases. What
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should you do to fix this? 

A. Set a longer cooldown period on the Group, so the system stops overshooting the target capacity. The issue is that
the scaling system doesn\\'t allow enough time for new instances to begin servicing requests before measuring
aggregate load again. 

B. Calculate the bottleneck or constraint on the compute layer, then select that as the new metric, and set the metric
thresholds to the bounding values that begin to affect response latency. 

C. Raise the CloudWatch Alarms threshold associated with your autoscaling group, so the scaling takes more of an
increase in demand before beginning. 

D. Use larger instances instead of lots of smaller ones, so the Group stops scaling out so much and wasting resources
as the OS level, since the OS uses a higher proportion of resources on smaller instances. 

Correct Answer: B 

Systems will always over-scale unless you choose the metric that runs out first and becomes constrained first. You also
need to set the thresholds of the metric based on whether or not latency is affected by the change, to justify adding
capacity instead of wasting money. Reference: http://docs.aws.amazon.com/
AutoScaling/latest/DeveloperGuide/policy_creating.html 
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