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QUESTION 1

A company requires that data stored in AWS be encrypted at rest. Which of the following approaches achieve this
requirement? Select 2 answers from the options given below. 

Please select: 

A. When storing data in Amazon EBS, use only EBS-optimized Amazon EC2 instances. 

B. When storing data in EBS, encrypt the volume by using AWS KMS. 

C. When storing data in Amazon S3, use object versioning and MFA Delete. 

D. When storing data in Amazon EC2 Instance Store, encrypt the volume by using KMS. 

E. When storing data in S3, enable server-side encryption. 

Correct Answer: BE 

The AWS Documentation mentions the following To create an encrypted Amazon EBS volume, select the appropriate
box in the Amazon EBS section of the Amazon EC2 console. You can use a custom customer master key (CMK) by
choosing one from the list that appears below the encryption box. If you do not specify a custom CMK, Amazon EBS
uses the AWS-managed CMK for Amazon EBS in your account. If there is no AWS-managed CMK for Amazon EBS in
your account, Amazon EBS creates one. Data protection refers to protecting data while in-transit (as it travels to and
from Amazon S3) and at rest (while it is stored on disks in Amazon S3 data centers). You can protect data in transit by
using SSL or by using client-side encryption. You have the following options of protecting data at rest in Amazon S3.
Use Server-Side Encryption - You request Amazon S3 to encrypt your object before saving it on disks in its data centers
and decrypt it when you download the objects. Use Client-Side Encryption - You can encrypt data client-side and upload
the encrypted data to Amazon S3. In this case, you manage the encryption process, the encryption keys, and related
tools. Option A is invalid because using EBS-optimized Amazon EC2 instances alone will not guarantee protection of
instances at rest. Option C is invalid because this will not encrypt data at rest for S3 objects. Option D is invalid because
you don\\'t store data in Instance store. For more information on EBS encryption, please visit the below URL: 

https://docs.aws.amazon.com/kms/latest/developerguide/services-ebs.html For more information on S3 encryption,
please visit the below URL: https://docs.aws.amazon.com/AmazonS3/latest/dev/UsinEEncryption.html 

The correct answers are: When storing data in EBS, encrypt the volume by using AWS KMS. When storing data in S3,
enable server-side encryption. 

 

QUESTION 2

Your company has confidential documents stored in the simple storage service. Due to compliance requirements, you
have to ensure that the data in the S3 bucket is available in a different geographical location. As an architect what is the
change you would make to comply with this requirement. 

Please select: 

A. Apply Multi-AZ for the underlying 53 bucket 

B. Copy the data to an EBS Volume in another Region 

C. Create a snapshot of the S3 bucket and copy it to another region 
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D. Enable Cross region replication for the S3 bucket 

Correct Answer: D 

This is mentioned clearly as a use case for S3 cross-region replication You might configure cross-region replication on a
bucket for various reasons, including the following: Compliance requirements - Although, by default Amazon S3 stores
your data across multiple geographically distant Availability Zones, compliance requirements might dictate that you store
data at even further distances. Cross-region replication allows you to replicate data between distant AWS Regions to
satisfy these compliance requirements. Option A is invalid because Multi-AZ cannot be used to S3 buckets Option B is
invalid because copying it to an EBS volume is not a recommended practice Option C is invalid because creating
snapshots is not possible in S3 For more information on S3 cross-region replication, please visit the following URL: 

https://docs.aws.amazon.com/AmazonS3/latest/dev/crr.htmll The correct answer is: Enable Cross region replication for
the S3 bucket 

 

QUESTION 3

Your development team is using access keys to develop an application that has access to S3 and DynamoDB. A new
security policy has outlined that the credentials should not be older than 2 months, and should be rotated. How can you
achieve this? 

Please select: 

A. Use the application to rotate the keys in every 2 months via the SDK 

B. Use a script to query the creation date of the keys. If older than 2 months, create new access key and update all
applications to use it inactivate the old key and delete it. 

C. Delete the user associated with the keys after every 2 months. Then recreate the user again. 

D. Delete the IAM Role associated with the keys after every 2 months. Then recreate the IAM Role again. 

Correct Answer: B 

One can use the CLI command list-access-keys to get the access keys. This command also returns the "CreateDate" of
the keys. If the CreateDate is older than 2 months, then the keys can be deleted. The Returns list-access-keys CLI
command returns information about the access key IDs associated with the specified IAM user. If there are none, the
action returns an empty list Option A is incorrect because you might as use a script for such maintenance activities
Option C is incorrect because you would not rotate the users themselves Option D is incorrect because you don\\'t use
IAM roles for such a purpose For more information on the CLI command, please refer to the below Link:
http://docs.aws.amazon.com/cli/latest/reference/iam/list-access-keys.html The correct answer is: Use a script to query
the creation date of the keys. If older than 2 months, create new access key and update all applications to use it
inactivate the old key and delete it. 

 

QUESTION 4

A Developer who is following AWS best practices for secure code development requires an application to encrypt
sensitive data to be stored at rest, locally in the application, using AWS KMS. What is the simplest and MOST secure
way to decrypt this data when required? 

A. Request KMS to provide the stored unencrypted data key and then use the retrieved data key to decrypt the data. 

B. Keep the plaintext data key stored in Amazon DynamoDB protected with IAM policies. Query DynamoDB to retrieve
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the data key to decrypt the data 

C. Use the Encrypt API to store an encrypted version of the data key with another customer managed key. Decrypt the
data key and use it to decrypt the data when required. 

D. Store the encrypted data key alongside the encrypted data. Use the Decrypt API to retrieve the data key to decrypt
the data when required. 

Correct Answer: D 

We recommend that you use the following pattern to locally encrypt data: call the GenerateDataKey API, use the key
returned in the Plaintext response field to locally encrypt data, and then erase the plaintext data key from memory. Store
the encrypted data key (contained in the CiphertextBlob field) alongside of the locally encrypted data. The Decrypt API
returns the plaintext key from the encrypted key. 

 

QUESTION 5

DDoS attacks that happen at the application layer commonly target web applications with lower volumes of traffic
compared to infrastructure attacks. To mitigate these types of attacks, you should probably want to include a WAF (Web
Application Firewall) as part of your infrastructure. To inspect all HTTP requests, WAFs sit in-line with your application
traffic. Unfortunately, this creates a scenario where WAFs can become a point of failure or bottleneck. To mitigate this
problem, you need the ability to run multiple WAFs on demand during traffic spikes. This type of scaling for WAF is done
via a "WAF sandwich." Which of the following statements best describes what a "WAF sandwich" is? Choose the correct
answer from the options below 

Please select: 

A. The EC2 instance running your WAF software is placed between your private subnets and any NATed connections to
the internet. 

B. The EC2 instance running your WAF software is placed between your public subnets and your Internet Gateway. 

C. The EC2 instance running your WAF software is placed between your public subnets and your private subnets. 

D. The EC2 instance running your WAF software is included in an Auto Scaling group and placed in between two Elastic
load balancers. 

Correct Answer: D 

The below diagram shows how a WAF sandwich is created. Its the concept of placing the Ec2 instance which hosts the
WAF software in between 2 elastic load balancers. 
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Option A.B and C are incorrect since the EC2 Instance with the WAF software needs to be placed in an Autoscaling
Group For more information on a WAF sandwich please refer to the below Link:
https://www.cloudaxis.eom/2016/11/2l/waf-sandwich/l The correct answer is: The EC2 instance running your WAF
software is included in an Auto Scaling group and placed in between two Elastic load balancers. 
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