
https://www.certbus.com/aws-certified-security-specialty.html
2023 Latest certbus SCS-C01 PDF and VCE dumps Download

 

 

 

SCS-C01Q&As

AWS Certified Security - Specialty (SCS-C01)

Pass Amazon SCS-C01 Exam with 100% Guarantee

Free Download Real Questions & Answers PDF and VCE file from:

https://www.certbus.com/aws-certified-security-specialty.html

100% Passing Guarantee
100% Money Back Assurance

Following Questions and Answers are all new published by Amazon
Official Exam Center

 

 

Latest SCS-C01 Dumps | SCS-C01 VCE Dumps | SCS-C01 Braindumps                                1 / 7

https://www.certbus.com/aws-certified-security-specialty.html
https://www.certbus.com/aws-certified-security-specialty.html
https://www.certbus.com/aws-certified-security-specialty.html


https://www.certbus.com/aws-certified-security-specialty.html
2023 Latest certbus SCS-C01 PDF and VCE dumps Download

QUESTION 1

A company created an AWS account for its developers to use for testing and learning purposes Because MM account
will be shared among multiple teams of developers, the company wants to restrict the ability to stop and terminate
Amazon EC2 instances so that a team can perform these actions only on the instances it owns. 

Developers were Instructed to tag al their instances with a Team tag key and use the team name in the tag value One of
the first teams to use this account is Business Intelligence A security engineer needs to develop a highly scalable
solution for providing developers with access to the appropriate resources within the account The security engineer has
already created individual 1AM roles for each team. 

Which additional configuration steps should the security engineer take to complete the task? 

A. For each team, create an AM policy similar to the one that fellows Populate the ec2:ResourceTag/ Team condition
key with a proper team name Attach resulting policies to the corresponding 1AM roles. 

B. For each team create an 1AM policy similar to the one that follows Populate the aws TagKeys/Team condition key
with a proper team name. Attach the resuming policies to the corresponding 1AM roles. 

C. Tag each 1AM role with a Team lag key. and use the team name in the tag value. Create an 1AM policy similar to the
one that follows, and attach 4 to all the 1AM roles used by developers. 

D. Tag each IAM role with the Team key, and use the team name in the tag value. Create an IAM policy similar to the
one that follows, and it to all the IAM roles used by developers. 

Correct Answer: A 

 

QUESTION 2

Your development team is using access keys to develop an application that has access to S3 and DynamoDB. A new
security policy has outlined that the credentials should not be older than 2 months, and should be rotated. How can you
achieve this? 

Please select: 

A. Use the application to rotate the keys in every 2 months via the SDK 

B. Use a script to query the creation date of the keys. If older than 2 months, create new access key and update all
applications to use it inactivate the old key and delete it. 

C. Delete the user associated with the keys after every 2 months. Then recreate the user again. 

D. Delete the IAM Role associated with the keys after every 2 months. Then recreate the IAM Role again. 

Correct Answer: B 

One can use the CLI command list-access-keys to get the access keys. This command also returns the "CreateDate" of
the keys. If the CreateDate is older than 2 months, then the keys can be deleted. The Returns list-access-keys CLI
command returns information about the access key IDs associated with the specified IAM user. If there are none, the
action returns an empty list Option A is incorrect because you might as use a script for such maintenance activities
Option C is incorrect because you would not rotate the users themselves Option D is incorrect because you don\\'t use
IAM roles for such a purpose For more information on the CLI command, please refer to the below Link:
http://docs.aws.amazon.com/cli/latest/reference/iam/list-access-keys.html The correct answer is: Use a script to query

Latest SCS-C01 Dumps | SCS-C01 VCE Dumps | SCS-C01 Braindumps                                2 / 7

https://www.certbus.com/aws-certified-security-specialty.html
https://www.certbus.com/aws-certified-security-specialty.html
https://www.certbus.com/aws-certified-security-specialty.html


https://www.certbus.com/aws-certified-security-specialty.html
2023 Latest certbus SCS-C01 PDF and VCE dumps Download

the creation date of the keys. If older than 2 months, create new access key and update all applications to use it
inactivate the old key and delete it. 

 

QUESTION 3

Your company has a set of EC2 Instances defined in AWS. They need to ensure that all traffic packets are monitored
and inspected for any security threats. How can this be achieved? Choose 2 answers from the options given below 

Please select: 

A. Use a host based intrusion detection system 

B. Use a third party firewall installed on a central EC2 instance 

C. Use VPC Flow logs 

D. Use Network Access control lists logging 

Correct Answer: AB 

If you want to inspect the packets themselves, then you need to use custom based software A diagram representation
of this is given in the AWS Security best practices Option C is invalid because VPC Flow logs cannot conduct packet
inspection. For more information on AWS Security best practices, please refer to below URL: The correct answers are:
Use a host based intrusion detection system. Use a third party firewall installed on a central EC2 
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QUESTION 4

A Security Engineer has created an Amazon CloudWatch event that invokes an AWS Lambda function daily. The
Lambda function runs an Amazon Athena query that checks AWS CloudTrail logs in Amazon S3 to detect whether any
IAM user accounts or credentials have been created in the past 30 days. The results of the Athena query are created in
the same S3 bucket. The Engineer runs a test execution of the Lambda function via the AWS Console, and the function
runs successfully. 

After several minutes, the Engineer finds that his Athena query has failed with the error message: "Insufficient
Permissions". The IAM permissions of the Security Engineer and the Lambda function are 

shown below: Security Engineer 
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Lambda function execution role 

What is causing the error? 

A. The Lambda function does not have permissions to start the Athena query execution. 

B. The Security Engineer does not have permissions to start the Athena query execution. 

C. The Athena service does not support invocation through Lambda. 

D. The Lambda function does not have permissions to access the CloudTrail S3 bucket. 

Correct Answer: D 
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QUESTION 5

A security team is implementing a centralized logging solution to meet requirements for auditing. The solution must be
able to aggregate logs from Amazon CloudWatch and AWS CloudTrail to an account that is controlled by the security
team. This approach must be usable across the entire organization in AWS Organizations. 

Which solution meets these requirements in the MOST operationally efficient manner? 

A. In each AWS account, create an Amazon Kinesis Data Firehose delivery stream that has a destination of Amazon S3
in the security team\\'s account. Create a subscription for each Amazon CloudWatch Logs log group in each AWS
account to the Kinesis Data Firehose delivery stream in the same account. For the organization, create a CloudTrail trail
that has a destination of Amazon S3. 

B. In the security team\\'s account, create an Amazon Kinesis Data Firehose delivery stream that has a destination of
Amazon S3 in the same account. Create a subscription for each Amazon CloudWatch Logs log group in each AWS
account to the Kinesis Data Firehose delivery stream in the security team\\'s account. For each AWS account, create a
CloudTrail trail that has a destination of Amazon S3. 

C. In each AWS account, create an Amazon Kinesis data stream that has a destination of Amazon S3 in the security
team\\'s account. Create a subscription for each Amazon CloudWatch Logs log group in each AWS account to the
Kinesis data stream in the same account. For the organization, create a CloudTrail trail that has a destination of
Amazon S3. 

D. In the security team\\'s account, create an Amazon Kinesis data stream that has a destination of Amazon S3 in the
same account. Create a subscription for each Amazon CloudWatch Logs log group in each AWS account to the Kinesis
data stream in the security team\\'s account. For each AWS account, create a CloudTrail trail that has a destination of
Amazon S3. 

Correct Answer: A 
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