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QUESTION 1

The AWS Systems Manager Parameter Store is being used to store database passwords used by an AWS Lambda
function. Because this is sensitive data, the parameters are stored as type SecureString and protected by an AWS KMS
key that allows access through IAM. When the function executes, this parameter cannot be retrieved as the result of an
access denied error. 

Which of the following actions will resolve the access denied error? 

A. Update the ssm.amazonaws.com principal in the KMS key policy to allow kms: Decrypt. 

B. Update the Lambda configuration to launch the function in a VPC. 

C. Add a policy to the role that the Lambda function uses, allowing kms: Decrypt for the KMS key. 

D. Add lambda.amazonaws.com as a trusted entity on the IAM role that the Lambda function uses. 

Correct Answer: C 

https://docs.amazonaws.cn/en_us/AmazonRDS/latest/AuroraUserGuide/AuroraMySQL.Inte
grating.Authorizing.IAM.KMSCreatePolicy.html 

 

QUESTION 2

A company has enabled Amazon GuardDuty in all Regions as part of its security monitoring strategy. In one of the
VPCs, the company hosts an Amazon EC2 instance working as an FTP server that is contacted by a high number of
clients from multiple locations. This is identified by GuardDuty as a brute force attack due to the high number of
connections that happen every hour. 

The finding has been flagged as a false positive. However, GuardDuty keeps raising the issue. A Security Engineer has
been asked to improve the signal-to-noise ratio. The Engineer needs to ensure that changes do not compromise the
visibility of potential anomalous behavior. 

How can the Security Engineer address the issue? 

A. Disable the FTP rule in GuardDuty in the Region where the FTP server is deployed 

B. Add the FTP server to a trusted IP list and deploy it to GuardDuty to stop receiving the notifications 

C. Use GuardDuty filters with auto archiving enabled to close the findings 

D. Create an AWS Lambda function that closes the finding whenever a new occurrence is reported 

Correct Answer: B 

Trusted IP lists consist of IP addresses that you have whitelisted for secure communication with your AWS infrastructure
and applications. GuardDuty does not generate findings for IP addresses on trusted IP lists. At any given time, you can
have only one uploaded trusted IP list per AWS account per region. 
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A Security Engineer is implementing a solution to allow users to seamlessly encrypt Amazon S3 objects without having
to touch the keys directly. The solution must be highly scalable without requiring continual management. Additionally,
the organization must be able to immediately delete the encryption keys. 

Which solution meets these requirements? 

A. Use AWS KMS with AWS managed keys and the ScheduleKeyDeletion API with a PendingWindowInDays set to 0 to
remove the keys if necessary. 

B. Use KMS with AWS imported key material and then use the DeletelmportedKeyMaterial API to remove the key
material if necessary. 

C. Use AWS CloudHSM to store the keys and then use the CloudHSM API or the PKCS11 library to delete the keys if
necessary. 

D. Use the Systems Manager Parameter Store to store the keys and then use the service API operations to delete the
key if necessary. 

Correct Answer: C 

 

https://docs.aws.amazon.com/kms/latest/developerguide/importing-keys-delete-key-material.html 

 

QUESTION 4

Your company has mandated that all calls to the AWS KMS service be recorded. How can this be achieved? 

Please select: 

A. Enable logging on the KMS service 

B. Enable a trail in Cloudtrail 

C. Enable Cloudwatch logs 

D. Use Cloudwatch metrics 

Correct Answer: B 

 

The AWS Documentation states the following AWS KMS is integrated with CloudTrail, a service that captures API calls
made by or on behalf of AWS KMS in your AWS account and delivers the log files to an Amazon S3 bucket that you
specify. CloudTrail captures API calls from the AWS KMS console or from the AWS KMS API. Using the information
collected by CloudTrail, you can determine what request was made, the source IP address from which the request was
made, who made the request when it was made, and so on. Option A is invalid because logging is not possible in the
KMS service Option C and D are invalid because Cloudwatch cannot be used to monitor API calls For more information
on logging using Cloudtrail please visit the below URL https://docs.aws.amazon.com/kms/latest/developerguide/loeeing-
usine-cloudtrail.html The correct answer is: Enable a trail in Cloudtrail Jubmit your Feedback/Queries to our Experts 
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A company is running an Amazon RDS Multi-AZ DB instance inside a VPC. The DB instance is using two subnets that
provide a default route to the internet through a NAT gateway. 

The company also has application servers that run on Amazon EC2 instances that use the RDS database. The
company has deployed these EC2 instances into two other private subnets within the same VPC. These EC2 instances
use a default route to access the internet through the same NAT gateway. Each subnet in the VPC uses its own unique
route table. 

After a recent security audit, the company added a new security requirement. The DB instance must never be able to
connect to the internet. A security engineer must make this change immediately without disrupting the application
servers’ network traffic. 

How can the security engineer meet these requirements? 

A. Remove the existing NAT gateway. Create a new NAT gateway that only the application server subnets can use. 

B. Configure the DB instance\\'s inbound network ACL to deny traffic from the security group ID of the NAT gateway. 

C. Modify the route tables of the DB instance subnets to remove the default route to the NAT gateway. 

D. Configure the route table of the NAT gateway to deny connections to the DB instance subnets. 

Correct Answer: B 

 

SCS-C01 VCE Dumps SCS-C01 Practice Test SCS-C01 Braindumps

SCS-C01 VCE Dumps | SCS-C01 Practice Test | SCS-C01 Braindumps                                4 / 5

https://www.certbus.com/aws-certified-security-specialty.html
https://www.certbus.com/aws-certified-security-specialty.html
https://www.certbus.com/aws-certified-security-specialty.html
https://www.certbus.com/aws-certified-security-specialty.html
https://www.certbus.com/aws-certified-security-specialty.html
https://www.certbus.com/aws-certified-security-specialty.html


https://www.certbus.com/aws-certified-security-specialty.html
2023 Latest certbus SCS-C01 PDF and VCE dumps Download

To Read the Whole Q&As, please purchase the Complete Version from Our website.

Try our product !

100% Guaranteed Success
100% Money Back Guarantee
365 Days Free Update
Instant Download After Purchase
24x7 Customer Support
Average 99.9% Success Rate
More than 800,000 Satisfied Customers Worldwide
Multi-Platform capabilities - Windows, Mac, Android, iPhone, iPod, iPad, Kindle

We provide exam PDF and VCE of Cisco, Microsoft, IBM, CompTIA, Oracle and other IT Certifications.
You can view Vendor list of All Certification Exams offered:

https://www.certbus.com/allproducts

Need Help
Please provide as much detail as possible so we can best assist you.
To update a previously submitted ticket:

Any charges made through this site will appear as Global Simulators Limited.
All trademarks are the property of their respective owners.

Copyright © certbus, All Rights Reserved.

Powered by TCPDF (www.tcpdf.org)

SCS-C01 VCE Dumps | SCS-C01 Practice Test | SCS-C01 Braindumps                                5 / 5

https://secure.livechatinc.com/licence/8041871/v2/open_chat.cgi
http://www.tcpdf.org
https://www.certbus.com/aws-certified-security-specialty.html
https://www.certbus.com/aws-certified-security-specialty.html
https://www.certbus.com/aws-certified-security-specialty.html

