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QUESTION 1

A company has a heterogeneous six-node production Amazon Aurora DB cluster that handles online transaction
processing (OLTP) for the core business and OLAP reports for the human resources department. To match compute
resources to the use case, the company has decided to have the reporting workload for the human resources
department be directed to two small nodes in the Aurora DB cluster, while every other workload goes to four large
nodes in the same DB cluster. 

Which option would ensure that the correct nodes are always available for the appropriate workload while meeting these
requirements? 

A. Use the writer endpoint for OLTP and the reader endpoint for the OLAP reporting workload. 

B. Use automatic scaling for the Aurora Replica to have the appropriate number of replicas for the desired workload. 

C. Create additional readers to cater to the different scenarios. 

D. Use custom endpoints to satisfy the different workloads. 

Correct Answer: D 

https://aws.amazon.com/about-aws/whats-new/2018/11/amazon-aurora-simplifies-workload-management-with-custom-
endpoints/ 

You can now create custom endpoints for Amazon Aurora databases. This allows you to distribute and load balance
workloads across different sets of database instances in your Aurora cluster. For example, you may provision a set of
Aurora Replicas to use an instance type with higher memory capacity in order to run an analytics workload. A custom
endpoint can then help you route the analytics workload to these appropriately-configured instances, while keeping
other instances in your cluster isolated from this workload. As you add or remove instances from the custom endpoint to
match your workload, the endpoint helps spread the load around. 

 

QUESTION 2

A business uses Amazon EC2 instances in VPC A to serve an internal file-sharing application. This application is
supported by an Amazon ElastiCache cluster in VPC B that is peering with VPC A. The corporation migrates the
instances of its 

applications from VPC A to VPC B. The file-sharing application is no longer able to connect to the ElastiCache cluster,
as shown by the logs. 

What is the best course of action for a database professional to take in order to remedy this issue? 

A. Create a second security group on the EC2 instances. Add an outbound rule to allow traffic from the ElastiCache
cluster security group. 

B. Delete the ElastiCache security group. Add an interface VPC endpoint to enable the EC2 instances to connect to the
ElastiCache cluster. 

C. Modify the ElastiCache security group by adding outbound rules that allow traffic to VPC CIDR blocks from the
ElastiCache cluster. 

D. Modify the ElastiCache security group by adding an inbound rule that allows traffic from the EC2 instances security
group to the ElastiCache cluster. 
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Correct Answer: D 

https://docs.aws.amazon.com/vpc/latest/peering/vpc-peering-security-groups.html 

 

QUESTION 3

A company is running a two-tier ecommerce application in one AWS account. The web server is deployed using an
Amazon RDS for MySQL Multi-AZ DB instance. A Developer mistakenly deleted the database in the production
environment. The database has been restored, but this resulted in hours of downtime and lost revenue. 

Which combination of changes in existing IAM policies should a Database Specialist make to prevent an error like this
from happening in the future? (Choose three.) 

A. Grant least privilege to groups, users, and roles 

B. Allow all users to restore a database from a backup that will reduce the overall downtime to restore the database 

C. Enable multi-factor authentication for sensitive operations to access sensitive resources and API operations 

D. Use policy conditions to restrict access to selective IP addresses 

E. Use AccessList Controls policy type to restrict users for database instance deletion 

F. Enable AWS CloudTrail logging and Enhanced Monitoring 

Correct Answer: ACD 

https://aws.amazon.com/blogs/database/using-iam-multifactor-authentication-with-amazon-rds/
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/security_iam_id-based-policy-html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/DataDurability.html 

 

QUESTION 4

A business\\'s production database is hosted on a single-node Amazon RDS for MySQL DB instance. The database
instance is hosted in a United States AWS Region. 

A week before a significant sales event, a fresh database maintenance update is released. The maintenance update
has been designated as necessary. The firm want to minimize the database instance\\'s downtime and requests that a 

database expert make the database instance highly accessible until the sales event concludes. 

Which solution will satisfy these criteria? 

A. Defer the maintenance update until the sales event is over. 

B. Create a read replica with the latest update. Initiate a failover before the sales event. 

C. Create a read replica with the latest update. Transfer all read-only traffic to the read replica during the sales event. 

D. Convert the DB instance into a Multi-AZ deployment. Apply the maintenance update. 

Correct Answer: D 
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https://aws.amazon.com/premiumsupport/knowledge-center/rds-required-maintenance/ 

 

QUESTION 5

A retail company manages a web application that stores data in an Amazon DynamoDB table. The company is
undergoing account consolidation efforts. A database engineer needs to migrate the DynamoDB table from the current
AWS account to a new AWS account. 

Which strategy meets these requirements with the LEAST amount of administrative work? 

A. Use AWS Glue to crawl the data in the DynamoDB table. Create a job using an available blueprint to export the data
to Amazon S3. Import the data from the S3 file to a DynamoDB table in the new account. 

B. Create an AWS Lambda function to scan the items of the DynamoDB table in the current account and write to a file in
Amazon S3. Create another Lambda function to read the S3 file and restore the items of a DynamoDB table in the new
account. 

C. Use AWS Data Pipeline in the current account to export the data from the DynamoDB table to a file in Amazon S3.
Use Data Pipeline to import the data from the S3 file to a DynamoDB table in the new account. 

D. Configure Amazon DynamoDB Streams for the DynamoDB table in the current account. Create an AWS Lambda
function to read from the stream and write to a file in Amazon S3. Create another Lambda function to read the S3 file
and restore the items to a DynamoDB table in the new account. 

Correct Answer: C 

 

https://aws.amazon.com/premiumsupport/knowledge-center/dynamodb-cross-account-migration/
https://aws.amazon.com/premiumsupport/knowledge-center/data-pipeline-account-access-dynamodb-s3/ 
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