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QUESTION 1

You\\'ve created a new "Custom Role" for a specific new job role inside your company. The role consisted of several
permissions; some had a status of "Supported" others a status of "Testing." The role has been working for weeks;
however, some permissions recently stopped working. What is the most likely cause for this? 

A. The custom role has reached its expiration period. 

B. The latest Google applied updates reset all of the custom roles. 

C. One or more permissions with a status of "Testing" have changed. 

D. Your account has been compromised by hackers. 

Correct Answer: C 

 

 

QUESTION 2

You and your team have been working on a new application over the past couple weeks. While it\\'s still in development,
it\\'s becoming a bit costly for your limited budget. The entire team had a meeting on Friday to talk about how to save 

money until you\\'re able to launch. One of your team members suggested shutting down some services overnight and
during the weekend. Though no official decision was made before leaving for the weekend, a junior team member sent
out 

an email saying he found a solution to the problem. 

When arriving at the office on Monday, you find that your project is no longer in the drop-down inside the Console.
What\\'s the most likely reason for the missing project? 

A. The project was moved to another account. 

B. Your trial credits expired, and the project was removed. 

C. The engineer removed the project and attached all of the resources directly to the Organization. 

D. The engineer clicked the "shut down" link thinking it was like a light switch that he could toggle on and off. 

Correct Answer: D 

 

QUESTION 3

You need to manage a third-party application that will run on a Compute Engine instance. Other Compute Engine
instances are already running with default configuration. Application installation files are hosted on Cloud Storage. You
need to access these files from the new instance without allowing other virtual machines (VMs) to access these files.
What should you do? 

A. Create the instance with the default Compute Engine service account. Grant the service account permissions on
Cloud Storage. 
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B. Create the instance with the default Compute Engine service account Add metadata to the objects on Cloud Storage
that matches the metadata on the new instance. 

C. Create a new service account and assign this service account to the new instance. Grant the service account
permissions on Cloud Storage. 

D. Create a new service account and assign this service account to the new instance. Add metadata to the objects on
Cloud Storage that matches the metadata on the new instance. 

Correct Answer: C 

https://cloud.google.com/iam/docs/best-practices-for-using-and-managing- service-accounts If an application uses third-
party or custom identities and needs to access a resource, such as a BigQuery dataset or a Cloud Storage bucket, it
must perform a transition between principals. Because Google Cloud APIs don\\'t recognize third-party or custom
identities, the application can\\'t propagate the end-user\\'s identity to BigQuery or Cloud Storage. Instead, the
application has to perform the access by using a different Google identity. 

Reference: https://cloud.google.com/compute/docs/access/service-accounts 

 

QUESTION 4

You are running a data warehouse on BigQuery. A partner company is offering a recommendation engine based on the
data in your data warehouse. The partner company is also running their application on Google Cloud. They manage the
resources in their own project, but they need access to the BigQuery dataset in your project. You want to provide the
partner company with access to the dataset. What should you do? 

A. Create a Service Account in your own project, and grant this Service Account access to BigQuery in your project. 

B. Create a Service Account in your own project, and ask the partner to grant this Service Account access to BigQuery
in their project. 

C. Ask the partner to create a Service Account in their project, and have them give the Service Account access to
BigQuery in their project. 

D. Ask the partner to create a Service Account in their project, and grant their Service Account access to the BigQuery
dataset in your project. 

Correct Answer: D 

https://gtseres.medium.com/using-service-accounts-across-projects-in-gcp-
cf9473fef8f0#:~:text=Go%20to%20the%20destination%20project,Voila! 

 

QUESTION 5

You are building a product on top of Google Kubernetes Engine (GKE). You have a single GKE cluster. For each of your
customers, a Pod is running in that cluster, and your customers can run arbitrary code inside their Pod. You want to
maximize the isolation between your customers\\' Pods. What should you do? 

A. Use Binary Authorization and whitelist only the container images used by your customers\\' Pods. 

B. Use the Container Analysis API to detect vulnerabilities in the containers used by your customers\\' Pods. 

C. Create a GKE node pool with a sandbox type configured to gvisor. Add the parameter runtimeClassName: gvisor to
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the specification of your customers\\' Pods. 

D. Use the cos_containerd image for your GKE nodes. Add a nodeSelector with the value cloud.google.com/gke-os-
distribution: cos_containerd to the specification of your customers\\' Pods. 

Correct Answer: C 

Reference: https://cloud.google.com/kubernetes-engine/sandbox/ 
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