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QUESTION 1

What is a hot-site facility? 

A. A site with pre-installed computers, raised flooring, air conditioning, telecommunications and networking equipment,
and UPS. 

B. A site in which space is reserved with pre-installed wiring and raised floors. 

C. A site with raised flooring, air conditioning, telecommunications, and networking equipment, and UPS. 

D. A site with ready made work space with telecommunications equipment, LANs, PCs, and terminals for work groups. 

Correct Answer: A 

Source: TIPTON, Hal, (ISC)2, Introduction to the CISSP Exam presentation. 

 

QUESTION 2

Which of the following is the core of fiber optic cables made of? 

A. PVC 

B. Glass fibers 

C. Kevlar 

D. Teflon 

Correct Answer: B 

Fiber optic cables have an outer insulating jacket made of Teflon or PVC, Kevlar fiber, which helps to strengthen the
cable and prevent breakage, plastic coatings, used to cushion the fiber center. The center (core) of the cable is made of
glass or plastic fibers. Source: ANDRESS, Mandy, ram CISSP, Coriolis, 2001, Chapter 3: Telecommunications and
Network Security (page 31). 

 

QUESTION 3

Which of the following is true about Kerberos? 

A. It utilizes public key cryptography. 

B. It encrypts data after a ticket is granted, but passwords are exchanged in plain text. 

C. It depends upon symmetric ciphers. 

D. It is a second party authentication system. 

Correct Answer: C 

Kerberos depends on secret keys (symmetric ciphers). Kerberos is a third party authentication protocol. It 
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was designed and developed in the mid 1980\\'s by MIT. It is considered open source but is copyrighted and 

owned by MIT. It relies on the user\\'s secret keys. The password is used to encrypt and decrypt the keys. 

The following answers are incorrect: 

It utilizes public key cryptography. Is incorrect because Kerberos depends on secret keys (symmetric 

ciphers). 

It encrypts data after a ticket is granted, but passwords are exchanged in plain text. Is incorrect because 

the passwords are not exchanged but used for encryption and decryption of the keys. 

It is a second party authentication system. Is incorrect because Kerberos is a third party authentication 

system, you authenticate to the third party (Kerberos) and not the system you are accessing. 

References: 

MIT http://web.mit.edu/kerberos/ 

Wikipedi http://en.wikipedia.org/wiki/Kerberos_%28protocol%29 

OIG CBK Access Control (pages 181 - 184) 

AIOv3 Access Control (pages 151 - 155) 

 

QUESTION 4

Which of the following best defines a Computer Security Incident Response Team (CSIRT)? 

A. An organization that provides a secure channel for receiving reports about suspected security incidents. 

B. An organization that ensures that security incidents are reported to the authorities. 

C. An organization that coordinates and supports the response to security incidents. 

D. An organization that disseminates incident-related information to its constituency and other involved parties. 

Correct Answer: C 

RFC 2828 (Internet Security Glossary) defines a Computer Security Incident Response Team (CSIRT) as an
organization that coordinates and supports the response to security incidents that involves sites within a defined
constituency. This is the proper definition for the CSIRT. To be considered a CSIRT, an organization must provide a
secure channel for receiving reports about suspected security incidents, provide assistance to members of its
constituency in handling the incidents and disseminate incident-related information to its constituency and other involved
parties. Security-related incidents do not necessarily have to be reported to the authorities. 

Source: SHIREY, Robert W., RFC2828: Internet Security Glossary, may 2000. 

 

QUESTION 5
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Which of the following is an advantage that UDP has over TCP? 

A. UDP is connection-oriented whereas TCP is not. 

B. UDP is more reliable than TCP. 

C. UDP is faster than TCP. 

D. UDP makes a better effort to deliver packets. 

Correct Answer: C 

UDP is a scaled-down version of TCP. It is used like TCP, but only offers a "best effort" delivery. It is connectionless,
does not offer error correction, does not sequence the packet segments, and less reliable than TCP but because of its
lower overhead, it provides a faster transmission than TCP. 

Source: KRUTZ, Ronald L. and VINES, Russel D., The CISSP Prep Guide: Mastering the Ten Domains of Computer
Security, John Wiley and Sons, 2001, Chapter 3: Telecommunications and Network Security (page 86). 
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