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QUESTION 1

Which of the following is the BEST concept to maintain required but non-critical server availability? 

A. SaaS site 

B. Cold site 

C. Hot site 

D. Warm site 

Correct Answer: D 

Warm sites provide computer systems and compatible media capabilities. If a warm site is used, administrators and
other staff will need to install and configure systems to resume operations. For most organizations, a warm site could be
a remote office, a leased facility, or another organization with which yours has a reciprocal agreement. Another term for
a warm site/reciprocal site is active/active model. 

Incorrect Answers: 

A: With a SaaS site you use applications as provided by a cloud provider over the internet. 

B: A cold site is a facility that isn\\'t immediately ready to use. The organization using it must bring along its equipment
and network. A cold site may provide network capability, but this isn\\'t usually the case; the site provides a place for
operations to resume, but it doesn\\'t provide the infrastructure to support those operations. 

C: A hot site is a location that can provide operations within hours of a failure. This type of site would have servers,
networks, and telecommunications equipment in place to reestablish service in a short time. Hot sites provide network
connectivity, systems, and preconfigured software to meet the needs of an organization. 

References: 

Dulaney, Emmett and Chuck Eastton, CompTIA Security+ Study Guide, Sixth Edition, Sybex, Indianapolis, 2014, pp
443-444 

 

QUESTION 2

In order to prevent and detect fraud, which of the following should be implemented? 

A. Job rotation 

B. Risk analysis 

C. Incident management 

D. Employee evaluations 

Correct Answer: A 

A job rotation policy defines intervals at which employees must rotate through positions. Similar in purpose to mandatory
vacations, it helps to ensure that the company does not become too dependent on one person and it does afford the
company with the opportunity to place another person in that same job and in this way the company can potentially
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uncover any fraud perhaps committed by the incumbent. 

Incorrect Answers: 

B: Risk assessment is also known as risk analysis or risk calculation and it deals with the threats, vulnerabilities, and
impacts of a loss of information-processing capabilities or a loss of information itself. 

C: Incident management refers to the steps that are followed when events occur. 

D: The Evaluation process is called an audit. 

References: 

Dulaney, Emmett and Chuck Eastton, CompTIA Security+ Study Guide, Sixth Edition, Sybex, Indianapolis, 2014, p 4,
10, 26 

 

QUESTION 3

Ann, a sales manager, successfully connected her company-issued smartphone to the wireless network in her office
without supplying a username/password combination. Upon disconnecting from the wireless network, she attempted to 

connect her personal tablet computer to the same wireless network and could not connect. 

Which of the following is MOST likely the reason? 

A. The company wireless is using a MAC filter. 

B. The company wireless has SSID broadcast disabled. 

C. The company wireless is using WEP. 

D. The company wireless is using WPA2. 

Correct Answer: A 

MAC filtering allows you to include or exclude computers and devices based on their MAC address. 

Incorrect Answers: 

B: because she could connect to the wireless with the first device, the SSID must be broadcasting. C, D: Both WEP and
WPA2 require a password or phrase. 

References: 

https://technet.microsoft.com/en-us/magazine/ff521761.aspx Stewart, James Michael, CompTIA Security+ Review
Guide, Sybex, Indianapolis, 2014, p 61. 

 

QUESTION 4

Which of the following is required to allow multiple servers to exist on one physical server? 

A. Software as a Service (SaaS) 
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B. Platform as a Service (PaaS) 

C. Virtualization 

D. Infrastructure as a Service (IaaS) 

Correct Answer: C 

Virtualization allows a single set of hardware to host multiple virtual machines. 

Incorrect Answers: 

A, B, D: These are models of Cloud Computing. 

References: 

Dulaney, Emmett and Chuck Eastton, CompTIA Security+ Study Guide, Sixth Edition, Sybex, Indianapolis, 2014, pp 17,
19. 

 

QUESTION 5

After entering the following information into a SOHO wireless router, a mobile device\\'s user reports being unable to
connect to the network: PERMIT 0A: D1: FA. B1: 03: 37 DENY 01: 33: 7F: AB: 10: AB 

Which of the following is preventing the device from connecting? 

A. WPA2-PSK requires a supplicant on the mobile device. 

B. Hardware address filtering is blocking the device. 

C. TCP/IP Port filtering has been implemented on the SOHO router. 

D. IP address filtering has disabled the device from connecting. 

Correct Answer: B 

MAC filtering allows you to include or exclude computers and devices based on their MAC address. 

Incorrect Answers: 

A: WPA2-PSK is used to encrypt a network using a plain-English passphrase between 8 and 63 characters long. C, D:
The information entered into the SOHO wireless router are MAC addresses, therefore these options are not valid. 

References: 

https://technet.microsoft.com/en-us/magazine/ff521761.aspx http://www.webopedia.com/TERM/W/WPA2_PSK.html 
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