
https://www.certbus.com/JK0-022.html
2023 Latest certbus JK0-022 PDF and VCE dumps Download

 

 

 

JK0-022Q&As

CompTIA Security+ Certification

Pass CompTIA JK0-022 Exam with 100% Guarantee

Free Download Real Questions & Answers PDF and VCE file from:

https://www.certbus.com/JK0-022.html

100% Passing Guarantee
100% Money Back Assurance

Following Questions and Answers are all new published by CompTIA
Official Exam Center

 

 

Latest JK0-022 Dumps | JK0-022 Practice Test | JK0-022 Exam Questions                                1 / 6

https://www.certbus.com/JK0-022.html
https://www.certbus.com/JK0-022.html
https://www.certbus.com/JK0-022.html


https://www.certbus.com/JK0-022.html
2023 Latest certbus JK0-022 PDF and VCE dumps Download

QUESTION 1

A system administrator is using a packet sniffer to troubleshoot remote authentication. The administrator detects a
device trying to communicate to TCP port 49. Which of the following authentication methods is MOST likely being
attempted? 

A. RADIUS 

B. TACACS+ 

C. Kerberos 

D. LDAP 

Correct Answer: B 

TACACS makes use of TCP port 49 by default. 

Incorrect Answers: 

A: RADIUS makes use of UDP only. 

C, D: Kerberos and LDAP do not make use of TCP port 49. 

References: http://en.wikipedia.org/wiki/TACACS http://en.wikipedia.org/wiki/RADIUS
http://en.wikipedia.org/wiki/List_of_TCP_and_UDP_port_numbers 

 

QUESTION 2

Based on information leaked to industry websites, business management is concerned that unauthorized employees are
accessing critical project information for a major, well-known new product. To identify any such users, the security
administrator could: 

A. Set up a honeypot and place false project documentation on an unsecure share. 

B. Block access to the project documentation using a firewall. 

C. Increase antivirus coverage of the project servers. 

D. Apply security updates and harden the OS on all project servers. 

Correct Answer: A 

In this scenario, we would use a honeypot as a `trap\\' to catch unauthorized employees who are accessing critical
project information. A honeypot is a system whose purpose it is to be attacked. An administrator can watch and study
the attack 

to research current attack methodologies. According to the Wepopedia.com, a Honeypot luring a hacker into a system
has several main purposes: 

The administrator can watch the hacker exploit the vulnerabilities of the system, thereby learning where the system has
weaknesses that need to be redesigned. The hacker can be caught and stopped while trying to obtain root access to
the 
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system. By studying the activities of hackers, designers can better create more secure systems that are potentially
invulnerable to future hackers. 

There are two main types of honeypots: 

Production - A production honeypot is one used within an organization\\'s environment to help mitigate risk. Research A
research honeypot add value to research in computer security by providing a platform to study the threat. 

Incorrect Answers: 

B: Blocking access to the project documentation by using a firewall would block all access to the documentation
including access to authorized employees. It would not help to determine which unauthorized employees are attempting
to access the documentation. Therefore, this answer is incorrect. 

C: Antivirus software is used to scan a system for known virus threats. It would not detect unauthorized users attempting
to access the project documentation. Therefore, this answer is incorrect. 

D: Applying security updates to harden a server is always a good idea. However, security updates would not detect
unauthorized users attempting to access the project documentation. Therefore, this answer is incorrect. 

References: https://ethics.csc.ncsu.edu/abuse/hacking/honeypots/study.php 

 

QUESTION 3

Jane, a security administrator, needs to implement a secure wireless authentication method that uses a remote RADIUS
server for authentication. 

Which of the following is an authentication method Jane should use? 

A. WPA2-PSK 

B. WEP-PSK 

C. CCMP 

D. LEAP 

Correct Answer: D 

A RADIUS server is a server with a database of user accounts and passwords used as a central authentication
database for users requiring network access. The Lightweight Extensible Authentication Protocol (LEAP) is a proprietary
wireless LAN authentication method developed by Cisco Systems. Important features of LEAP are dynamic WEP keys
and mutual authentication (between a wireless client and a RADIUS server). LEAP allows for clients to reauthenticate
frequently; upon each successful authentication, the clients acquire a new WEP key (with the hope that the WEP keys
don\\'t live long enough to be cracked). LEAP may be configured to use TKIP instead of dynamic WEP. 

Incorrect Answers: 

A: WPA2-PSK (Wireless Protected Access 2 Pre-shared Key) uses a pre-shared key for authentication. The pre-shared
key is a `password\\' sometimes called the `network security key\\' that you enter when you connect to the wireless
access point. It does not use a RADIUS server for authentication. 

B: WEP-PSK (Wireless Equivalent Privacy Pre-shared Key) uses a pre-shared key for authentication in the same way
that WPA2-PSK does. The pre-shared key is a `password\\' sometimes called the `network security key\\' that you enter
when you connect to the wireless access point. It does not use a RADIUS server for authentication. 
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C: Counter Mode Cipher Block Chaining Message Authentication Code Protocol, Counter Mode CBC-MAC Protocol or
simply CCMP (CCM mode Protocol) is an encryption protocol. CCMP is an enhanced data cryptographic encapsulation
mechanism designed for data confidentiality and based upon the Counter Mode with CBC-MAC (CCM) of the AES
standard. It was created to address the vulnerabilities presented by WEP, a dated, insecure protocol. However, it does
not use a RADIUS server for authentication. References:
http://en.wikipedia.org/wiki/Lightweight_Extensible_Authentication_Protocol 

 

QUESTION 4

After running into the data center with a vehicle, attackers were able to enter through the hole in the building and steal
several key servers in the ensuing chaos. Which of the following security measures can be put in place to mitigate the
issue from occurring in the future? 

A. Fencing 

B. Proximity readers 

C. Video surveillance 

D. Bollards 

Correct Answer: D 

To stop someone from entering a facility, barricades or gauntlets can be used. These are often used in conjunction with
guards, fencing, and other physical security measures. Bollards are physical barriers that are strong enough to
withstand impact with a vehicle. 

Incorrect Answers: 

A: Fencing, although also a physical barrier is not as strong as bollards and will not keep a vehicle out on impact. 

B: Proximity readers are not designed to withstand impact from vehicles. 

C: Video surveillance will not stop a vehicle impact. 

References: 

Dulaney, Emmett and Chuck Eastton, CompTIA Security+ Study Guide, Sixth Edition, Sybex, Indianapolis, 2014, pp
372, 375 

 

QUESTION 5

A new MPLS network link has been established between a company and its business partner. 

The link provides logical isolation in order to prevent access from other business partners. Which of the following should
be applied in order to achieve confidentiality and integrity of all data across the link? 

A. MPLS should be run in IPVPN mode. 

B. SSL/TLS for all application flows. 

C. IPSec VPN tunnels on top of the MPLS link. 
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D. HTTPS and SSH for all application flows. 

Correct Answer: C 

IPSec can very well be used with MPLS. IPSec could provide VPN tunnels on top if the MPLS link. Internet Protocol
Security (IPSec) isn\\'t a tunneling protocol, but it\\'s used in conjunction with tunneling protocols. IPSec is oriented
primarily toward LAN-to-LAN connections, but it can also be used with dial-up connections. IPSec provides secure
authentication and encryption of data and headers; this makes it a good choice for security. 

Incorrect Answers: 

A: MPLS tunnelling would not hide the logical MPLS link. 

B: SSL/TLS could provide encryption, but not the tunnelling required for the logical isolation. 

D: To provide the required logical isolation tunnelling should be used. HTTPS and SSH cannot provide tunnelling. 

References: 

Dulaney, Emmett and Chuck Eastton, CompTIA Security+ Study Guide, Sixth Edition, Sybex, Indianapolis, 2014, pp 91,
103-105, 268, 271, 274, 274-275 http:// www.networkworld.com/article/2297191/lan-wan/chapter-6--how-
ipseccomplements- mpls.html 
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