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QUESTION 1

In order for network monitoring to work properly, you need a PC and a network card running in what mode? 

A. Launch 

B. Exposed 

C. Promiscuous 

D. Sweep 

Correct Answer: C 

Promiscuous mode allows the network card to look at any packet that it sees on the network. This even includes
packets that are not addressed to that network card. 

Incorrect Answers: 

A, B, D: These options are not valid modes for network cards. For network monitoring to work properly you require a PC
that includes a NIC running in promiscuous mode and monitoring software. 

References: 

Dulaney, Emmett and Chuck Eastton, CompTIA Security+ Study Guide, Sixth Edition, Sybex, Indianapolis, 2014, p 46. 

 

QUESTION 2

Which of the following security architecture elements also has sniffer functionality? (Select TWO). 

A. HSM 

B. IPS 

C. SSL accelerator 

D. WAP 

E. IDS 

Correct Answer: BE 

Sniffer functionality means the ability to capture and analyze the content of data packets as they are transmitted across
the network. IDS and IPS systems perform their functions by capturing and analyzing the content of data packets. 

An intrusion detection system (IDS) is a device or software application that monitors network or system activities for
malicious activities or policy violations and produces reports to a management station. IDS come in a variety of "flavors"
and approach the goal of detecting suspicious traffic in different ways. There are network based (NIDS) and host based
(HIDS) intrusion detection systems. Some systems may attempt to stop an intrusion attempt but this is neither required
nor expected of a monitoring system. Intrusion detection and prevention systems (IDPS) are primarily focused on
identifying possible incidents, logging information about them, and reporting attempts. In addition, organizations use
IDPSes for other purposes, such as identifying problems with security policies, documenting existing threats and
deterring individuals from violating security policies. IDPSes have become a necessary addition to the security
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infrastructure of nearly every organization. IDPSes typically record information related to observed events, notify
security administrators of important observed events and produce reports. Many IDPSes can also respond to a detected
threat by attempting to prevent it from succeeding. They use several response techniques, which involve the IDPS
stopping the attack itself, changing the security environment (e.g. reconfiguring a firewall) or changing the attack\\'s
content. 

Incorrect Answers: 

A: A hardware security module (HSM) is a physical computing device that safeguards and manages digital keys for
strong authentication and provides cryptoprocessing. These modules traditionally come in the form of a plug-in card or
an external device that attaches directly to a computer or network server. An HSM does not have sniffer functionality.
Therefore, this answer is incorrect. 

C: SSL acceleration is a method of offloading the processor-intensive public-key encryption algorithms involved in SSL
transactions to a hardware accelerator. An SSL accelerator does not have sniffer functionality. Therefore, this answer is
incorrect. 

D: A WAP (Wireless Access Point) is a device used to create a wireless network. A WAP receives and transmits data
packets over a wireless network connection. However, a WAP does not have sniffer functionality. Therefore, this answer
is incorrect. 

References: http://en.wikipedia.org/wiki/Intrusion_detection_system
http://en.wikipedia.org/wiki/Hardware_security_module http://en.wikipedia.org/wiki/SSL_acceleration 

 

QUESTION 3

Which of the following protocols is used to validate whether trust is in place and accurate by returning responses of
either "good", "unknown", or "revoked"? 

A. CRL 

B. PKI 

C. OCSP 

D. RA 

Correct Answer: C 

The Online Certificate Status Protocol (OCSP) is an Internet protocol used for obtaining the revocation status of an
X.509 digital certificate. An OCSP responder (a server typically run by the certificate issuer) may return a signed
response signifying that the certificate specified in the request is \\'good\\', \\'revoked\\', or \\'unknown\\'. If it cannot
process the request, it may return an error code. 

Incorrect Answers: 

A: CRL is not a protocol. CRL is a database which contains revoked certificates and keys. 

B: A PKI is not a protocol. 

A public key infrastructure (PKI) is a set of hardware, software, people, policies, and procedures needed to create,
manage, distribute, use, store, and revoke digital certificates. 

D: A registration authority (RA) is not a protocol. 
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An RA offloads some of the work from a CA. An RA system operates as a middleman in the process: It can distribute
keys, accept registrations for the CA, and validate identities. 

References: 

Dulaney, Emmett and Chuck Eastton, CompTIA Security+ Study Guide, Sixth Edition, Sybex, Indianapolis, 2014, pp
262, 279-285, 285 http://en.wikipedia.org/wiki/Online_Certificate_Status_Protocol 

 

QUESTION 4

After a network outage, a PC technician is unable to ping various network devices. The network administrator verifies
that those devices are working properly and can be accessed securely. Which of the following is the MOST likely reason
the PC technician is unable to ping those devices? 

A. ICMP is being blocked 

B. SSH is not enabled 

C. DNS settings are wrong 

D. SNMP is not configured properly 

Correct Answer: A 

ICMP is a protocol that is commonly used by tools such as ping, traceroute, and pathping. ICMP offers no information If
ICMP request queries go unanswered, or ICMP replies are lost or blocked. 

Incorrect Answers: 

B: SSH is used to establish a command-line, text-only interface connection with a server, router, switch, or similar
device over any distance. 

C: Domain name system (DNS) is the hierarchical naming scheme used for public and private networks. 

D: You can use SNMP to interact with various network devices to obtain status information, performance data, statistics,
and configuration details. 

References: 

Stewart, James Michael, CompTIA Security+ Review Guide, Sybex, Indianapolis, 2014, pp 18, 20, 21. 

 

QUESTION 5

A recent audit of a company\\'s identity management system shows that 30% of active accounts belong to people no
longer with the firm. Which of the following should be performed to help avoid this scenario? (Select TWO). 

A. Automatically disable accounts that have not been utilized for at least 10 days. 

B. Utilize automated provisioning and de-provisioning processes where possible. 

C. Request that employees provide a list of systems that they have access to prior to leaving the firm. 

D. Perform regular user account review / revalidation process. 
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E. Implement a process where new account creations require management approval. 

Correct Answer: BD 

Provisioning and de-provisioning processes can occur manually or automatically. Since the manual processes are so
time consuming, the automated option should be used as it is more efficient. Revalidating user accounts would
determine which users are no longer active. 

Incorrect Answers: 

A: Disabling the accounts would work for users who would return, but these users will not be returning. Therefore, they
must be removed. 

C: This this option will tell which systems you need to access to manually remove users. This would take a long time,
and might allow users to access those systems after they have left. 

E: Account creation is not the problem in this case. It is the fact that accounts aren\\'t being removed when users have
left. 

References: https://technet.microsoft.com/en-us/library/dn487455.aspx 
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