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QUESTION 1

Which of the following protocols operates at the HIGHEST level of the OSI model? 

A. ICMP 

B. IPSec 

C. SCP 

D. TCP 

Correct Answer: C 

SCP (Secure Copy) uses SSH (Secure Shell). SSH runs in the application layer (layer 7) of the OSI model. 

Incorrect Answers: 

A: ICMP (Internet Control Message Protocol) works in the network layer (Layer 3) of the OSI model. 

B: IPSec (Internet Protocol Security) works in the network layer (Layer 3) of the OSI model. 

D: TCP (Transmission Control Protocol) works in the transport layer (Layer 4) of the OSI model. 

References: http://www.rhyshaden.com/osi.htm
http://en.wikipedia.org/wiki/List_of_network_protocols_%28OSI_model%29 http://en.wikipedia.org/wiki/OSI_model 

 

QUESTION 2

A company has 5 users. Users 1, 2 and 3 need access to payroll and users 3, 4 and 5 need access to sales. Which of
the following should be implemented to give the appropriate access while enforcing least privilege? 

A. Assign individual permissions to users 1 and 2 for payroll. Assign individual permissions to users 4 and 5 for sales.
Make user 3 an administrator. 

B. Make all users administrators and then restrict users 1 and 2 from sales. Then restrict users 4 and 5 from payroll. 

C. Create two additional generic accounts, one for payroll and one for sales that users utilize. 

D. Create a sales group with users 3, 4 and 5. Create a payroll group with users 1, 2 and 3. 

Correct Answer: D 

 

QUESTION 3

A security administrator forgets their card to access the server room. The administrator asks a coworker if they could
use their card for the day. Which of the following is the administrator using to gain access to the server room? 

A. Man-in-the-middle 

B. Tailgating 
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C. Impersonation 

D. Spoofing 

Correct Answer: C 

Impersonation is where a person, computer, software application or service pretends to be someone or something it\\'s
not. Impersonation is commonly non- maliciously used in client/server applications. However, it can also be used as a
security threat. 

In this question, by using the coworker\\'s card, the security administrator is `impersonating\\' the coworker. The server
room locking system and any logging systems will `think\\' that the coworker has entered the server room. 

Incorrect Answers: 

A: In cryptography and computer security, a man-in-the-middle attack is an attack where the attacker secretly relays and
possibly alters the communication between two parties who believe they are directly communicating with each other. 

One example is active eavesdropping, in which the attacker makes independent connections with the victims and relays
messages between them to make them believe they are talking directly to each other over a private connection, when
in 

fact the entire conversation is controlled by the attacker. The attacker must be able to intercept all relevant messages
passing between the two victims and inject new ones. This is straightforward in many circumstances; for example, an 

attacker within reception range of an unencrypted Wi-Fi wireless access point, can insert himself as a man-in-the-
middle. This is not what is described in this question. Therefore, this answer is incorrect. 

B: Just as a driver can tailgate another driver\\'s car by following too closely, in the security sense, tailgating means to
compromise physical security by following somebody through a door meant to keep out intruders. Tailgating is actually
a 

form of social engineering, whereby someone who is not authorized to enter a particular area does so by following
closely behind someone who is authorized. If the security administrator had followed the co-worker into the server room,
that 

would be an example of tailgating. However, borrowing the co-worker\\'s card is not tailgating. 

Therefore, this answer is incorrect. 

D: There are several kinds of spoofing including email, caller ID, MAC address, and uniform resource locator (URL)
spoof attacks. All types of spoofing are designed to imitate something or someone. 

Email spoofing (or phishing), used by dishonest advertisers and outright thieves, occurs when email is sent with falsified
"From:" entry to try and trick victims that the message is from a friend, their bank, or some other legitimate source. Any 

email that claims it requires your password or any personal information could be a trick. If the security administrator had
created a card the same as the co-worker\\'s card, that could be an example of spoofing. However, borrowing the
coworker\\'s card is not spoofing. Therefore, this answer is incorrect. 

References: http://en.wikipedia.org/wiki/Man-in-the-middle_attack http://www.yourdictionary.com/tailgating 

 

QUESTION 4

Which of the following concepts describes the use of a one way transformation in order to validate the integrity of a
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program? 

A. Hashing 

B. Key escrow 

C. Non-repudiation 

D. Steganography 

Correct Answer: A 

Hashing refers to the hash algorithms used in cryptography. It is used to store data, such as hash tables and its main
characteristics are: 

It must be one-way it is not reversible. 

Variable-length input produces fixed-length output whether you have two characters or 2 million, the hash size is the
same. The algorithm must have few or no collisions in hashing two different inputs does not give the same output. 

Incorrect Answers: 

B: Key escrow is used with nonrepudiation in that the third party in the two-key system may also need access keys.
Under the conditions of key escrow, the keys needed to decrypt/encrypt data are held in an escrow account and made
available if that third party requests it. The opposite of key escrow is a key recovery agent. 

C: Nonrepudiation prevents one party from denying actions that they carried out and in the electronic world
nonrepudiation measures can be a two-key cryptographic system and the involvement of a third party to verify the
validity. This respected third party `vouches\\' for the individuals in the two-key system. 

D: Steganography is the process of hiding a message in a medium such as a digital image, audio fi le, or other file. In
theory, doing this prevents analysts from detecting the real message. You could encode your message in another fi le or
message and use that fi le to hide your message. 

References: 

Dulaney, Emmett and Chuck Eastton, CompTIA Security+ Study Guide, Sixth Edition, Sybex, Indianapolis, 2014, pp
248, 255, 262, 291 

 

QUESTION 5

A firewall technician has been instructed to disable all non-secure ports on a corporate firewall. The technician has
blocked traffic on port 21, 69, 80, and 137-139. The technician has allowed traffic on ports 22 and 443. Which of the
following correctly lists the protocols blocked and allowed? 

A. Blocked: TFTP, HTTP, NetBIOS; Allowed: HTTPS, FTP 

B. Blocked: FTP, TFTP, HTTP, NetBIOS; Allowed: SFTP, SSH, SCP, HTTPS 

C. Blocked: SFTP, TFTP, HTTP, NetBIOS; Allowed: SSH, SCP, HTTPS 

D. Blocked: FTP, HTTP, HTTPS; Allowed: SFTP, SSH, SCP, NetBIOS 

Correct Answer: B 
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The question states that traffic on port 21, 69, 80, and 137-139 is blocked, while ports 22 and 443 are allowed. 

Port 21 is used for FTP by default. 

Port 69 is used for TFTP. 

Port 80 is used for HTTP. 

Ports 137-139 are used for NetBIOS. 

VMM uses SFTP over default port 22. 

Port 22 is used for SSH by default. 

SCP runs over TCP port 22 by default. 

Port 443 is used for HTTPS. 

Incorrect Answers: 

A: FTP uses port 21, which is blocked. 

C: SFTP uses port 22, which is allowed. 

D: HTTPS uses port 443, which is allowed. NetBIOS uses ports 137-139, which is blocked. 

References: 

https://technet.microsoft.com/en-us/library/dd548299.aspx https://technet.microsoft.com/en-
us/library/hh545212(v=sc.20).aspx https://technet.microsoft.com/en-us/ library/dd425238(v=office.13).aspx
https://technet.microsoft.com/en-us/library/ 

hh427328.aspx 
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