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QUESTION 1

Matt, a security consultant, has been tasked with increasing server fault tolerance and has been given no budget to
accomplish his task. Which of the following can Matt implement to ensure servers will withstand hardware failure? 

A. Hardware load balancing 

B. RAID 

C. A cold site 

D. A host standby 

Correct Answer: B 

 

Fault tolerance is the ability of a system to sustain operations in the event of a component failure. Fault-tolerant systems
can continue operation even though a critical component, such as a disk drive, has failed. This capability involves
overengineering systems by adding redundant components and subsystems. RAID can achieve fault tolerance using
software which can be done using the existing hardware and software. 

Incorrect Answers: 

A: Balancing the load between multiple servers instead of relying on only one reduces the response time, maximizes
throughput, and allows better allocation of resources. It does not mean withstanding hardware failure, it just means high 

availability. It also adds costs and there is no budget. 

C: A cold site is a facility that isn\\'t immediately ready to use. The organization using it must bring along its equipment
and network. A cold site may provide network capability, but this isn\\'t usually the case; the site provides a place for 

operations to resume, but it doesn\\'t provide the infrastructure to support those operations. 

Thus no servers fault tolerance as is required. 

D: A Host standby assumes that you need to purchase additional servers to act as a standby. 

References: 

Dulaney, Emmett and Chuck Eastton, CompTIA Security+ Study Guide, Sixth Edition, Sybex, Indianapolis, 2014, pp 33,
103, 444 

 

QUESTION 2

Several users report to the administrator that they are having issues downloading files from the file server. Which of the
following assessment tools can be used to determine if there is an issue with the file server? 

A. MAC filter list 

B. Recovery agent 

C. Baselines 
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D. Access list 

Correct Answer: C 

The standard configuration on a server is known as the baseline. In this question, we can see if anything has changed
on the file server by comparing its current configuration with the baseline. The IT baseline protection approach is a
methodology to identify and implement computer security measures in an organization. The aim is the achievement of
an adequate and appropriate level of security for IT systems. This is known as a baseline. A baseline report compares
the current status of network systems in terms of security updates, performance or other metrics to a predefined set of
standards (the baseline). 

Incorrect Answers: 

A: A MAC filter list is a list of allowed or disallowed MAC addresses on a device that uses MAC filtering, for example, a
network switch or a wireless access point. It is not used to determine if there is an issue with a file server. Therefore,
this answer is incorrect. 

B: A recovery agent is a `master\\' account that can recover access to files or other encrypted data in the event of a lost
or corrupted digital certificate. In the example of EFS (Encrypted File System), the recovery agent can unencrypt
encrypted files if the user\\'s certificate that was used to encrypt the files is unavailable. A recovery agent is not used to
determine if there is an issue with a file server. Therefore, this answer is incorrect. 

D: An access list is a list of authorized users or computers allowed to access a resource. It is not used to determine if
there is an issue with a file server. Therefore, this answer is incorrect. 

References: http://en.wikipedia.org/wiki/IT_baseline_protection 

 

QUESTION 3

Pete, the compliance manager, wants to meet regulations. Pete would like certain ports blocked only on all computers
that do credit card transactions. Which of the following should Pete implement to BEST achieve this goal? 

A. A host-based intrusion prevention system 

B. A host-based firewall 

C. Antivirus update system 

D. A network-based intrusion detection system 

Correct Answer: B 

A host-based firewall is installed on a client system and is used to protect the client system from the activities of the user
as well as from communication from the network or Internet. 

Incorrect Answers: 

A: A host-based IPS (HIPS) is an intrusion detection and prevention system that runs as a service on a host computer
system. It is used to monitor the machine logs, system events, and application activity for signs of intrusion. A HIPS is
not used to block ports. 

C: Antivirus software is used to protect systems against viruses, which are a form of malicious code designed to spread
from one system to another, consuming network resources. 

D: A network-based IDS (NIDS) is an intrusion detection system that scans network traffic in real time and is useful for
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detecting network-based attacks originating from outside the organization. However, a NIDS is not used to block ports. 

References: Dulaney, Emmett and Chuck Eastton, CompTIA Security+ Study Guide, Sixth Edition, Sybex, Indianapolis,
2014, pp 111-112, 116-117, 161-162 Stewart, James Michael, CompTIA Security+ Review Guide, Sybex, Indianapolis,
2014, pp 1316, 246 

 

QUESTION 4

A malicious user is sniffing a busy encrypted wireless network waiting for an authorized client to connect to it. Only after
an authorized client has connected and the hacker was able to capture the client handshake with the AP can the hacker
begin a brute force attack to discover the encryption key. Which of the following attacks is taking place? 

A. IV attack 

B. WEP cracking 

C. WPA cracking 

D. Rogue AP 

Correct Answer: C 

There are three steps to penetrating a WPA-protected network. Sniffing Parsing Attacking Incorrect Answers: 

A: Packet sniffing is not used for an IV attack. 

B: WEP provides protection from packet sniffing and eavesdropping against wireless transmissions 

D: Packet sniffing is not used for the Rogue AP. 

References: 

Stewart, James Michael, CompTIA Security+ Review Guide, Sybex, Indianapolis, 2014, pp 64, 189, 192. 

www.tomshardware.com/reviews/wireless-security-hack,2981-6.html 

 

QUESTION 5

Maintenance workers find an active network switch hidden above a dropped-ceiling tile in the CEO\\'s office with various
connected cables from the office. Which of the following describes the type of attack that was occurring? 

A. Spear phishing 

B. Packet sniffing 

C. Impersonation 

D. MAC flooding 

Correct Answer: B 

A Protocol Analyzer is a hardware device or more commonly a software program used to capture network data
communications sent between devices on a network. Capturing packets sent from a computer system is known as
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packet sniffing. However, packet sniffing requires a physical connection to the network. The switch hidden in the ceiling
is used to provide the physical connection to the network. Well known software protocol analyzers include Message
Analyzer (formerly Network Monitor) from Microsoft and Wireshark (formerly Ethereal). 

A sniffer (packet sniffer) is a tool that intercepts data flowing in a network. If computers are connected to a local area
network that is not filtered or switched, the traffic can be broadcast to all computers contained in the same segment.
This doesn\\'t generally occur, since computers are generally told to ignore all the comings and goings of traffic from
other computers. However, in the case of a sniffer, all traffic is shared when the sniffer software commands the Network
Interface Card (NIC) to stop ignoring the traffic. The NIC is put into promiscuous mode, and it reads communications
between computers within a particular segment. This allows the sniffer to seize everything that is flowing in the network,
which can lead to the unauthorized access of sensitive data. A packet sniffer can take the form of either a hardware or
software solution. A sniffer is also known as a packet analyzer. 

Incorrect Answers: 

A: Spear phishing is an e-mail spoofing fraud attempt that targets a specific organization, seeking unauthorized access
to confidential data. As with the e-mail messages used in regular phishing expeditions, spear phishing messages
appear 

to come from a trusted source. Phishing messages usually appear to come from a large and well-known company or
Web site with a broad membership base, such as eBay or PayPal. In the case of spear phishing, however, the apparent 

source of the e-mail is likely to be an individual within the recipient\\'s own company and generally someone in a
position of authority. The attack described in this question is not an example of spear phishing. Therefore, this answer is
incorrect. 

C: Impersonation is where a person, computer, software application or service pretends to be someone it\\'s not.
Impersonation is commonly non-maliciously used in client/server applications. However, it can also be used as a
security threat. 

However, the attack described in this question is not an example of impersonation. 

Therefore, this answer is incorrect. 

D: In computer networking, MAC flooding is a technique employed to compromise the security of network switches.
Switches maintain a MAC Table that maps individual MAC addresses on the network to the physical ports on the switch.
This 

allows the switch to direct data out of the physical port where the recipient is located, as opposed to indiscriminately
broadcasting the data out of all ports as a hub does. The advantage of this method is that data is bridged exclusively to
the 

network segment containing the computer that the data is specifically destined for. In a typical MAC flooding attack, a
switch is fed many Ethernet frames, each containing different source MAC addresses, by the attacker. The intention is
to 

consume the limited memory set aside in the switch to store the MAC address table. The attack described in this
question is not an example of MAC flooding. Therefore, this answer is incorrect. 

References: http://en.wikipedia.org/wiki/Packet_analyzer http://en.wikipedia.org/wiki/MAC_flooding 
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