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QUESTION 1

After passing her CEH exam, Carol wants to ensure that her network is completely secure. She implements a DMZ,
stateful firewall, NAT, IPSEC, and a packet filtering firewall. Since all security measures were taken, none of the hosts
on her network can reach the Internet. Why is that? 

A. Stateful firewalls do not work with packet filtering firewalls 

B. NAT does not work with stateful firewalls 

C. IPSEC does not work with packet filtering firewalls 

D. NAT does not work with IPSEC 

Correct Answer: D 

 

QUESTION 2

You are running known exploits against your network to test for possible vulnerabilities. To test the strength of your virus
software, you load a test network to mimic your production network. Your software successfully blocks some simple
macro and encrypted viruses. You decide to really test the software by using virus code where the code rewrites itself
entirely and the signatures change from child to child, but the functionality stays the same. What type of virus is this that
you are testing? 

A. Polymorphic 

B. Metamorphic 

C. Oligomorhic 

D. Transmorphic 

Correct Answer: B 

 

QUESTION 3

You are a security analyst performing reconnaissance on a company you will be carrying out a penetration test for. You
conduct a search for IT jobs on Dice.com and find the following information for an open position: 7+ years experience in
Windows Server environment 5+ years experience in Exchange 2000/2003 environment Experience with Cisco Pix
Firewall, Linksys 1376 router, Oracle 11i and MYOB v3.4 Accounting software are required MCSA desired, MCSE, CEH
preferred No Unix/Linux Experience needed What is this information posted on the job website considered? 

A. Social engineering exploit 

B. Competitive exploit 

C. Information vulnerability 

D. Trade secret 

Correct Answer: C 
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QUESTION 4

An employee is attempting to wipe out data stored on a couple of compact discs (CDs) and digital video discs (DVDs)
by using a large magnet. You inform him that this method will not be effective in wiping out the data because CDs and
DVDs are ______________ media used to store large amounts of data and are not affected by the magnet. 

A. logical 

B. anti-magnetic 

C. magnetic 

D. optical 

Correct Answer: D 

 

QUESTION 5

When marking evidence that has been collected with the aa/ddmmyy/nnnn/zz format, what does the nnn denote? 

A. The year the evidence was taken 

B. The sequence number for the parts of the same exhibit 

C. The initials of the forensics analyst 

D. The sequential number of the exhibits seized 

Correct Answer: D 
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