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QUESTION 1

You are running through a series of tests on your network to check for any security vulnerabilities. 

After normal working hours, you initiate a DoS attack against your external firewall. The firewall Quickly 

freezes up and becomes unusable. You then initiate an FTP connection from an external IP into your 

internal network. The connection is successful even though you have FTP blocked at the external firewall. 

What has happened? 

A. The firewall failed-bypass 

B. The firewall failed-closed 

C. The firewall ACL has been purged 

D. The firewall failed-open 

Correct Answer: D 

 

QUESTION 2

Davidson Trucking is a small transportation company that has three local offices in Detroit Michigan. Ten female
employees that work for the company have gone to an attorney reporting that male employees repeatedly harassed
them and that management did nothing to stop the problem. Davidson has employee policies that outline all company
guidelines, including awareness on harassment and how it will not be tolerated. When the case is brought to court,
whom should the prosecuting attorney call upon for not upholding company policy? 

A. IT personnel 

B. Employees themselves 

C. Supervisors 

D. Administrative assistant in charge of writing policies 

Correct Answer: C 

 

QUESTION 3

You are employed directly by an attorney to help investigate an alleged sexual harassment case at a large 

pharmaceutical manufacture. While at the corporate office of the company, the CEO demands to know the 

status of the investigation. 

What prevents you from discussing the case with the CEO? 

A. the attorney-work-product rule 
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B. Good manners 

C. Trade secrets D. ISO 17799 

Correct Answer: A 

 

QUESTION 4

What will the following command accomplish? 

A. Test ability of a router to handle over-sized packets 

B. Test the ability of a router to handle under-sized packets 

C. Test the ability of a WLAN to handle fragmented packets 

D. Test the ability of a router to handle fragmented packets 

Correct Answer: A 

 

QUESTION 5

An Employee is suspected of stealing proprietary information belonging to your company that he had no rights to
possess. The information was stored on the Employees Computer that was protected with the NTFS Encrypted File
System (EFS) and you had observed him copy the files to a floppy disk just before leaving work for the weekend. You
detain the Employee before he leaves the building and recover the floppy disks and secure his computer. Will you be
able to break the encryption so that you can verify that that the employee was in possession of the proprietary
information? 

A. EFS uses a 128-bit key that can\\'t be cracked, so you will not be able to recover the information 

B. When the encrypted file was copied to the floppy disk, it was automatically unencrypted, so you can recover the
information. 

C. The EFS Revoked Key Agent can be used on the Computer to recover the information 

D. When the Encrypted file was copied to the floppy disk, the EFS private key was also copied to the floppy disk, so you
can recover the information. 

Correct Answer: B 
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