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QUESTION 1

Which of the following roles is also known as the accreditor? 

A. Data owner 

B. Chief Risk Officer 

C. Chief Information Officer 

D. Designated Approving Authority 

Correct Answer: D 

Designated Approving Authority (DAA) is also known as the accreditor. Answer: A is incorrect. The data owner
(information owner) is usually a member of management, in charge of a specific business unit, and is ultimately
responsible for the protection and use of a specific subset of information. Answer: B is incorrect. A Chief Risk Officer
(CRO) is also known as Chief Risk Management Officer (CRMO). The Chief Risk Officer or Chief Risk Management
Officer of a corporation is the executive accountable for enabling the efficient and effective governance of significant
risks, and related opportunities, to a business and its various segments. Risks are commonly categorized as strategic,
reputational, operational, financial, or compliance-related. CRO\\'s are accountable to the Executive Committee and The
Board for enabling the business to balance risk and reward. In more complex organizations, they are generally
responsible for coordinating the organization\\'s Enterprise Risk Management (ERM) approach. Answer: C is incorrect.
The Chief Information Officer (CIO), or Information Technology (IT) director, is a job title commonly given to the most
senior executive in an enterprise responsible for the information technology and computer systems that support
enterprise goals. The CIO plays the role of a leader and reports to the chief executive officer, chief operations officer, or
chief financial officer. In military organizations, they report to the commanding officer. 

 

QUESTION 2

FITSAF stands for Federal Information Technology Security Assessment Framework. It is a methodology for assessing
the security of information systems. Which of the following FITSAF levels shows that the procedures and controls have
been implemented? 

A. Level 2 

B. Level 3 

C. Level 5 

D. Level 1 

E. Level 4 

Correct Answer: B 

The following are the five levels of FITSAF based on SEI\\'s Capability Maturity Model (CMM): Level 1: The first level
reflects that an asset has documented a security policy. Level 2: The second level shows that the asset has
documented procedures and controls to implement the policy. Level 3: The third level indicates that these procedures
and controls have been implemented. Level 4: The fourth level shows that the procedures and controls are tested and
reviewed. Level 5: The fifth level is the final level and shows that the asset has procedures and controls fully integrated
into a comprehensive program. 
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QUESTION 3

The National Information Assurance Certification and Accreditation Process (NIACAP) is the minimum standard process
for the certification and accreditation of computer and telecommunications systems that handle U.S. national security
information. What are the different types of NIACAP accreditation? Each correct answer represents a complete solution.
Choose all that apply. 

A. Site accreditation 

B. Type accreditation 

C. Secure accreditation 

D. System accreditation 

Correct Answer: ABD 

NIACAP accreditation is of three types depending on what is being certified. They are as follows: 1.Site accreditation:
This type of accreditation evaluates the applications and systems at a specific, self contained location. 2.Type
accreditation: 

This type of accreditation evaluates an application or system that is distributed to a number of different locations.
3.System accreditation: This accreditation evaluates a major application or general support system. Answer: 

C is incorrect. No such type of NIACAP accreditation exists. 

 

QUESTION 4

Which of the following phases of NIST SP 800-37 CandA methodology examines the residual risk for acceptability, and
prepares the final security accreditation package? 

A. Security Accreditation 

B. Initiation 

C. Continuous Monitoring 

D. Security Certification 

Correct Answer: A 

The various phases of NIST SP 800-37 CandA are as follows: Phase 1: Initiation- This phase includes preparation,
notification and resource identification. It performs the security plan analysis, update, and acceptance. Phase 2: Security
Certification- The Security certification phase evaluates the controls and documentation. Phase 3: Security
Accreditation- The security accreditation phase examines the residual risk for acceptability, and prepares the final
security accreditation package. Phase 4: Continuous Monitoring-This phase monitors the configuration management
and control, ongoing security control verification, and status reporting and documentation. 

 

QUESTION 5

The organization level is the Tier 1 and it addresses risks from an organizational perspective. What are the various Tier
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1 activities? Each correct answer represents a complete solution. Choose all that apply. 

A. The organization plans to use the degree and type of oversight, to ensure that the risk management strategy is being
effectively carried out. 

B. The level of risk tolerance. 

C. The techniques and methodologies an organization plans to employ, to evaluate information system-related security
risks. 

D. The RMF primarily operates at Tier 1. 

Correct Answer: ABC 

The Organization Level is the Tier 1, and it addresses risks from an organizational perspective. It includes the following
points: The techniques and methodologies an organization plans to employ, to evaluate information system-related
security risks. During risk assessment, the methods and procedures the organization plans to use, to evaluate the
significance of the risks identified. The types and extent of risk mitigation measures the organization plans to employ, to
address identified risks. The level of risk tolerance. According to the environment of operation, how the organization
plans to monitor risks on an ongoing basis, given the inevitable changes to organizational information system. The
organization plans to use the degree and type of oversight, in order to ensure that the risk management strategy is
being effectively carried out.Answer: D is incorrect. The RMF primarily operates at Tier 3. 
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