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QUESTION 1

Which of the following scanning techniques helps to ensure that the standard software configuration is currently with the
latest security patches and software, and helps to locate uncontrolled or unauthorized software? 

A. Port Scanning 

B. Discovery Scanning 

C. Server Scanning 

D. Workstation Scanning 

Correct Answer: D 

Workstation scanning provides help to ensure that the standard software configuration exists with the most recent
security patches and software. It helps to locate uncontrolled or unauthorized software. A full workstation vulnerability
scan of the standard corporate desktop configuration must be implemented on a regularly basis. Answer: B is incorrect.
The discovery scanning technique is used to gather adequate information regarding each network device to identify
what type of device it is, its operating system, and if it is running any externally vulnerable services, like Web services,
FTP, or email. Answer: C is incorrect. A full server vulnerability scan helps to determine if the server OS has been
configured to the corporate standards and identify if applications have been updated with the latest security patches and
software versions. Answer: A is incorrect. Port scanning technique describes the process of sending a data packet to a
port to gather information about the state of the port. 

 

QUESTION 2

Which of the following is an open source network intrusion detection system? 

A. NETSH 

B. Macof 

C. Sourcefire 

D. Snort 

Correct Answer: D 

Snort is an open source network intrusion prevention and detection system that operates as a network sniffer. It logs
activities of the network that is matched with the predefined signatures. Signatures can be designed for a wide range of
traffic, including Internet Protocol (IP), Transmission Control Protocol (TCP), User Datagram Protocol (UDP), and
Internet Control Message Protocol (ICMP). The three main modes in which Snort can be configured are as follows: 

Sniffer mode: It reads the packets of the network and displays them in a continuous stream on the console. Packet
logger mode: It logs the packets to the disk. Network intrusion detection mode: It is the most complex and configurable
configuration, allowing Snort to analyze network traffic for matches against a user-defined rule set. Answer: B is
incorrect. Macof is a tool of the dsniff tool set and used to flood the local network with random MAC addresses. It
causes some switches to fail open in repeating mode, and facilitates sniffing. Answer: C is incorrect. Sourcefire is the
company that owns and maintains Snort. Answer: A is incorrect. NETSH is not a network intrusion detection system.
NETSH is a command line tool to configure TCP/IP settings such as the IP address, Subnet Mask, Default Gateway,
DNS, WINS addresses, etc. 
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QUESTION 3

You work as a security engineer for BlueWell Inc. You want to use some techniques and procedures to verify the
effectiveness of security controls in Federal Information System. Which of the following NIST documents will guide
you? 

A. NIST Special Publication 800-53 

B. NIST Special Publication 800-59 

C. NIST Special Publication 800-53A 

D. NIST Special Publication 800-37 

Correct Answer: C 

NIST has developed a suite of documents for conducting Certification and Accreditation (CandA). These documents are
as follows: 1.NIST Special Publication 800-37: This document is a guide for the security certification and accreditation of
Federal Information Systems. 2.NIST Special Publication 800-53: This document provides a guideline for security
controls for Federal Information Systems. 3.NIST Special Publication 800-53A. This document consists of techniques
and procedures for verifying the effectiveness of security controls in Federal Information System. 4.NIST Special
Publication 800-59: This document provides a guideline for identifying an information system as a National Security
System. 5.NIST Special Publication 800

60: This document is a guide for mapping types of information and information systems to security objectives and risk
levels. 

 

QUESTION 4

Which of the following are the benefits of information classification for an organization? Each correct answer represents
a complete solution. Choose two. 

A. It helps reduce the Total Cost of Ownership (TCO). 

B. It helps identify which protections apply to which information. 

C. It helps identify which information is the most sensitive or vital to an organization. 

D. It ensures that modifications are not made to data by unauthorized personnel or processes. 

Correct Answer: BC 

Following are the benefits of information classification for an organization: It helps identify which protections apply to
which information. It helps identify which information is the most sensitive or vital to an organization. It supports the
tenets of 

confidentiality, integrity, and availability as it pertains to data. 

Answer: D is incorrect. The concept of integrity ensures that modifications are not made to data by unauthorized
personnel or processes. It also ensures that unauthorized modifications are not made to data by authorized personnel
or 

processes. Answer: A is incorrect. Information classification cannot reduce the Total Cost of Ownership (TCO). 
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QUESTION 5

Which of the following documents is defined as a source document, which is most useful for the ISSE when classifying
the needed security functionality? 

A. Information Protection Policy (IPP) 

B. IMM 

C. System Security Context 

D. CONOPS 

Correct Answer: A 

The Information Protection Policy (IPP) is defined as a source document, which is most useful for the ISSE when
classifying the needed security functionality. The IPP document consists of the threats to the information management
and the security services and controls needed to respond to those threats. Answer: B is incorrect. The IMM is the
source document describing the customer\\'s needs based on identifying users, processes, and information. Answer: C
is incorrect. The System Security Context is the output of SE and ISSEP. It is the translation of the requirements into
system parameters and possible measurement concepts that meet the defined requirements. Answer: D is incorrect.
The Concept of Operations (CONOPS) is a document describing the characteristics of a proposed system from the
viewpoint of an individual who will use that system. It is used to communicate the quantitative and qualitative system
characteristics to all stakeholders. CONOPS are widely used in the military or in government services, as well as other
fields. A CONOPS generally evolves from a concept and is a description of how a set of capabilities may be employed
to achieve desired objectives or a particular end state for a specific scenario. 
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