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QUESTION 1

Which of the following processes provides a standard set of activities, general tasks, and a management structure to
certify and accredit systems, which maintain the information assurance and the security posture of a system or site? 

A. NSA-IAM 

B. NIACAP 

C. ASSET 

D. DITSCAP 

Correct Answer: B 

NIACAP is a process, which provides a standard set of activities, general tasks, and a management structure to certify
and accredit systems that maintain the information assurance and the security posture of a system or site. Answer: D is
incorrect. DITSCAP is a process, which establishes a standard process, a set of activities, general task descriptions,
and a management structure to certify and accredit the IT systems that will maintain the required security posture.
Answer: A is incorrect. The NSA-IAM evaluates information systems at a high level and uses a subset of the SSE-CMM
process areas to measure the implementation of information security on these systems. Answer: C is incorrect. ASSET
is a tool developed by NIST to automate the process of self-assessment through the use of the questionnaire in NIST. 

 

QUESTION 2

You are the project manager for your organization. You are preparing for the quantitative risk analysis. Mark, a project
team member, wants to know why you need to do quantitative risk analysis when you just completed qualitative risk
analysis. Which one of the following statements best defines what quantitative risk analysis is? 

A. Quantitative risk analysis is the process of prioritizing risks for further analysis or action by assessing and combining
their probability of occurrence and impact. 

B. Quantitative risk analysis is the review of the risk events with the high probability and the highest impact on the
project objectives. 

C. Quantitative risk analysis is the planning and quantification of risk responses based on probability and impact of each
risk event. 

D. Quantitative risk analysis is the process of numerically analyzing the effect of identified risks on overall project
objectives. 

Correct Answer: D 

Quantitative risk analysis is the process of numerically analyzing the effect of identified risks on overall project
objectives. It is performed on risk that have been prioritized through the qualitative risk analysis process. Answer: A is
incorrect. This is actually the definition of qualitative risk analysis. Answer: B is incorrect. While somewhat true, this
statement does not completely define the quantitative risk analysis process. Answer: C is incorrect. This is not a valid
statement about the quantitative risk analysis process. Risk response planning is a separate project management
process. 

 

QUESTION 3
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Which of the following penetration testing techniques automatically tests every phone line in an exchange and tries to
locate modems that are attached to the network? 

A. Demon dialing 

B. Sniffing 

C. Social engineering 

D. Dumpster diving 

Correct Answer: A 

The demon dialing technique automatically tests every phone line in an exchange and tries to locate modems that are
attached to the network. Information about these modems can then be used to attempt external unauthorized access.
Answer: B is incorrect. In sniffing, a protocol analyzer is used to capture data packets that are later decoded to collect
information such as passwords or infrastructure configurations. Answer: D is incorrect. Dumpster diving technique is
used for searching paper disposal areas for unshredded or otherwise improperly disposed-of reports. Answer: C is
incorrect. Social engineering is the most commonly used technique of all, getting information (like passwords) just by
asking for them. 

 

QUESTION 4

Which of the following security models dictates that subjects can only access objects through applications? 

A. Biba model 

B. Bell-LaPadula 

C. Clark-Wilson 

D. Biba-Clark model 

Correct Answer: C 

The Clark-Wilson security model dictates that subjects can only access objects through applications. Answer: A is
incorrect. The Biba model does not let subjects write to objects at a higher integrity level. Answer: B is incorrect. The
Bell-LaPadula model has a simple security rule, which means a subject cannot read data from a higher level. Answer: D
is incorrect. There is no such model as Biba-Clark model. 

 

QUESTION 5

Which of the following NIST Special Publication documents provides a guideline on questionnaires and checklists
through which systems can be evaluated for compliance against specific control objectives? 

A. NIST SP 800-37 

B. NIST SP 800-26 

C. NIST SP 800-53A 

D. NIST SP 800-59 
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E. NIST SP 800-53 

F. NIST SP 800-60 

Correct Answer: B 

NIST SP 800-26 (Security Self-Assessment Guide for Information Technology Systems) provides a guideline on
questionnaires and checklists through which systems can be evaluated for compliance against specific control
objectives. 

Answer: A, E, C, D, and F are incorrect. NIST has developed a suite of documents for conducting Certification and
Accreditation (CandA). These documents are as follows: 

NIST Special Publication 800-37: This document is a guide for the security certification and accreditation of Federal
Information Systems. NIST Special Publication 800-53: This document provides a guideline for security controls for
Federal 

Information Systems. NIST Special Publication 800-53A. This document consists of techniques and procedures for
verifying the effectiveness of security controls in Federal Information System. NIST Special Publication 800-59: 

This document is a guideline for identifying an information system as a National Security System. NIST Special
Publication 800-60: This document is a guide for mapping types of information and information systems to security
objectives and 

risk levels. 
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