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QUESTION 1

Which of the following components of configuration management involves periodic checks to determine the consistency
and completeness of accounting information and to verify that all configuration management policies are being
followed? 

A. Configuration Identification 

B. Configuration Auditing 

C. Configuration Control 

D. Configuration Status Accounting 

Correct Answer: B 

Configuration auditing is a component of configuration management, which involves periodic checks to establish the
consistency and completeness of accounting information and to confirm that all configuration management policies are
being followed. Configuration audits are broken into functional and physical configuration audits. They occur either at
delivery or at the moment of effecting the change. A functional configuration audit ensures that functional and
performance attributes of a configuration item are achieved, while a physical configuration audit ensures that a
configuration item is installed in accordance with the requirements of its detailed design documentation. Answer: D is
incorrect. The configuration status accounting procedure is the ability to record and report on the configuration baselines
associated with each configuration item at any moment of time. It supports the functional and physical attributes of
software at various points in time, and performs systematic control of accounting to the identified attributes for the
purpose of maintaining software integrity and traceability throughout the software development life cycle. Answer: C is
incorrect. Configuration control is a procedure of the Configuration management. Configuration control is a set of
processes and approval stages required to change a configuration item\\'s attributes and to re-baseline them. It supports
the change of the functional and physical attributes of software at various points in time, and performs systematic
control of changes to the identified attributes. Answer: A is incorrect. Configuration identification is the process of
identifying the attributes that define every aspect of a configuration item. A configuration item is a product (hardware
and/or software) that has an end-user purpose. These attributes are recorded in configuration documentation and
baselined. Baselining an attribute forces formal configuration change control processes to be effected in the event that
these attributes are changed. 

 

QUESTION 2

Which of the following is a chronological record of system activities to enable the reconstruction and examination of the
sequence of events and/or changes in an event? 

A. Corrective controls 

B. Audit trail 

C. Security audit 

D. Detective controls 

Correct Answer: B 

Audit trail or audit log is a chronological sequence of audit records, each of which contains evidence directly pertaining
to and resulting from the execution of a business process or system function. Audit records typically result from activities
such as transactions or communications by individual people, systems, accounts, or other entities. The process that
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creates audit trail should always run in a privileged mode, so it could access and supervise all actions from all users,
and normal user could not stop/change it. Furthermore, for the same reason, trail file or database table with a trail
should not be accessible to normal users. Answer: C is incorrect. A computer security audit is a manual or systematic
measurable technical assessment of a system or application. Manual assessments include interviewing staff, performing
security vulnerability scans, reviewing application and operating system access controls, and analyzing physical access
to the systems. Automated assessments, or CAAT\\'s, include system generated audit reports or using software to
monitor and report changes to files and settings on a system. Systems can include personal computers, servers,
mainframes, network routers, and switches. Answer: D is incorrect. Detective controls are the audit controls that are not
needed to be restricted. Any control that performs a monitoring activity can likely be defined as a Detective Control. For
example, it is possible that mistakes, either intentional or unintentional, can be made. Therefore, an additional Protective
control is that these companies must have their financial results audited by an independent Certified Public Accountant.
The role of this accountant is to act as an auditor. In fact, any auditor acts as a Detective control. If the organization in
question has not properly followed the rules, a diligent auditor should be able to detect the deficiency which indicates
that some control somewhere has failed. Answer: A is incorrect. Reactive or corrective controls typically work in
response to a detective control, responding in such a way as to alert or otherwise correct an unacceptable condition.
Using the example of account rules, either the internal Audit Committee or the SEC itself, based on the report generated
by the external auditor, will take some corrective action. In this way, they are acting as a Corrective or Reactive control. 

 

QUESTION 3

You work as a security manager for BlueWell Inc. You are going through the NIST SP 800-37 CandA methodology,
which is based on four well defined phases. In which of the following phases of NIST SP 800-37 CandA methodology
does the security categorization occur? 

A. Security Accreditation 

B. Security Certification 

C. Continuous Monitoring 

D. Initiation 

Correct Answer: D 

The various phases of NIST SP 800-37 CandA are as follows: Phase 1: Initiation- This phase includes preparation,
notification and resource identification. It performs the security plan analysis, update, and acceptance. Phase 2: Security
Certification- The Security certification phase evaluates the controls and documentation. Phase 3: Security
Accreditation- The security accreditation phase examines the residual risk for acceptability, and prepares the final
security accreditation package. Phase 4: Continuous Monitoring-This phase monitors the configuration management
and control, ongoing security control verification, and status reporting and documentation. 

 

QUESTION 4

Which of the following specifies the behaviors of the DRM implementation and any applications that are accessing the
implementation? 

A. OS fingerprinting 

B. OTA provisioning 

C. Access control 

D. Compliance rule 
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Correct Answer: D 

The Compliance rule specifies the behaviors of the DRM implementation and any applications that are accessing the
implementation. The compliance rule specifies the following elements: Definition of specific license rights Device
requirements Revocation of license path or penalties when the implementation is not robust enough or noncompliant
Answer: B is incorrect. Over- the- air provisioning is a mechanism to deploy MIDlet suites over a network. It is a method
of distributing MIDlet suites. MIDlet suite providers install their MIDlet suites on Web servers and provide a hypertext link
for downloading. A user can use this link to download the MIDlet suite either through the Internet microbrowser or
through WAP on his device. Answer: C is incorrect. An access control is a system, which enables an authority to control
access to areas and resources in a given physical facility, or computer-based information system. Access control
system, within the field of physical security, is generally seen as the second layer in the security of a physical structure.
It refers to all mechanisms that control visibility of screens, views, and data within Siebel Business Applications. Answer:
A is incorrect. OS fingerprinting is a process in which an external host sends special traffic on the external network
interface of a computer to determine the computer\\'s operating system. It is one of the primary steps taken by hackers
in preparing an attack. 

 

QUESTION 5

Numerous information security standards promote good security practices and define frameworks or systems to
structure the analysis and design for managing information security controls. Which of the following are the U.S. Federal
Government information security standards? Each correct answer represents a complete solution. Choose all that
apply. 

A. IR Incident Response 

B. Information systems acquisition, development, and maintenance 

C. SA System and Services Acquisition 

D. CA Certification, Accreditation, and Security Assessments 

Correct Answer: ACD 

Following are the various U.S. Federal Government information security standards: 

AC Access Control AT Awareness and Training AU Audit and Accountability CA Certification, Accreditation, and
Security Assessments CM Configuration Management CP Contingency Planning IA Identification and Authentication IR
Incident 

Response MA Maintenance MP Media Protection PE Physical and Environmental Protection PL Planning PS Personnel
Security RA Risk Assessment SA System and Services Acquisition SC System and Communications Protection SI 

System and Information Integrity Answer: B is incorrect. Information systems acquisition, development, and
maintenance is an International information security standard. 
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