
https://www.certbus.com/CSSLP.html
2023 Latest certbus CSSLP PDF and VCE dumps Download

 

 

 

CSSLPQ&As

Certified Secure Software Lifecycle Professional Practice Test

Pass ISC CSSLP Exam with 100% Guarantee

Free Download Real Questions & Answers PDF and VCE file from:

https://www.certbus.com/CSSLP.html

100% Passing Guarantee
100% Money Back Assurance

Following Questions and Answers are all new published by ISC Official
Exam Center

 

 

CSSLP PDF Dumps | CSSLP Practice Test | CSSLP Braindumps                                1 / 5

https://www.certbus.com/CSSLP.html
https://www.certbus.com/CSSLP.html
https://www.certbus.com/CSSLP.html


https://www.certbus.com/CSSLP.html
2023 Latest certbus CSSLP PDF and VCE dumps Download

QUESTION 1

Which of the following security design principles supports comprehensive and simple design and implementation of
protection mechanisms, so that an unintended access path does not exist or can be readily identified and eliminated? 

A. Least privilege 

B. Economy of mechanism 

C. Psychological acceptability 

D. Separation of duties 

Correct Answer: B 

The economy of mechanism is a security design principle, which supports simple and comprehensive design and
implementation of protection mechanisms, so that an unintended access path does not exist or can be readily identified
and eliminated. Answer: D is incorrect. Separation of duties defines that the completion of a specific sensitivity activity or
access to sensitive object depends on the satisfaction of multiple conditions. Answer: C is incorrect. Psychological
acceptability defines the ease of use and intuitiveness of the user interface that controls and interacts with the access
control mechanisms. Answer: A is incorrect. Least privilege maintains that an individual, process, or other type of entity
should be given the minimum privileges and resources for the minimum period of time required to complete a task. 

 

QUESTION 2

Which of the following are examples of the application programming interface (API)? Each correct answer represents a
complete solution. Choose three. 

A. HTML 

B. PHP 

C. .NET 

D. Perl 

Correct Answer: BCD 

Perl, .NET, and PHP are examples of the application programming interface (API). API is a set of routines, protocols,
and tools that users can use to work with a component, application, or operating system. It consists of one or more
DLLs that provide specific functionality. API helps in reducing the development time of applications by reducing
application code. Most operating environments, such as MS-Windows, provide an API so that programmers can write
applications consistent with the operating environment. Answer: A is incorrect. HTML stands for Hypertext Markup
Language. It is a set of markup symbols or codes used to create Web pages and define formatting specifications. The
markup tells the Web browser how to display the content of the Web page. 

 

QUESTION 3

You and your project team have identified the project risks and now are analyzing the probability and impact of the risks.
What type of analysis of the risks provides a quick and high-level review of each identified risk event? 
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A. Quantitative risk analysis 

B. Qualitative risk analysis 

C. Seven risk responses D. A risk probability-impact matrix 

Correct Answer: B 

Qualitative risk analysis is a high-level, fast review of the risk event. Qualitative risk analysis qualifies the risk events for
additional analysis. 

 

QUESTION 4

In which of the following testing methods is the test engineer equipped with the knowledge of system and designs test
cases or test data based on system knowledge? 

A. Integration testing 

B. Regression testing 

C. Whitebox testing 

D. Graybox testing 

Correct Answer: D 

Graybox testing is a combination of whitebox testing and blackbox testing. In graybox testing, the test engineer is
equipped with the knowledge of system and designs test cases or test data based on system knowledge. The security
tester typically performs graybox testing to find vulnerabilities in software and network system. Answer: C is incorrect.
Whitebox testing is a testing technique in which an organization provides full knowledge about the infrastructure to the
testing team. The information, provided by the organization, often includes network diagrams, source codes, and IP
addressing information of the infrastructure to be tested. Answer: A is incorrect. Integration testing is a logical extension
of unit testing. It is performed to identify the problems that occur when two or more units are combined into a
component. During integration testing, a developer combines two units that have already been tested into a component,
and tests the interface between the two units. Although integration testing can be performed in various ways, the
following three approaches are generally used: The top-down approach The bottom-up approach The umbrella
approach Answer: B is incorrect. Regression testing can be performed any time when a program needs to be modified
either to add a feature or to fix an error. It is a process of repeating Unit testing and Integration testing whenever existing
tests need to be performed again along with the new tests. Regression testing is performed to ensure that no existing
errors reappear, and no new errors are introduced. 

 

QUESTION 5

Which of the following processes culminates in an agreement between key players that a system in its current
configuration and operation provides adequate protection controls? 

A. Information Assurance (IA) 

B. Information systems security engineering (ISSE) 

C. Certification and accreditation (CandA) 

D. Risk Management 
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Correct Answer: C 

Certification and accreditation (CandA) is a set of processes that culminate in an agreement between key players that a
system in its current configuration and operation provides adequate protection controls. Certification and Accreditation
(CandA 

or CnA) is a process for implementing information security. It is a systematic procedure for evaluating, describing,
testing, and authorizing systems prior to or after a system is in operation. The CandA process is used extensively in the
U.S. 

Federal Government. Some CandA processes include FISMA, NIACAP, DIACAP, and DCID 6/3. Certification is a
comprehensive assessment of the management, operational, and technical security controls in an information system,
made in 

support of security accreditation, to determine the extent to which the controls are implemented correctly, operating as
intended, and producing the desired outcome with respect to meeting the security requirements for the system. 

Accreditation is the official management decision given by a senior agency official to authorize operation of an
information system and to explicitly accept the risk to agency operations (including mission, functions, image, or
reputation), 

agency assets, or individuals, based on the implementation of an agreed-upon set of security controls. Answer: D is
incorrect. Risk management is a set of processes that ensures a risk-based approach is used to determine adequate,
cost-

effective security for a system. Answer: A is incorrect. Information assurance (IA) is the process of organizing and
monitoring information-related risks. It ensures that only the approved users have access to the approved information at
the 

approved time. IA practitioners seek to protect and defend information and information systems by ensuring
confidentiality, integrity, authentication, availability, and non-repudiation. These objectives are applicable whether the
information is in 

storage, processing, or transit, and whether threatened by an attack. Answer: 

B is incorrect. ISSE is a set of processes and solutions used during all phases of a system\\'s life cycle to meet the
system\\'s information protection needs. 
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