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QUESTION 1

A security analyst has received reports of very slow, intermittent access to a public-facing corporate server. Suspecting
the system may be compromised, the analyst runs the following commands: 

Based on the output from the above commands, which of the following should the analyst do NEXT to further the
investigation? 

A. Run crontab -r; rm -rf /tmp/.t to remove and disable the malware on the system. 

B. Examine the server logs for further indicators of compromise of a web application. 

C. Run kill -9 1325 to bring the load average down so the server is usable again. 

D. Perform a binary analysis on the /tmp/.t/t file, as it is likely to be a rogue SSHD server. 

Correct Answer: B 

 

 

QUESTION 2

An employee was found to have performed fraudulent activities. The employee was dismissed, and the employee\\'s
laptop was sent to the IT service desk to undergo a data sanitization procedure. However, the security analyst
responsible for the investigation wants to avoid data sanitization. Which of the following can the security analyst use to
justify the request? 

A. Data retention 

B. Evidence retention 

C. GDPR 

D. Data correlation procedure 

Correct Answer: A 
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QUESTION 3

After receiving reports latency, a security analyst performs an Nmap scan and observes the following output: 

Which of the following suggests the system that produced output was compromised? 

A. Secure shell is operating of compromise on this system. 

B. There are no indicators of compromise on this system. 

C. MySQL services is identified on a standard PostgreSQL port. 

D. Standard HTP is open on the system and should be closed. 

Correct Answer: A 

 

 

QUESTION 4

The security team has determined that the current incident response resources cannot meet management\\'s objective
to secure a forensic image for all serious security incidents within 24 hours. Which of the following compensating
controls can be used to help meet management\\'s expectations? 

A. Separation of duties 

B. Scheduled reviews 

C. Dual control 

D. Outsourcing 

Correct Answer: D 

 

QUESTION 5

According to a static analysis report for a web application, a dynamic code evaluation script injection vulnerability was
found. Which of the following actions is the BEST option to fix the vulnerability in the source code? 
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A. Delete the vulnerable section of the code immediately. 

B. Create a custom rule on the web application firewall. 

C. Validate user input before execution and interpretation. 

D. Use parameterized queries. 

Correct Answer: D 
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