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QUESTION 1

A security team has begun updating the risk management plan, incident response plan, and system security plan to
ensure compliance with security review guidelines. 

Which of the following can be executed by internal managers to simulate and validate the proposed changes? 

A. Internal management review 

B. Control assessment 

C. Tabletop exercise 

D. Peer review 

Correct Answer: C 

According to the CompTIA CySA+ Certification Exam (CS0-002) study guide, a tabletop exercise can be executed by
internal managers to simulate and validate changes to the risk management plan, incident response plan, and system
security plan. In a tabletop exercise, participants discuss and work through a simulated scenario, usually in a classroom
or conference room setting, to evaluate their readiness and understanding of the proposed changes. This type of
exercise can help to identify any potential issues or gaps in the proposed changes and can provide valuable insights for
refining and improving the plans. 

 

QUESTION 2

A Chief Information Secunty Officer has asked for a list of hosts that have critical and high- seventy findings as
referenced in the CVE database. Which of the following tools would produce the assessment output needed to satisfy
this request? 

A. Nessus 

B. Nikto 

C. Fuzzer 

D. Wireshark 

E. Prowler 

Correct Answer: A 

Nessus is a vulnerability scanning and assessment tool that can be used to scan systems for potential vulnerabilities
and weaknesses. It provides detailed reports on any critical and high-severity findings as referenced in the CVE
database, making it the ideal tool for fulfilling the Chief Information Security Officer\\'s request. Nikto, fuzzer, wireshark,
and prowler are all security tools, but they are not applicable for the scenario described in the question. Here is a link to
an article from CompTIA\\'s website about Nessus for your reference: https://www.comptia.org/content/nessus-
vulnerability-scanning- and-assessment-tool. 

 

QUESTION 3
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A forensics investigator is analyzing a compromised workstation. The investigator has cloned the hard drive and needs
to verify that a bit-level image copy of a hard drive is an exact clone of the original hard drive that was collected as
evidence. Which of the following should the investigator do? 

A. Insert the hard drive on a test computer and boot the computer. 

B. Record the serial numbers of both hard drives. 

C. Compare the file-directory "sting of both hard drives. 

D. Run a hash against the source and the destination. 

Correct Answer: D 

 

QUESTION 4

A security analyst discovers the accounting department is hosting an accounts receivable form on a public document
service. Anyone with the link can access it. Which of the following threats applies to this situation? 

A. Potential data loss to external users 

B. Loss of public/private key management 

C. Cloud-based authentication attack 

D. Insufficient access logging 

Correct Answer: A 

 

QUESTION 5

While conducting research on malicious domains, a threat intelligence analyst received a blue screen of death. The
analyst rebooted and received a message stating that the computer had been locked and could only be opened by
following the instructions on the screen. Which of the following combinations describes the MOST likely threat and the
PRIMARY mitigation for the threat? 

A. Ransomware and update antivirus 

B. Account takeover and data backups 

C. Ransomware and full disk encryption 

D. Ransomware and data backups 

Correct Answer: D 
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