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QUESTION 1

Which of the following audit procedures would be MOST conclusive in evaluating the effectiveness of an e-commerce
application system\\'s edit routine? 

A. Interviews with knowledgeable users 

B. Use of test transactions 

C. Review of source code 

D. Review of program documentation 

Correct Answer: B 

 

QUESTION 2

Which of the following layer of an enterprise data flow architecture is concerned with the assembly and preparation of
data for loading into data marts? 

A. Data preparation layer 

B. Desktop Access Layer 

C. Data Mart layer 

D. Data access layer 

Correct Answer: A 

Data preparation layer ?This layer is concerned with the assembly and preparation of data for loading into data marts.
The usual practice is to per-calculate the values that are loaded into OLAP data repositories to increase access speed. 

For CISA exam you should know below information about business intelligence: Business intelligence(BI) is a broad
field of IT encompasses the collection and analysis of information to assist decision making and assess organizational
performance. To deliver effective BI, organizations need to design and implement a data architecture. The complete
data architecture consists of two components 

The enterprise data flow architecture (EDFA) A logical data architecture 

Various layers/components of this data flow architecture are as follows: 

Presentation/desktop access layer ?This is where end users directly deal with information. This layer includes familiar
desktop tools such as spreadsheets, direct querying tools, reporting and analysis suits offered by vendors such as
Congas 

and business objects, and purpose built application such as balanced source cards and digital dashboards. 

Data Source Layer ?Enterprise information derives from number of sources: 

Operational data ?Data captured and maintained by an organization\\'s existing systems, and usually held in system-
specific database or flat files. External Data ?Data provided to an organization by external sources. This could include
data 
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such as customer demographic and market share information. 

Nonoperational data ?Information needed by end user that is not currently maintained in a computer accessible format. 

Core data warehouse ?This is where all the data of interest to an organization is captured and organized to assist
reporting and analysis. DWs are normally instituted as large relational databases. A property constituted DW should
support 

three basic form of an inquiry. 

Drilling up and drilling down ?Using dimension of interest to the business, it should be possible to aggregate data as
well as drill down. Attributes available at the more granular levels of the warehouse can also be used to refine the
analysis. 

Drill across ?Use common attributes to access a cross section of information in the warehouse such as sum sales
across all product lines by customer and group of customers according to length of association with the company.
Historical 

Analysis ?The warehouse should support this by holding historical, time variant data. An example of historical analysis
would be to report monthly store sales and then repeat the analysis using only customer who were preexisting at the
start 

of the year in order to separate the effective new customer from the ability to generate repeat business with existing
customers. 

Data Mart Layer ?Data mart represents subset of information from the core DW selected and organized to meet the
needs of a particular business unit or business line. Data mart can be relational databases or some form on-line
analytical 

processing (OLAP) data structure. 

Data Staging and quality layer ?This layer is responsible for data copying, transformation into DW format and quality
control. It is particularly important that only reliable data into core DW. This layer needs to be able to deal with problems 

periodically thrown by operational systems such as change to account number format and reuse of old accounts and
customer numbers. 

Data Access Layer ?This layer operates to connect the data storage and quality layer with data stores in the data
source layer and, in the process, avoiding the need to know to know exactly how these data stores are organized.
Technology 

now permits SQL access to data even if it is not stored in a relational database. 

Data Preparation layer ?This layer is concerned with the assembly and preparation of data for loading into data marts.
The usual practice is to per-calculate the values that are loaded into OLAP data repositories to increase access speed.
Data mining is concern with exploring large volume of data to determine patterns and trends of information. Data mining
often identifies patterns that are counterintuitive due to number and complexity of data relationships. Data quality needs
to be very high to not corrupt the result. 

Metadata repository layer ?Metadata are data about data. The information held in metadata layer needs to extend
beyond data structure names and formats to provide detail on business purpose and context. The metadata layer
should be 

comprehensive in scope, covering data as they flow between the various layers, including documenting transformation
and validation rules. 

Warehouse Management Layer ?The function of this layer is the scheduling of the tasks necessary to build and
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maintain the DW and populate data marts. This layer is also involved in administration of security. 

Application messaging layer ?This layer is concerned with transporting information between the various layers. In
addition to business data, this layer encompasses generation, storage and targeted communication of control
messages. 

Internet/Intranet layer ?This layer is concerned with basic data communication. Included here are browser based user
interface and TCP/IP networking. 

Various analysis models used by data architects/ analysis follows: 

Activity or swim-lane diagram ?De-construct business processes. 

Entity relationship diagram ?Depict data entities and how they relate. These data analysis methods obviously play an
important part in developing an enterprise data model. However, it is also crucial that knowledgeable business operative
is 

involved in the process. This way proper understanding can be obtained of the business purpose and context of the
data. This also mitigates the risk of replication of suboptimal data configuration from existing systems and database into
DW. 

The following were incorrect answers: 

Desktop access layer or presentation layer is where end users directly deal with information. This layer includes familiar
desktop tools such as spreadsheets, direct querying tools, reporting and analysis suits offered by vendors such as 

Congas and business objects, and purpose built application such as balanced source cards and digital dashboards. 

Data Mart layer ?Data mart represents subset of information from the core DW selected and organized to meet the
needs of a particular business unit or business line. Data mart can be relational databases or some form on-line
analytical 

processing (OLAP) data structure. 

Data access layer ?his layer operates to connect the data storage and quality layer with data stores in the data source
layer and, in the process, avoiding the need to know to know exactly how these data stores are organized. Technology 

now permits SQL access to data even if it is not stored in a relational database. 

Reference: 

CISA review manual 2014 Page number 188 

 

QUESTION 3

Which of the following is MOST important for an IS auditor to examine when reviewing an organization\\'s privacy
policy? 

A. Whether there is explicit permission from regulators to collect personal data 

B. The organization\\'s legitimate purpose for collecting personal data 

C. Whether sharing of personal information with third-party service providers is prohibited 

D. The encryption mechanism selected by the organization for protecting personal data 
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Correct Answer: B 

 

QUESTION 4

Which of the following cloud deployment model operates solely for an organization? 

A. Private Cloud 

B. Community Cloud 

C. Public Cloud 

D. Hybrid Cloud 

Correct Answer: A 

In Private cloud, the cloud infrastructure is provisioned for exclusive use by a single organization comprising multiple
consumers (e.g., business units). It may be owned, managed, and operated by the organization, a third party, or some
combination of them, and it may exist on or off premises. 

For your exam you should know below information about Cloud Computing deployment models: 

Private cloud 

The cloud infrastructure is provisioned for exclusive use by a single organization comprising multiple consumers (e.g.,
business units). It may be owned, managed, and operated by the organization, a third party, or some combination of
them, 

and it may exist on or off premises. 

Private Cloud 

Community Cloud 

The cloud infrastructure is provisioned for exclusive use by a specific community of consumers from organizations that
have shared concerns (e.g., mission, security requirements, policy, and compliance considerations). It may be owned, 

managed, and operated by one or more of the organizations in the community, a third party, or some combination of
them, and it may exist on or off premises. 
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Community Cloud 

Public Cloud The cloud infrastructure is provisioned for open use by the general public. It may be owned, managed, and
operated by a business, academic, or government organization, or some combination of them. It exists on the premises
of the cloud provider. Public Cloud 

Hybrid cloud The cloud infrastructure is a composition of two or more distinct cloud infrastructures (private, community,
or public) that remain unique entities, but are bound together by standardized or proprietary technology that enables
data and application portability (e.g., cloud bursting for load balancing between clouds) hybrid cloud 

The following answers are incorrect: 

Community cloud - The cloud infrastructure is provisioned for exclusive use by a specific community of consumers from
organizations that have shared concerns (e.g., mission, security requirements, policy, and compliance considerations).
It may be owned, managed, and operated by one or more of the organizations in the community, a third party, or some
combination of them, and it may exist on or off premises. 

Public cloud - The cloud infrastructure is provisioned for open use by the general public. It may be owned, managed,
and operated by a business, academic, or government organization, or some combination of them. It exists on the
premises of the cloud provider. 

Hybrid cloud - The cloud infrastructure is a composition of two or more distinct cloud infrastructures (private, community,
or public) that remain unique entities, but are bound together by standardized or proprietary technology that enables
data and application portability (e.g., cloud bursting for load balancing between clouds) 
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Reference: CISA review manual 2014 page number 102 Official ISC2 guide to CISSP 3rd edition Page number 689 and
690 

 

QUESTION 5

Identify the correct sequence of Business Process Reengineering (BPR) application steps from the given choices
below? 

A. Envision, Initiate, Diagnose, Redesign, Reconstruct and Evaluate 

B. Initiate, Envision, Diagnose, Redesign, Reconstruct and Evaluate 

C. Envision, Diagnose, Initiate, Redesign, Reconstruct and Evaluate 

D. Evaluate, Envision, Initiate, Diagnose, Redesign, Reconstruct 

Correct Answer: A 

The correct sequence of BRP application step is Envision, Initiate, Diagnose, Redesign, Reconstruct and Evaluate. 

For your exam you should know the information below: 

Overview of Business Process Reengineering 

One of the principles in business that remains constant is the need to improve your processes and procedures. Most
trade magazines today contain discussions of the detailed planning necessary for implementing change in an
organization. 

The concept of change must be accepted as a fundamental principle. Terms such as business evolution and continuous
improvement ricochet around the room in business meetings. It\\'s a fact that organizations which fail to change are 

destined to perish. 

As a CISA, you must be prepared to investigate whether process changes within the organization are accounted for with
proper documentation. All internal control frameworks require that management be held responsible for safeguarding all 

the assets belonging to their organization. Management is also responsible for increasing revenue. 

BPR Application Steps 

ISACA cites six basic steps in their general approach to BPR. These six steps are simply an extension of Stewart\\'s
Plan-Do-Check-Act model for managing projects: 

Envision -Visualize a need (envision). Develop an estimate of the ROI created by the proposed change. Elaborate on
the benefit with a preliminary project plan to gain sponsorship from the organization. The plan should define the areas to
be 

reviewed and clarify the desired result at the end of the project (aka end state objective). The deliverables of the
envision phase include the following: 

Project champion working with the steering committee to gain top management approval 

Brief description of project scope, goals, and objectives description of the specific deliverables from this project with a
preliminary charter to evidence management\\'s approval, the project may proceed into the initiation phase. 
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Initiate -This phase involves setting BPR goals with the sponsor. Focus on planning the collection of detailed evidence
necessary to build the subsequent BPR plan for redesigning the process. Deliverables in the initiation phase include the 

following: 

Identifying internal and external requirements (project specifications) 

Business case explaining why this project makes sense (justification) and the estimated return on investment compared
to the total cost (net ROI) Formal project plan with budget, schedule, staffing plan, procurement plan, deliverables, and 

project risk analysis 

Level of authority the BPR project manager will hold and the composition of any support committee or task force that will
be required From the profit and loss (PandL) statement, identify the item line number that money will be debited from to 

pay for this project and identify the specific PandL line number that the financial return will later appear under (to provide
strict monitoring of the ROI performance) 

Formal project charter signed by the sponsors 

It\\'s important to realize that some BPR projects will proceed to their planned conclusion and others may be halted
because of insufficient evidence. After a plan is formally approved, the BPR project may proceed to the diagnostic
phase. 

Diagnose Document existing processes. Now it\\'s time to see what is working and identify the source of each
requirement. Each process step is reviewed to calculate the value it creates. The goal of the diagnostic phase is to gain
a better understanding of existing processes. The data collected in the diagnostic phase forms the basis of all planning
decisions: 

Detailed documentation of the existing process Performance measurement of individual steps in the process 

Evidence of specific process steps that add customer value 

Identification of process steps that don\\'t add value 

Definition of attributes that create value and quality 

Put in the extra effort to do a good job of collecting and analyzing the evidence. All future assumptions will be based on
evidence from the diagnostic phase. 

Redesign- Using the evidence from the diagnostic phase, it\\'s time to develop the new process. 

This will take several planning iterations to ensure that the strategic objectives are met. The formal redesign plans will
be reviewed by sponsors and stakeholders. A final plan will be presented to the steering committee for approval.
Here\\'s an 

example of deliverables from the redesign phase. 

Comparison of the envisioned objective to actual specifications 

Analysis of alternatives (AoA) 

Prototyping and testing of the redesigned process 

Formal documentation of the final design 

The project will need formal approval to proceed into the reconstruction phase. Otherwise, the redesign is halted
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pending further scrutiny while comparing the proposed design with available evidence. Insufficient evidence warrants
halting the 

project. 

Reconstruct With formal approval received, it\\'s time to begin the implementation phase. 

The current processes are deconstructed and reassembled according to the plan. Reconstruction may be in the form of
a parallel process, modular changes, or complete transition. Each method presents a unique risk and reward
opportunity. 

Deliverables from this phase include the following: 

Conversion plan with dependencies in time sequence 

Change control management 

Execution of conversion plan with progress monitoring 

Training of users and support personnel 

Pilot implementation to ensure a smooth migration 

Formal approval by the sponsor. 

The reconstructed process must be formally approved by management to witness their consent for fitness of use. IT
governance dictates that executive management shall be held responsible for any failures and receive recognition for 

exceptional results. System performance will be evaluated again after entering production use. 

Evaluate (post evaluation) The reconstructed process is monitored to ensure that it works and is producing the strategic
value as forecast in the original justification. 

Comparison of original forecast to actual performance Identification of lessons learned 

Total quality management plan to maintain the new process 

A method of continuous improvement is implemented to track the original goals against actual process performance.
Annual reevaluation is needed to adapt new requirements or new opportunities. 

Benchmarking as a BPR Tool 

Benchmarking is the process of comparing performance data (aka metrics). It can be used to evaluate business
processes that are under consideration for reengineering. Performance data may be obtained by using a self-
assessment or by 

auditing for compliance against a standard (reference standard). Evidence captured during the diagnostic phase is
considered the key to identifying areas for performance improvement and documenting obstacles. ISACA offers the
following 

general guidelines for performing benchmarks: 

Plan Identify the critical processes and create measurement techniques to grade the processes. 

Research Use information about the process and collect regular data (samples) to build a baseline for comparison.
Consider input from your customers and use analogous data from other industries. Observe Gather internal data and
external 
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data from a benchmark partner to aid the comparison results. Benchmark data can also be compared against published
standards. Analyze Look for root cause-effect relationships and other dependencies in the process. Use predefined
tools 

and procedures to collate the data collected from all available sources. Adapt Translate the findings into hypotheses of
how these findings will help or hurt strategic business goals. Design a pilot test to prove or disprove the hypotheses. 

Improve Implement a prototype of the new processes. Study the impact and note any unexpected results. Revise the
process by using controlled change management. Measure the process results again. Use reestablished procedures
such 

as total quality management for continuous improvement. 

The following answers are incorrect: 

The other options specified does not represent the correct sequence of BRP application steps. 

Reference: 

CISA review manual 2014 page number 219 to 211 

CISA certified information system auditor study guide Second Edition Page Number 154 to 158 
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