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QUESTION 1

which of the following is the randomness collected by an operating system or application for use in cryptography or
other uses that require random data? 

A. Confusion 

B. Diffusion 

C. Digital signature 

D. Entropy 

Correct Answer: D 

Non-repudiation is one of the security methods that is used to acknowledge the data delivery. It is a method of providing
an acknowledgement to the sender of the data and an assurance of the sender\\'s identity to the receiver, so that neither
sender nor the receiver can later deny the data having processed by them. Nowadays, non-repudiation is achieved
through digital signatures, as it ensures that the data or information, being transferred, has been electronically signed by
the purported person (receiver). It also ensures the furnishing of the signature by the sender since a digital signature
can be created only by one person. 

Answer options B, A, and A are incorrect. These are not valid options. 

 

QUESTION 2

Which of the following is a version of netcat with integrated transport encryption capabilities? 

A. Nikto 

B. Cryptcat 

C. Encat 

D. Socat 

Correct Answer: B 

Cryptcat is a version of netcat with integrated transport encryption capabilities. It is a simple Unix utility that reads and
writes data across the network while encrypting the data being transmitted. Cryptcat uses both TCP and UDP. Cryptcat
is designed to be a reliable "back-end" tool that can be used directly or easily driven by other programs and scripts. 

Answer option A is incorrect. Nikto is not a version of Netcat. Nikto is an open-source Web server scanner that tests
Web servers for dangerous files/CGIs, outdated server software and other problems, it performs generic and server-
type specific checks. It also captures and prints any cookies received. It can work in both Linux and Windows
environments. Nikto performs comprehensive tests against web servers for multiple items, including over 6100
potentially dangerous files/CGIs. 

Answer option D is incorrect. Socat is a more complex cousin of netcat. It is larger and more flexible and also has more
options that must be configured for a given task. Answer option C is incorrect. Encat is not a version of Netcat. 
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QUESTION 3

Dipen is looking for a method to effectively get security policies read by staff and management, which of the following is
the best solution? 

A. Printed policies 

B. Intranet Website 

C. Routine informational meetings 

D. Email blast 

Correct Answer: B 

Dipen should use the Intranet Website. This method puts the security policies in a location that is easy for staff to
access, and it is also easy to update. It also does not interfere unnecessarily with employees work processes. 

Answer option D is incorrect. An email blast is inconvenient, and must be repeated any time updates to the policies are
made. It is also inconvenient for staff members to refer back to. Answer option A is incorrect. Printed policies are difficult
to store and access, generate unnecessary paper, and are difficult to update. 

Answer option C is incorrect. Routine meetings are very intrusive and interrupt the normal work flow. They can also be
difficult to schedule all the staff at a specific time. 

 

QUESTION 4

Which of the following is a process of discovering the technological principles of a device, object, or system through
analysis of its structure, function, and operation? 

A. Value engineering 

B. Reverse engineering 

C. Forensic engineering 

D. Cost engineering 

Correct Answer: B 

Reverse engineering is a process of discovering the technological principles of a device, object, or system through
analysis of its structure, function, and operation. It often involves taking something apart and analyzing its workings in
detail to be used in maintenance or to try to make a new device or program that does the same thing without using or
simply duplicating the original. 

Answer options A, C, and D are incorrect. These are not valid options. 

 

QUESTION 5

What routine security measure is most effective in protecting against emerging threats? 

A. System patches 
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B. Properly configuring the firewall 

C. Updating the disaster recovery plan 

D. Vulnerability assessments 

Correct Answer: A 

Many new threats depend on exploiting system flaws. By routinely patching your system, you will achieve a significant
level of protection against emerging threats. 

Answer option C is incorrect. Updating a disaster recovery plan will not be effective against emerging threats. 

Answer option B is incorrect. Obviously the firewall should be properly configured, but that is less effective against
emerging threats. 

Answer option D is incorrect. A vulnerability assessment is usually only useful against known threats, not emerging
threats. 
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