
https://www.certbus.com/CA1-001.html
2021 Latest certbus CA1-001 PDF and VCE dumps Download

 

 

 

CA1-001Q&As

CompTIA Advanced Security Practitioner (CASP) Beta Exam

Pass CompTIA CA1-001 Exam with 100% Guarantee

Free Download Real Questions & Answers PDF and VCE file from:

https://www.certbus.com/CA1-001.html

100% Passing Guarantee
100% Money Back Assurance

Following Questions and Answers are all new published by CompTIA
Official Exam Center

 

 

Latest CA1-001 Dumps | CA1-001 Study Guide | CA1-001 Exam Questions                                1 / 6

https://www.certbus.com/CA1-001.html
https://www.certbus.com/CA1-001.html
https://www.certbus.com/CA1-001.html


https://www.certbus.com/CA1-001.html
2021 Latest certbus CA1-001 PDF and VCE dumps Download

QUESTION 1

Which of the following is a process of discovering the technological principles of a device, object, or system through
analysis of its structure, function, and operation? 

A. Value engineering 

B. Reverse engineering 

C. Forensic engineering 

D. Cost engineering 

Correct Answer: B 

Reverse engineering is a process of discovering the technological principles of a device, object, or system through
analysis of its structure, function, and operation. It often involves taking something apart and analyzing its workings in
detail to be used in maintenance or to try to make a new device or program that does the same thing without using or
simply duplicating the original. 

Answer options A, C, and D are incorrect. These are not valid options. 

 

QUESTION 2

John has been granted standard user access to an ecommerce portal. After logging in. he has access to administrative
privileges. What is this called? 

A. Privilege Escalation 

B. Hacking 

C. SQL Injection 

D. A rootkit 

Correct Answer: A 

Whenever a user has (accidentally or on purpose) more privileges than assigned, that is called privilege escalation.
Privilege escalation is the act of exploiting a bug or design flaw in a software application to gain access to resources,
which 

normally would have been protected, from an application or user. The result is that the application performs actions with
more privileges than intended by the application developer or system administrator. 

Answer option D is incorrect. A rootkit is software that takes control of the systems root. 

Answer option C is incorrect. SQL injection is a method of getting into a website by using SQL commands injected into
the website. 

Answer option B is incorrect. In this case, this was accidental. The user did not purposefully hack into the system. 
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QUESTION 3

Which of the following is a deterministic algorithm to generate a sequence of numbers with little or no discernible pattern
in the numbers, apart from broad statistical properties? 

A. Java Cryptographic Extension 

B. Simple and Protected GSSAPI Negotiation Mechanism 

C. Pseudorandom number generator 

D. Twofish 

Correct Answer: C 

Pseudorandom number generator is a deterministic algorithm to generate a sequence of numbers with little or no
discernible pattern in the numbers, apart from broad statistical properties. A pseudorandom number generator (PRNG)
also 

called a deterministic random bit generator (DRBG). It is an algorithm for generating a sequence of numbers that
approximates the properties of random numbers. The sequence is not truly random in that it is completely determined
by a 

relatively small set of initial values called the PRNG s state, which contains a truly random seed. Even though,
sequences that are closer to truly random can be generated using hardware random number generators,
pseudorandom numbers 

are important in practice for their speed in number generation and their reproducibility, and they are thus vital in
applications such as simulations, in cryptography, and in procedural generation. 

Good statistical properties are a vital requirement for the output of a PRNG and common classes of suitable algorithms
include linear congruential generators, lagged Fibonacci generators, and linear feedback shift registers. 

Cryptographic applications require the output to be unpredictable and more intricate designs are required. More recent
examples of PRNGs with strong randomness guarantees are based on computational hardness assumptions, and 

comprise the Blum Blum Shub, Fortuna. and Mersenne Twister algorithms. 

Answer option E is incorrect. The Simple and Protected GSSAPI Negotiation Mechanism (SPNEGO) is a GSSAPI
"pseudo mechanism\\' that is used to negotiate one of a number of possible real mechanisms. It is often pronounced as 

"spengo". It is used when a client application wants to authenticate to a remote server, but neither end is sure what
authentication protocols the other supports. 

The pseudo-mechanism uses a protocol to determine what common GSSAPI mechanisms are available, selects one
and then dispatches all further security operations to it. This can help organizations to deploy new security mechanisms
in a 

phased manner. 

Answer option D is incorrect. Twofish is a symmetric key block cipher. It operates on 128-bits block size and uses key
sizes up to 256 bits. It uses pre-computed key-dependent S-boxes and a relatively complex key schedule. One half of
an n-

bit key is used as the actual encryption key, and the other half of the key is used to modify the encryption algorithm. It
borrows some elements from the pseudo-Hadamard transform (PHT) from the SAFER family of ciphers. 
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Answer option A is incorrect. JCE (Java Cryptographic Extension) is used to provide a framework and implementation
for encryption, key generation and key agreement, and Message Authentication Code (MAC) algorithms. It was
developed 

as an extension package to include APIs and implementations for cryptographic services that were subject to U.S.
export control regulations. 

 

QUESTION 4

Which of the following Web sites provides a virtual community where people with a shared interest can communicate
and also can post their thoughts, ideas, and anything else and share it with their friends? 

A. E-commerce site 

B. Blog 

C. Social networking site 

D. Internet forum 

Correct Answer: C 

Answer option C is correct. Social networking web sites provide a virtual community in which people with a shared
interest may communicate. These sites provide users the ability to create their profile page. The users can post their
thoughts, ideas, and anything else and can share it with their friends. Some popular social networking sites are
MySpace, Twitter, and Facebook. Answer option A is incorrect. Electronic commerce, commonly known as e-commerce
or eCommerce, or e-business consists of the buying and selling of products or services over electronic systems such as
the Internet and other computer networks. The amount of trade conducted electronically has grown extraordinarily with
widespread Internet usage. E-commerce sites can be used by users to browse various products and to make
purchases. Amazon.com is an example of an e-commerce site. 

Answer options D and B are incorrect. These are not valid options. 

 

QUESTION 5

Which of the following security principles would be most helpful in preventing privilege escalation? 

A. Single point of failure 

B. Least privileges 

C. Implicit deny 

D. Job rotation 

Correct Answer: B 

By assigning the least privileges needed for each user, the odds of privilege escalation are reduced. The principle of
least privilege gives a user only those privileges that are essential to do his/her work. In information security, computer
science, and other fields, the principle of least privilege is also known as the principle of minimal privilege or least
privilege. It defines that in a particular abstraction layer of a computing environment, every module must be able to
access only the information and resources that are essential for its legitimate purpose, it requires that each subject in a
system be granted the most restrictive set of privileges required for authorized tasks. 
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Answer option D is incorrect. Job rotation, while a good security concept, will have no effect on privilege escalation. 

Answer option C is incorrect. Implicitly denying any user any access until authorized, won\\'t affect privilege escalation. 

Answer option A is incorrect. A single point of failure is actually a negative, and does not improve security. 
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