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QUESTION 1

What does Amazon SWF stand for? 

A. Simple Waveflow Service 

B. Simple WebFactor Service 

C. Simple Workflow Service 

D. Simple WebForm Service 

Correct Answer: C 

Explanation: 

Amazon Simple Workflow Service (SWF) provides the glue needed by your application to coordi-nate 

several tasks. These tasks are tackled by several instances coordinating aspects like the depend-encies 

between them. 

Reference: http://aws.amazon.com/swf/ 

 

QUESTION 2

A user is planning to schedule a backup for an EBS volume. The user wants security of the snapshot data. How can the
user achieve data encryption with a snapshot? 

A. Use encrypted EBS volumes so that the snapshot will be encrypted by AWS 

B. While creating a snapshot select the snapshot with encryption 

C. By default, the snapshot is encrypted by AWS 

D. Enable server side encryption for the snapshot using S3 

Correct Answer: A 

Explanation: AWS EBS supports encryption of the volume. It also supports creating volumes from existing snapshots
provided the snapshots are created from encrypted volumes. The data at rest, the I/O as well as all the snapshots of the
encrypted EBS will also be encrypted. EBS encryption is based on the AES-256 cryptographic algorithm, which is the
industry standard. 

 

QUESTION 3

A company has adopted a security policy that requires all customer data to be encrypted at rest. Currently, customer
data is stored on a central Amazon EFS file system and accessed by a number of different applications from Amazon
EC2 instances. 

How can the SysOps Administrator ensure that all customer data stored on the EFS file system meets the new

SOA-C01 VCE Dumps | SOA-C01 Practice Test | SOA-C01 Study Guide                                2 / 5

https://www.certbus.com/AWS-SysOps.html
https://www.certbus.com/AWS-SysOps.html
https://www.certbus.com/AWS-SysOps.html


https://www.certbus.com/AWS-SysOps.html
2023 Latest certbus SOA-C01 PDF and VCE dumps Download

requirement? 

A. Update the EFS file system settings to enable server-side encryption using AES-256. 

B. Create a new encrypted EFS file system and copy the data from the unencrypted EFS file system to the new
encrypted EFS file system. 

C. Use AWS CloudHSM to encrypt the files directly before storing them in the EFS file system. 

D. Modify the EFS file system mount options to enable Transport Layer Security (TLS) on each of the EC2 instances. 

Correct Answer: B 

 

 

QUESTION 4

The Security team has decided that there will be no public internet access to HTTP (TCP port 80) because it is moving
to HTTPS for all incoming web traffic. The team has asked a SysOps Administrator to provide a report on any security
groups that are not compliant. 

What should the SysOps Administrator do to provide near real-time compliance reporting? 

A. Enable AWS Trusted Advisor and show the Security team that the Security Groups unrestricted access check will
alarm. 

B. Schedule an AWS Lambda function to run hourly to scan and evaluate all security groups, and send a report to the
Security team. 

C. Use AWS Config to enable the restricted-common-ports rule, and add port 80 to the parameters. 

D. Use Amazon Inspector to evaluate the security groups during scans, and send the completed reports to the Security
team. 

Correct Answer: D 

 

 

QUESTION 5

A company\\'s security policy states that connecting to Amazon EC2 instances is not permitted through SSH and RDP.
If access is required, authorized staff can connect to instances by using AWS Systems Manager Session Manager. 

Users report that they are unable to connect to one specific Amazon EC2 instance that is running Ubuntu and has AWS
Systems Manager Agent (SSM Agent) pre-installed. These users are able to use Session Manager to connect to other
instances in the same subnet, and they are in an IAM group that has Session Manager permission for all instances. 

What should a SysOps administrator do to resolve this issue? 

A. Add an inbound rule for port 22 in the security group associated with the Ubuntu instance. 

B. Assign the AmazonSSMManagedInstanceCore managed policy to the EC2 instance profile for the Ubuntu instance. 
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C. Configure the SSM Agent to log in with a user name of "ubuntu". 

D. Generate a new key pair, configure Session Manager to use this new key pair, and provide the private key to the
users. 

Correct Answer: A 
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