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QUESTION 1

A company has multiple web applications running on Amazon EC2 instances in private subnets. The EC2 instances
require connectivity to the internet for patching purposes, but cannot be publicly accessible. 

Which step will meet these requirements? 

A. Add an internet gateway and update the route tables. 

B. Add a NAT gateway to the VPC and update the route tables. 

C. Add an interface endpoint and update the route tables. 

D. Add a virtual gateway to the VPC and update the route tables. 

Correct Answer: B 

Reference: http://jayendrapatil.com/aws-vpc-nat/ 

 

QUESTION 2

A user runs the command “dd if=/dev/zero of=/dev/xvdfbs=1M” on a fresh blank EBS volume attached to a Linux
instance. Which of the below mentioned activities is the user performing with the command given above? 

A. Creating a file system on the EBS volume 

B. Mounting the device to the instance 

C. Pre warming the EBS volume 

D. Formatting the EBS volume 

Correct Answer: C 

Explanation: 

When the user creates a new EBS volume and is trying to access it for the first time it will encounter 

reduced IOPS due to wiping or initiating of the block storage. To avoid this as well as achieve the best 

performance it is required to pre warm the EBS volume. For a blank volume attached with a Linux OS, the 

“dd” command is used to write to all the blocks on the device. In the command “dd if=/dev/zero of=/dev/ 

xvdfbs=1M” the parameter “if =import file” should be set to one of the Linux virtual devices, such as /dev/ 

zero. The “of=output file” parameter should be set to the drive that the user wishes to warm. The “bs” 

parameter sets the block size of the write operation; for optimal performance, this should be set to 1 MB. 

 

QUESTION 3
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Application developers are reporting Access Denied errors when trying to list the contents of an Amazon S3 bucket by
using the IAM user “arn:aws:iam::111111111111:user/application”. The following S3 bucket policy is in use: How
should a SysOps Administrator modify the S3 bucket policy to fix the issue? 

A. Change the “Effect” from “Allow” to “Deny” 

B. Change the “Action” from “s3:List*” to “s3:ListBucket” 

C. Change the “Resource” from “arn:aws:s3:::bucketname/*” to “arn:aws:s3:::bucketname” 

D. Change the “Principal” from “arn:aws:iam::111111111111:user/application” to
“arn:aws:iam::111111111111:role/application” 

Correct Answer: C 

 

 

QUESTION 4

What would happen to an RDS (Relational Database Service) multi-Availability Zone deployment if the primary DB
instance fails? 

A. The IP of the primary DB Instance is switched to the standby DB Instance. 

B. A new DB instance is created in the standby availability zone. 

C. The canonical name record (CNAME) is changed from primary to standby. 
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D. The RDS (Relational Database Service) DB instance reboots. 

Correct Answer: C 

Explanation: 

Failover Process for Amazon RDS: 

In the event of a planned or unplanned outage of your DB instance, Amazon RDS automatically switches 

to a standby replica in another Availability Zone if you have enabled Multi-AZ. The time it takes for the 

failover to complete depends on the database activity and other conditions at the time the primary DB 

instance became unavailable. 

The failover mechanism automatically changes the DNS record of the DB instance to point to the standby 

DB instance. As a result, you will need to re-establish any existing connections to your DB instance. 

Reference: 

http://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/Concepts.MultiAZ.html 

 

QUESTION 5

A sysops administrator is managing a VPC network consisting of public and private subnets. Instances in the private
subnets access the Internet through a NAT gateway. A recent AWS bill shows that the NAT gateway charges have
doubled. The administrator wants to identify which instances are creating the most network traffic. 

How should this be accomplished? 

A. Enable flow logs on the NAT gateway elastic network interface and use Amazon CloudWatch insights to filter data
based on the source IP addresses. 

B. Run an AWS Cost and Usage report and group the findings by instance ID. 

C. Use the VPC traffic mirroring feature to send traffic to Amazon QuickSight. 

D. Use Amazon CloudWatch metrics generated by the NAT gateway for each individual instance. 

Correct Answer: A 
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