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QUESTION 1

When assessing an organization s use of AWS API access credentials which of the following three credentials should
be evaluated? (Choose three.) 

A. Key pairs 

B. Console passwords 

C. Access keys 

D. Signing certificates 

E. Security Group memberships 

Correct Answer: BCD 

Explanation: 

AWS provides a number of authentication mechanisms including a console, account IDs and secret keys, 

X.509 certificates, and MFA devices to control access to AWS APIs. Console authentication is the most appropriate for
administrative or manual activities, account IDs and secret keys for accessing REST-based interfaces or tools, and
X.509 certificates for SOAP-based interfaces and tools. Your organization should consider the circumstances under
which it will leverage access keys, x.509certificates, console passwords, or MFA devices 

 

QUESTION 2

An organization is planning to create 5 different AWS accounts considering various security requirements. The
organization wants to use a single payee account by using the consolidated billing option. Which of the below
mentioned statements is true with respect to the above information? 

A. Master (Payee. account will get only the total bill and cannot see the cost incurred by each account 

B. Master (Payee. account can view only the AWS billing details of the linked accounts 

C. It is not recommended to use consolidated billing since the payee account will have access to the linked accounts 

D. Each AWS account needs to create an AWS billing policy to provide permission to the payee account 

Correct Answer: B 

Explanation: AWS consolidated billing enables the organization to consolidate payments for multiple Amazon Web
Services (AWS. accounts within a single organization by making a single paying account. Consolidated billing enables
the organization to see a combined view of the AWS charges incurred by each account as well as obtain a detailed cost
report for each of the individual AWS accounts associated with the paying account. The payee account will not have any
other access than billing data of linked accounts. 

 

QUESTION 3

Which of the following statements is true of IAM? 
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A. If you are configuring MFA for a user who will use a smartphone to generate an OTP, you must have the smartphone
available in order to finish the wizard. 

B. If you are configuring MFA for a user who will use a smartphone to generate an OTP, the smartphone is not required
in order to finish the wizard. 

C. If you are configuring MFA for a user who will use a smartphone to generate an OTP, you can finish the wizard on
any device and later use the smartphone for authentication. 

D. None of these are correct. 

Correct Answer: A 

Explanation: MFA can be used either with a specific MFA-enabled device or by installing an application on a
smartphone. If a user chooses to use her smartphone, physical access to the device is required in or-der to complete
the configuration wizard. Reference: http://docs.aws.amazon.com/IAM/latest/UserGuide/GenerateMFAConfig.html 

 

QUESTION 4

A sysops administrator must monitor a fleet of Amazon EC2 Linux instances with the constraint that no agents be
installed. The sysops administrator chooses Amazon CloudWatch as the monitoring tool. Which metric can be
measured given the constraints? (Select Three) 

A. CPU Utilization 

B. Disk Read Operations 

C. Memory Utilization 

D. Network Packets In 

E. Network Packets Dropped 

F. CPU Ready Time 

Correct Answer: ABF 

 

QUESTION 5

A company is managing a website with a global user base hosted on Amazon EC2 with an Application Load Balancer
(ALB). To reduce the load on the web servers, a SysOps administrator configures an Amazon CloudFront distribution
with the ALB as the origin. After a week of monitoring the solution, the administrator notices that requests are still being
served by the ALB and there is no change in the web server load. 

What are possible causes for this problem? (Choose two.) 

A. CloudFront does not have the ALB configured as the origin access identity. 

B. The DNS is still pointing to the ALB instead of the CloudFront distribution. 

C. The ALB security group is not permitting inbound traffic from CloudFront. 

D. The default, minimum, and maximum Time to Live (TTL) are set to 0 seconds on the CloudFront distribution. 

SOA-C01 VCE Dumps | SOA-C01 Practice Test | SOA-C01 Braindumps                                3 / 5

https://www.certbus.com/AWS-SysOps.html
https://www.certbus.com/AWS-SysOps.html
https://www.certbus.com/AWS-SysOps.html


https://www.certbus.com/AWS-SysOps.html
2023 Latest certbus SOA-C01 PDF and VCE dumps Download

E. The target groups associated with the ALB are configured for sticky sessions. 

Correct Answer: AB 
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