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QUESTION 1

Mark works as a Network Administrator fot Blue Well Inc. The company has a Windows-based network. Mark is facing a
series of problems with email spam and identifying theft via phishing scams. He wants to implement the various security
measures and to provide some education because it is related to the best practices while using email. Which of the
following will Mark ask to employees of his company to do when they receive an email from a company they know with a
request to click the link to "verify their account information"? 

A. Provide the required information 

B. Hide the email 

C. Use Read-only Domain Controller 

D. Delete the email 

Correct Answer: D 

In the above scenario, Mark will ask his employees to delete the email whenever he receives an email from a company
that they know with to click the link to "verify their account information", because companies do not ask for account 

information via email now a days. 

Answer: C is incorrect. Read-only Domain Controller (RODC) is a domain controller that hosts the read-only partition of
the Active Directory database. RODC was developed by Microsoft typically to be deployed in a branch office
environment. 

RODC is a good option to enhance security by placing it in a location where physical security is poor. RODC can also
be placed at locations having relatively few users and a poor network bandwidth to the main site. As only the read-only 

partition of the Active Directory database is hosted by RODC, a little local IT knowledge is required to maintain it. 

 

QUESTION 2

Which of the following are the types of group scopes? Each correct answer represents a complete solution. Choose all
that apply. 

A. Global 

B. Domain Users 

C. Universal 

D. Domain local 

Correct Answer: ACD 

Answer: D, A, and C Following are the types of group scopes: 1.Domain local 2.Global 3.Universal 

 

QUESTION 3
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You suspect a user\\'s computer is infected by a virus. What should you do first? 

A. Restart the computer in safe mode 

B. Replace the computer\\'s hard disk drive 

C. Disconnect the computer from the network 

D. Install antivirus software on the computer 

Correct Answer: D 

 

QUESTION 4

Which of the following tools traces all or specific activities of a user on a computer? 

A. Task Manager 

B. Event Viewer 

C. Network Monitor 

D. Keylogger 

Correct Answer: D 

A keylogger is a software tool that traces all or specific activities of a user on a computer. Once a keylogger is installed
on a victim\\'s computer, it can be used for recording all keystrokes on the victim\\'s computer in a predefined log file.
An 

attacker can configure a log file in such a manner that it can be sent automatically to a predefined e-mail address. Some
of the main features of a keylogger are as follows: 

It can record all keystrokes. 

It can capture all screenshots. 

It can record all instant messenger conversations. It can be remotely installed. 

It can be delivered via FTP or e-mail. 

Answer: A is incorrect. Task Manager is a utility that is used for managing applications, processes, and the general
system performance and also for viewing the networking and user statistics. The Task Manager utility is used to run or
end 

programs or applications. Administrators use this tool to quickly identify and terminate a rogue application. 
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This utility can be run by invoking a Windows Security menu by using the Ctrl+Alt+Delkey combination and then clicking
the Task Manager button or by right- clicking the task bar and then clicking the Task Managermenu option. Answer: B
is 

incorrect. Event Viewer is an administrative utility that displays the event log of a computer running Windows NT. Event
Viewer displays the following categories of events: 

Error: These events show significant problems, such as loss of data or loss of functionality. Warning: These events are
not necessarily significant but indicate possible problems. Information: These events describe the successful operation
of 

an application, driver, or service. Success Audit: These events show successful audited security access attempts. 

Failure Audit: These events show failed audited security access attempts. Answer: C is incorrect. Network Monitor
(Netmon) is a protocol analyzer. It is used to analyze the network traffic. It is installed by default during the installation of
the 

operating system. It can be installed by using Windows Components Wizard in the Add or Remove Programs tool in
Control Panel. Network Monitor is used to perform the following tasks: 

1.Capture frames directly from the network. 

2.Display and filter captured frames immediately after capture or a later time. 3.Edit captured frames and transmit them
on the network. 

4.Capture frames from a remote computer. 

 

QUESTION 5

Passwords that contain recognizable words are vulnerable to a: 
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A. Denial of Service attack 

B. Hashing attack 

C. Dictionary attack 

D. Replay attack 

Correct Answer: C 

A dictionary attack is a method of breaking into a password-protected computer or server by systematically entering
every word in a dictionary as a password. A dictionary attack can also be used in an attempt to find the key necessary to
decrypt an encrypted message or document. 

Dictionary attacks work because many computer users and businesses insist on using ordinary words as passwords.
Dictionary attacks are rarely successful against systems that employ multiple-word phrases, and unsuccessful against
systems that employ random combinations of uppercase and lowercase letters mixed up with numerals. Reference:
http://searchsecurity.techtarget.com/definition/dictionary-attack 
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