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QUESTION 1

Which of the following is a technique used to attack an Ethernet wired or wireless network? 

A. ARP poisoning 

B. DNS poisoning 

C. Mail bombing 

D. Keystroke logging 

Correct Answer: A 

Address Resolution Protocol (ARP) spoofing, also known as ARP poisoning or ARP Poison Routing (APR), is a
technique used to attack an Ethernet wired or wireless network. ARP spoofing may allow an attacker to sniff data
frames on a local area network (LAN), modify the traffic, or stop the traffic altogether. The attack can only be used on
networks that actually make use of ARP and not another method of address resolution. The principle of ARP spoofing is
to send fake ARP messages to an Ethernet LAN. Generally, the aim is to associate the attacker\\'s MAC address with
the IP address of another node (such as the default gateway). Any traffic meant for that IP address would be mistakenly
sent to the attacker instead. The attacker could then choose to forward the traffic to the actual default gateway (passive
sniffing) or modify the data before forwarding it. ARP spoofing attacks can be run from a compromised host, or from an
attacker\\'s machine that is connected directly to the target Ethernet segment. Answer: C is incorrect. Mail bombing is an
attack that is used to overwhelm mail servers and clients by sending a large number of unwanted e-mails. The aim of
this type of attack is to completely fill the recipient\\'s hard disk with immense, useless files, causing at best irritation,
and at worst total computer failure. E-mail filtering and properly configuring email relay functionality on mail servers can
be helpful for protection against this type of attack. Answer: B is incorrect. DNS poisoning is the process in which a DNS
server may return an incorrect IP address, diverting traffic to another computer. Answer: D is incorrect. Keystroke
logging is a method of logging and recording user keystrokes. It can be performed with software or hardware devices.
Keystroke logging devices can record everything a person types using his keyboard, such as to measure employee\\'s
productivity on certain clerical tasks. These types of devices can also be used to get usernames, passwords, etc. 

 

QUESTION 2

Setting a minimum password age restricts when users can: 

A. Request a password reset 

B. Change their passwords 

C. Log on by using their passwords 

D. Set their own password expiration 

Correct Answer: B 

Configure the minimum password age to be more than 0 if you want Enforce password history to be effective. Without a
minimum password age, users can cycle through passwords repeatedly until they get to an old favorite. 

 

QUESTION 3
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You are an intern at Litware, Inc. Your manager asks you to make password guess attempts harder by limiting login
attempts on company computers. What should you do? 

A. Enforce password sniffing. 

B. Enforce password history. 

C. Make password complexity requirements higher. 

D. Implement account lockout policy. 

Correct Answer: D 

Reference: http://technet.microsoft.com/en-us/library/dd277400.aspx 

 

QUESTION 4

In which of the following is the file audit events are written when auditing is enabled? 

A. File system ACL 

B. Biometric device 

C. Network Access Control List 

D. Security event log 

Correct Answer: D 

The various enabled file auditing events are documented and written in the security event log Answer: A is incorrect. A
filesystem ACL is deifned as a data structure (usually a table) that contains entries specifying individual user or group
rights to specific system objects like programs, processes, or files. These entries are known as access control entries
(ACEs) in the Microsoft Windows NT, OpenVMS, Unix-like, and Mac OS X operating systems and each of the
accessible object contains an identifier to its ACL. The permissions are used to find the particular access rights, such as
whether a user is able to read from, write to, or execute an object. Answer: C is incorrect. Network Access Control List is
defined as a set of rules applied to port numbers or network daemon names that are available on a host or other layer 3,
and attached with a list of hosts and networks permitted to use the various defined service. The individual servers and
routers can have network ACLs. It is used to control both inbound and outbound traffic as firewall does. Answer: B is
incorrect. A biometric device is used for uniquely recognizing humans based upon one or more intrinsic, physical, or
behavioral traits. Biometrics is used as a form of identity access management and access control. It is also used to
identify individuals in groups that are under surveillance. Biometric characteristics can be divided into two main classes:
1.Physiological: These devices are related to the shape of the body. These are not limited to the fingerprint, face
recognition, DNA, hand and palm geometry, and iris recognition, which has largely replaced the retina and odor/scent.
2.Behavioral: These are related to the behavior of a person. They are not limited to the typing rhythm, gait, and voice. 

 

QUESTION 5

You want to prevent external users from acquiring information about your network. You should implement a: 

A. router 

B. layer-3 switch 
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C. firewall 

D. proxy server 

Correct Answer: C 
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