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QUESTION 1

A user who receives a large number of emails selling prescription medicine is probably receiving pharming mail. 

Select the correct answer if the underlined text does not make the statement correct. Select "No change is needed" if
the underlined text makes the statement correct. 

A. Malware 

B. Spoofed mail 

C. Spam 

D. No change is needed. 

Correct Answer: C 

 

QUESTION 2

The certificate of a secure public Web server on the Internet should be: 

A. Issued by a public certificate authority (CA) 

B. Signed by using a 4096-bit key 

C. Signed by using a 1024-bit key 

D. Issued by an enterprise certificate authority (CA) 

Correct Answer: A 

 

QUESTION 3

For each of the following statements, select Yes if the statement is true. Otherwise, select No. Each correct selection is
worth one point. 

Hot Area: 
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Correct Answer: 

 

 

QUESTION 4

Which of the following tools traces all or specific activities of a user on a computer? 

A. Task Manager 

B. Event Viewer 

C. Network Monitor 

D. Keylogger 

Correct Answer: D 
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A keylogger is a software tool that traces all or specific activities of a user on a computer. Once a keylogger is installed
on a victim\\'s computer, it can be used for recording all keystrokes on the victim\\'s computer in a predefined log file.
An 

attacker can configure a log file in such a manner that it can be sent automatically to a predefined e-mail address. Some
of the main features of a keylogger are as follows: 

It can record all keystrokes. 

It can capture all screenshots. 

It can record all instant messenger conversations. It can be remotely installed. 

It can be delivered via FTP or e-mail. 

Answer: A is incorrect. Task Manager is a utility that is used for managing applications, processes, and the general
system performance and also for viewing the networking and user statistics. The Task Manager utility is used to run or
end 

programs or applications. Administrators use this tool to quickly identify and terminate a rogue application. 

This utility can be run by invoking a Windows Security menu by using the Ctrl+Alt+Delkey combination and then clicking
the Task Manager button or by right- clicking the task bar and then clicking the Task Managermenu option. Answer: B
is 

incorrect. Event Viewer is an administrative utility that displays the event log of a computer running Windows NT. Event
Viewer displays the following categories of events: 

Error: These events show significant problems, such as loss of data or loss of functionality. Warning: These events are
not necessarily significant but indicate possible problems. Information: These events describe the successful operation
of 
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an application, driver, or service. Success Audit: These events show successful audited security access attempts. 

Failure Audit: These events show failed audited security access attempts. Answer: C is incorrect. Network Monitor
(Netmon) is a protocol analyzer. It is used to analyze the network traffic. It is installed by default during the installation of
the 

operating system. It can be installed by using Windows Components Wizard in the Add or Remove Programs tool in
Control Panel. Network Monitor is used to perform the following tasks: 

1.Capture frames directly from the network. 

2.Display and filter captured frames immediately after capture or a later time. 3.Edit captured frames and transmit them
on the network. 

4.Capture frames from a remote computer. 

 

QUESTION 5

Mark works as a Network Administrator for BlueWell Inc. The company has a Windows-based network. Mark has
retained his services to perform a security assessment of the company\\'s network that has various servers exposed to
the Internet. So, it may be vulnerable to an attack. Mark is using a single perimeter ?rewall, but he does not know if that
is enough. He wants to review the situation and make some reliable recommendations so that he can protect the data
over company\\'s network. Which of the following will Mark do to accomplish the task? 

A. Outsource the related services. 

B. Encrypt the data and than start transmission. 

C. Locate the Internet-exposed servers and devices in an internal network. 

D. Create a perimeter network to isolate the servers from the internal network. 

Correct Answer: D 

In the above scenario, Mark will create a perimeter network to isolate the servers from the internal network because
Internet-exposed servers and devices should not be located in an internal network. They have to be segmented or
isolated into a protected part of the network. 
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