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QUESTION 1

Which option lists the main tasks in the correct order to configure a new Layer 3 and 4 inspection policy on the Cisco
ASA appliance using the Cisco ASDM Configuration > Firewall > Service Policy Rules pane? 

A. 1. Create a class map to identify which traffic to match. 

2.

 Create a policy map and apply action(s) to the traffic class(es). 

3.

 Apply the policy map to an interface or globally using a service policy. 

B. 1. Create a service policy rule. 

2.

 Identify which traffic to match. 

3.

 Apply action(s) to the traffic. 

C. 1. Create a Layer 3 and 4 type inspect policy map. 

2.

 Create class map(s) within the policy map to identify which traffic to match. 

3.

 Apply the policy map to an interface or globally using a service policy. 

D. 1. Identify which traffic to match. 

2.

 Apply action(s) to the traffic. 

3.

 Create a policy map. 

4.

 Apply the policy map to an interface or globally using a service policy. 

Correct Answer: B 

http://www.cisco.com/en/US/docs/security/asdm/6_2/user/guide/inspctrl.html#wpxref87867 

Choose Configuration > Firewall > Service Policy Rules. Add or edit a service policy rule click the Protocol Inspection
tab In the Edit Service Policy Rule > Rule Actions dialog box, Select each inspection type that you want to apply. You
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can predefine inspect maps in the Configuration > Firewall > Objects > Inspect Maps pane 

 

QUESTION 2

Which three types of class maps can be configured on the Cisco ASA appliance? (Choose three.) 

A. control-plane 

B. regex 

C. inspect 

D. access-control 

E. management 

F. stack 

Correct Answer: BCE 

http://www.cisco.com/en/US/docs/security/asa/asa80/configuration/guide/mpc.html 

Maximum Class Maps The maximum number of class maps of all types is 255 in single mode or per context in multiple
mode. Class maps include the following types: 

-Layer 3/4 class maps (for through traffic and management traffic -Inspection class maps -Regular expression class
maps 

 

QUESTION 3

Which Cisco ASA configuration is used to configure the TCP intercept feature? 

A. a TCP map 

B. an access list 

C. the established command 

D. the set connection command with the embryonic-conn-max option 

E. a type inspect policy map 

Correct Answer: D 

http://www.cisco.com/en/US/docs/security/asa/asa82/configuration/guide/conns_connlimits.html #wp1080734 

 

QUESTION 4

Which statement about access list operations on Cisco ASA Software Version 8.3 and later is true? 

A. If the global and interface access lists are both configured, the global access list is matched first before the interface
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access lists. 

B. Interface and global access lists can be applied in the input or output direction. 

C. In the inbound access list on the outside interface that permits traffic to the inside interface, the destination IP
address referenced is always the "mapped-ip" (translated) IP address of the inside host. 

D. When adding an access list entry in the global access list using the Cisco ASDM Add Access Rule window, choosing
"any" for Interface applies the access list entry globally. 

Correct Answer: D 

http://www.cisco.com/en/US/docs/security/asa/asa84/configuration/guide/access_rules.html#wp 1083595 

Using Global Access Rules 

Global access rules allow you to apply a global rule to ingress traffic without the need to specify an interface to which
the rule must be applied. Using global access rules provides the following benefits: 

-When migrating to the ASA from a competitor appliance, you can maintain a global access rule policy instead of
needing to apply an interface-specific policy on each interface. 

-Global access control policies are not replicated on each interface, so they save memory space. 

-Global access rules provides flexibility in defining a security policy. You do not need to specify which interface a packet
comes in on, as long as it matches the source and destination IP addresses. 

-Global access rules use the same mtrie and stride tree as interface-specific access rules, so scalability and
performance for global rules are the same as for interface-specific rules. You can configure global access rules in
conjunction with 

interface access rules, in which case, the specific interface access rules are always processed before the general global
access rules. 

 

QUESTION 5

Refer to the exhibit. 

Which Cisco ASA feature can be configured using this Cisco ASDM screen? 
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A. Cisco ASA command authorization using TACACS+ 

B. AAA accounting to track serial, ssh, and telnet connections to the Cisco ASA 

C. Exec Shell access authorization using AAA 

D. cut-thru proxy 

E. AAA authentication policy for Cisco ASDM access 

Correct Answer: D 

http://www.cisco.com/en/US/docs/security/asa/asa72/asdm52/user/guide/aaarules.html 

And from http://www.cisco.com/en/US/docs/security/asa/asa84/configuration/guide/access_idfw.html#wp1 324095
Configuring Cut-through Proxy Authentication 

In an enterprise, some users log onto the network by using other authentication mechanisms, such as authenticating
with a web portal (cut-through proxy) or by using a VPN. For example, users with a Machintosh and Linux client might
log in a web portal (cut-through proxy) or by using a VPN. Therefore, you must configure the Identity Firewall to allow
these types of authentication in connection with identity-based access policies. The ASA designates users logging in
through a web portal (cut-through proxy) as belonging to the Active Directory domain with which they authenticated. The
ASA designates users logging in through a VPN as belonging to the LOCAL domain unless the VPN is authenticated by
LDAP with Active Directory, then the Identity Firewall can associate the users with their Active Directory domain. The
ASA reports users logging in through VPN authentication or a web portal (cut-through proxy) to the AD Agent, which
distributes the user information to all registered ASA devices. 

Users can log in by using HTTP/HTTPS, FTP, Telnet, or SSH. When users log in with these authentication methods, the
following guidelines apply: 

-For HTTP/HTTPS traffic, an authentication window appears for unauthenticated users. -For Telnet and FTP traffic,
users must log in through the cut-through proxy and again to Telnet and FTP server. 

-A user can specify an Active Directory domain while providing login credentials (in the format domain \username). The
ASA automatically selects the associated AAA server group for the specified domain. 

-If a user specifies an Active Directory domain while providing login credentials (in the format domain \username), the
ASA parses the domain and uses it to select an authentication server from the AAA servers configured for the Identity 

Firewall. Only the username is passed to the AAA server. 

-If the backslash (\) delimiter is not found in the log in credentials, the ASA does not parse a domain and authentication
is conducted with the AAA server that corresponds to default domain configured for the Identity Firewall. 

-If a default domain or a server group is not configured for that default domain, the ASA rejects the authentication. 

-If the domain is not specified, the ASA selects the AAA server group for the default domain that is configured for the
Identity Firewall. 
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