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QUESTION 1

In the default global policy, which traffic is matched for inspections by default? 

A. match any 

B. match default-inspection-traffic 

C. match access-list 

D. match port 

E. match class-default 

Correct Answer: B 

http://www.cisco.com/en/US/docs/security/asa/asa72/configuration/guide/inspect.html#wp13836 Default Inspection
Policy 

By default, the configuration includes a policy that matches all default application inspection traffic and applies
inspection to the traffic on all interfaces (a global policy). Default application inspection traffic includes traffic to the
default ports for each protocol. You can only apply one global policy, so if you want to alter the global policy, for
example, to apply inspection to non- standard ports, or to add inspections that are not enabled by default, you need to
either edit the default policy or disable it and apply a new one. 

 

QUESTION 2

Click and drag the supported ASA QoS option on the left to the correct description on the right. (Some of the options on
the left are not used) 

Select and Place: 

Correct Answer: 
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QUESTION 3

When will a Cisco ASA that is operating in transparent firewall mode perform a routing table lookup instead of a MAC
address table lookup to determine the outgoing interface of a packet? 

A. if multiple context mode is configured 

B. if the destination MAC address is unknown 

C. if the destination is more than a hop away from the Cisco ASA 

D. if NAT is configured 

E. if dynamic ARP inspection is configured 

Correct Answer: D 

http://www.cisco.com/en/US/docs/security/asa/asa82/configuration/guide/fwmode.html#wp1214 MAC Address vs. Route
Lookups 

When the ASA runs in transparent mode, the outgoing interface of a packet is determined by performing a MAC address
lookup instead of a route lookup. Route lookups, however, are necessary for the following traffic types: 

-Traffic originating on the ASA--For example, if your syslog server is located on a remote network, you must use a static
route so the ASA can reach that subnet. 

-Voice over IP (VoIP) traffic with inspection enabled, and the endpoint is at least one hop away from the ASA-For
example, if you use the transparent firewall between a CCM and an H.323 gateway, and there is a router between the
transparent firewall and the H.323 gateway, then you need to add a static route on the ASA for the H.323 gateway for 

successful call completion. 

-VoIP or DNS traffic with NAT and inspection enabled--To successfully translate the IP address inside VoIP and DNS
packets, the ASA needs to perform a route lookup. Unless the host is on a directly-connected network, then you need

642-618 PDF Dumps | 642-618 Practice Test | 642-618 Braindumps                                3 / 6

https://www.certbus.com/642-618.html
https://www.certbus.com/642-618.html
https://www.certbus.com/642-618.html


https://www.certbus.com/642-618.html
2021 Latest certbus 642-618 PDF and VCE dumps Download

to 

add a static route on the ASA for the real host address that is embedded in the packet. 

 

QUESTION 4

The Cisco ASA is configured in multiple mode and the security contexts share the same outside physical interface. 

Which two packet classification methods can be used by the Cisco ASA to determine which security context to forward
the incoming traffic from the outside interface? (Choose two.) 

A. unique interface IP address 

B. unique interface MAC address 

C. routing table lookup 

D. MAC address table lookup 

E. unique global mapped IP addresses 

Correct Answer: BE 

http://www.cisco.com/en/US/docs/security/asa/asa82/configuration/guide/contexts.html 

Unique Interfaces 

If only one context is associated with the ingress interface, the ASA classifies the packet into that context. In transparent
firewall mode, unique interfaces for contexts are required, so this method is used to classify packets at all times. 

Unique MAC Addresses 

If multiple contexts share an interface, then the classifier uses the interface MAC address. The ASA lets you assign a
different MAC address in each context to the same shared interface, whether it is a shared physical interface or a
shared 

subinterface. By default, shared interfaces do not have unique MAC addresses; the interface uses the physical interface
burned-in MAC address in every context. An upstream router cannot route directly to a context without unique MAC 

addresses. You can set the MAC addresses manually when you configure each interface (see the "Configuring the MAC
Address" section), or you can automatically generate MAC addresses (see the "Automatically Assigning MAC 

Addresses to Context Interfaces" section). 

NAT Configuration 

If you do not have unique MAC addresses, then the classifier intercepts the packet and performs a destination IP
address lookup. All other fields are ignored; only the destination IP address is used. To use the destination address for 

classification, the classifier must have knowledge about the subnets located behind each security context. The classifier
relies on the NAT configuration to determine the subnets in each context. The classifier matches the destination IP 

address to either a static command or a global command. In the case of the global command, the classifier does not
need a matching nat command or an active NAT session to classify the packet. Whether the packet can communicate
with 
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the destination IP address after classification depends on how you configure NAT and NAT control. 

For example, the classifier gains knowledge about subnets 10.10.10.0, 10.20.10.0 and 10.30.10.0 when the context
administrators configure static commands in 

each context: 

-Context A: 

static (inside,shared) 10.10.10.0 10.10.10.0 netmask 255.255.255.0 

-Context B: 

static (inside,shared) 10.20.10.0 10.20.10.0 netmask 255.255.255.0 

 

QUESTION 5

Which statement about the Cisco ASA 5505 configuration is true? 

A. The IP address is configured under the physical interface (ethernet 0/0 to ethernet 0/7). 

B. With the default factory configuration, the management interface (management 0/0) is configured with the
192.168.1.1/24 IP address. 

C. With the default factory configuration, Cisco ASDM access is not enabled. 

D. The switchport access vlan command can be used to assign the VLAN to each physical interface (ethernet 0/0 to
ethernet 0/7). 

E. With the default factory configuration, both the inside and outside interface will use DHCP to acquire its IP address. 

Correct Answer: D 

http://www.cisco.com/en/US/docs/security/asa/asa84/configuration/guide/interface_start_5505.ht ml 
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