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QUESTION 1

When enabling a Cisco ASA to send syslog messages to a syslog server, which syslog level will produce the most
messages? 

A. notifications 

B. informational 

C. alerts 

D. emergencies 

E. errors 

F. debugging 

Correct Answer: F 

 

QUESTION 2

Which option lists the main tasks in the correct order to configure a new Layer 3 and 4 inspection policy on the Cisco
ASA appliance using the Cisco ASDM Configuration > Firewall > Service Policy Rules pane? 

A. 1. Create a class map to identify which traffic to match. 

2.

 Create a policy map and apply action(s) to the traffic class(es). 

3.

 Apply the policy map to an interface or globally using a service policy. 

B. 1. Create a service policy rule. 

2.

 Identify which traffic to match. 

3.

 Apply action(s) to the traffic. 

C. 1. Create a Layer 3 and 4 type inspect policy map. 

2.

 Create class map(s) within the policy map to identify which traffic to match. 

3.

 Apply the policy map to an interface or globally using a service policy. 
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D. 1. Identify which traffic to match. 

2.

 Apply action(s) to the traffic. 

3.

 Create a policy map. 

4.

 Apply the policy map to an interface or globally using a service policy. 

Correct Answer: B 

http://www.cisco.com/en/US/docs/security/asdm/6_2/user/guide/inspctrl.html#wpxref87867 

Choose Configuration > Firewall > Service Policy Rules. Add or edit a service policy rule click the Protocol Inspection
tab In the Edit Service Policy Rule > Rule Actions dialog box, Select each inspection type that you want to apply. You
can predefine inspect maps in the Configuration > Firewall > Objects > Inspect Maps pane 

 

QUESTION 3

In the default global policy, which traffic is matched for inspections by default? 

A. match any 

B. match default-inspection-traffic 

C. match access-list 

D. match port 

E. match class-default 

Correct Answer: B 

http://www.cisco.com/en/US/docs/security/asa/asa72/configuration/guide/inspect.html#wp13836 Default Inspection
Policy 

By default, the configuration includes a policy that matches all default application inspection traffic and applies
inspection to the traffic on all interfaces (a global policy). Default application inspection traffic includes traffic to the
default ports for each protocol. You can only apply one global policy, so if you want to alter the global policy, for
example, to apply inspection to non- standard ports, or to add inspections that are not enabled by default, you need to
either edit the default policy or disable it and apply a new one. 

 

QUESTION 4

By default, how does a Cisco ASA appliance process IP fragments? 

A. Each fragment passes through the Cisco ASA appliance without any inspections. 
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B. Each fragment is blocked by the Cisco ASA appliance. 

C. The Cisco ASA appliance verifies each fragment and performs virtual IP re-assembly before the full IP packet is
forwarded out. 

D. The Cisco ASA appliance forwards the packet out as soon as all of the fragments of the packet have been received. 

Correct Answer: C 

http://www.cisco.com/en/US/docs/security/asa/asa81/config/guide/intro.html 

Protecting from IP Fragments The adaptive security appliance provides IP fragment protection. This feature performs
full reassembly of all ICMP error messages and virtual reassembly of the remaining IP fragments that are routed
through the adaptive security appliance. Fragments that fail the security check are dropped and logged. Virtual
reassembly cannot be disabled. 

 

QUESTION 5

Which two statements about traffic shaping capability on the Cisco ASA appliance are true? (Choose two.) 

A. Traffic shaping can be applied to all outgoing traffic on a physical interface or, in the case of the Cisco ASA 5505
appliance, on a VLAN. 

B. Traffic shaping can be applied in the input or output direction. 

C. Traffic shaping can cause jitter and delay. 

D. You can configure traffic shaping and priority queuing on the same interface. 

E. With traffic shaping, when traffic exceeds the maximum rate, the security appliance drops the excess traffic. 

Correct Answer: AC 

http://www.cisco.com/en/US/docs/security/asa/asa72/configuration/guide/qos.html#wp1083655 

Information About Traffic Shaping Traffic shaping is used to match device and link speeds, thereby controlling packet
loss, variable delay, and link saturation, which can cause jitter and delay. 

-Traffic shaping must be applied to all outgoing traffic on a physical interface or in the case of the ASA 5505, on a
VLAN. You cannot configure traffic shaping for specific types of traffic. -Traffic shaping is implemented when packets
are ready to be transmitted on an interface, so the rate calculation is performed based on the actual size of a packet to
be transmitted, including all the possible overhead such as the IPsec header and L2 header. -The shaped traffic
includes both through-the-box and from-the-box traffic. -The shape rate calculation is based on the standard token
bucket algorithm. The token bucket size is twice the Burst Size value. See the "What is a Token Bucket?" section.
-When burst traffic exceeds the specified shape rate, packets are queued and transmitted later. Following are some
characteristics regarding the shape queue (for information about hierarchical priority queuing, see the "Information
About Priority Queuing" section): 

The queue size is calculated based on the shape rate. The queue can hold the equivalent of 200- milliseconds worth of
shape rate traffic, assuming a 1500-byte packet. The minimum queue size is 64. 

When the queue limit is reached, packets are tail-dropped. Certain critical keep-alive packets such as OSPF Hello
packets are never dropped. The time interval is derived by time_interval = burst_size / average_rate. The larger the time
interval is, the bustier the shaped traffic might be, and the longer the link might be idle. The effect can be best
understood using the following exaggerated example: 
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Average Rate = 1000000 Burst Size = 1000000 In the above example, the time interval is 1 second, which means, 1
Mbps of traffic can be bursted out within the first 10 milliseconds of the 1-second interval on a 100 Mbps FE link and
leave the remaining 990 milliseconds idle without being able to send any packets until the next time interval. So if there
is delay sensitive traffic such as voice traffic, the Burst Size should be reduced compared to the average rate so the
time interval is reduced. 
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