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QUESTION 1

Which option describes a function of a virtual VLAN? 

A. A virtual VLAN creates a logically partitioned LAN to place switch ports in a separate broadcast domain. 

B. A virtual VLAN creates trunks and links two switches together. 

C. A virtual VLAN adds every port on a switch to its own collision domain. 

D. A virtual VLAN connects many hubs together. 

Correct Answer: A 

 

QUESTION 2

Which statement about asymmetric encryption algorithms is true? 

A. They use the same key for encryption and decryption of data. 

B. They use the same key for decryption but different keys for encryption of data. 

C. They use different keys for encryption and decryption of data. 

D. They use different keys for decryption but the same key for encryption of data. 

Correct Answer: C 

http://www.cisco.com/web/about/ac123/ac147/archived_issues/ipj_12-4/124_ssh.html 

Transport Layer Protocol 

Server authentication occurs at the transport layer, based on the server possessing a public-private key pair. A server
may have multiple host keys using multiple different asymmetric encryption algorithms. Multiple hosts may share the
same 

host key. In any case, the server host key is used during key exchange to authenticate the identity of the host. For this
authentication to be possible, the client must have presumptive knowledge of the server public host key. RFC 4251 

dictates two alternative trust models that can be used: 

The client has a local database that associates each host name (as typed by the user) with the corresponding public
host key. This method requires no centrally administered infrastructure and no third-party coordination. 

The downside is that the database of name-to-key associations may become burdensome to maintain. The host name-
to-key association is certified by a trusted Certification Authority (CA). The client knows only the CA root key and can 

verify the validity of all host keys certified by accepted CAs. This alternative eases the maintenance problem, because
ideally only a single CA key needs to be securely stored on the client. On the other hand, each host key must be 

appropriately certified by a central authority before authorization is possible. 
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QUESTION 3

What features can protect the data plane? (Choose three.) 

A. policing 

B. ACLs 

C. IPS 

D. antispoofing 

E. QoS 

F. DHCP-snooping 

Correct Answer: BDF 

Reference: http://www.ciscopress.com/articles/article.asp?p=1924983andseqNum=5 

 

QUESTION 4

Which two characteristics of the TACACS+ protocol are true? (Choose two.) 

A. uses UDP ports 1645 or 1812 

B. separates AAA functions 

C. encrypts the body of every packet 

D. offers extensive accounting capabilities 

E. is an open RFC standard protocol 

Correct Answer: BC 

http://www.cisco.com/en/US/tech/tk59/technologies_tech_note09186a0080094e99.shtml 

Packet Encryption RADIUS encrypts only the password in the access-request packet, from the client to the server. The
remainder of the packet is unencrypted. Other information, such as username, authorized services, and accounting, can
be captured by a third party. TACACS+ encrypts the entire body of the packet but leaves a standard TACACS+ header.
Within the header is a field that indicates whether the body is encrypted or not. For debugging purposes, it is useful to
have the body of the packets unencrypted. However, during normal operation, the body of the packet is fully encrypted
for more secure communications. Authentication and Authorization RADIUS combines authentication and authorization.
The access-accept packets sent by the RADIUS server to the client contain authorization information. This makes it
difficult to decouple authentication and authorization. 

TACACS+ uses the AAA architecture, which separates AAA. This allows separate authentication solutions that can still
use TACACS+ for authorization and accounting. For example, with TACACS+, it is possible to use Kerberos
authentication and TACACS+ authorization and accounting. After a NAS authenticates on a Kerberos server, it requests
authorization information from a TACACS+ server without having to re-authenticate. The NAS informs the TACACS+
server that it has successfully authenticated on a Kerberos server, and the server then provides authorization
information. 

During a session, if additional authorization checking is needed, the access server checks with a TACACS+ server to
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determine if the user is granted permission to use a particular command. This provides greater control over the
commands that can be executed on the access server while decoupling from the authentication mechanism. 

 

QUESTION 5

Which three items are Cisco best-practice recommendations for securing a network? (Choose three.) 

A. Routinely apply patches to operating systems and applications. 

B. Disable unneeded services and ports on hosts. 

C. Deploy HIPS software on all end-user workstations. 

D. Require strong passwords, and enable password expiration. 

Correct Answer: ABD 

Disable Unused Services 

As a security best practice, any unnecessary service must be disabled. These unneeded services, especially those that
use User Datagram Protocol (UDP), are infrequently used for legitimate purposes, but can be used in order to launch 

DoS and other attacks that are otherwise prevented by packet filtering. 

The TCP and UDP small services must be disabled. These services include: 

echo (port number 7) 

discard (port number 9) 

daytime (port number 13) 

chargen (port number 19) 

It is also recommended to routinely apply patches to fix bugs and other vulnerabilities and to require strong passwords
with password expiration Reference: Cisco Guide to Harden Cisco IOS Devices 

http://www.cisco.com/c/en/us/support/docs/ip/access-lists/13608-21.html 
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