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QUESTION 1

Which two options are advantages of a network-based Cisco IPS? (Choose two.) 

A. It can examine encrypted traffic. 

B. It can protect the host after decryption. 

C. It is an independent operating platform. 

D. It can observe bottom-level network events. 

E. It can block traffic 

Correct Answer: CD 

 

QUESTION 2

Which statement describes how VPN traffic is encrypted to provide confidentiality when using asymmetric encryption? 

A. The sender encrypts the data using the sender\\'s private key, and the receiver decrypts the data using the sender\\'s
public key. 

B. The sender encrypts the data using the sender\\'s public key, and the receiver decrypts the data using the sender\\'s
private key. 

C. The sender encrypts the data using the sender\\'s public key, and the receiver decrypts the data using the receiver\\'s
public key. 

D. The sender encrypts the data using the receiver\\'s private key, and the receiver decrypts the data using the
receiver\\'s public key. 

E. The sender encrypts the data using the receiver\\'s public key, and the receiver decrypts the data using the
receiver\\'s private key. 

F. The sender encrypts the data using the receiver\\'s private key, and the receiver decrypts the data using the
sender\\'s public key. 

Correct Answer: E 

http://www.cisco.com/en/US/tech/tk1132/technologies_white_paper09186a00800e79cb.shtml 

Public-Key Cryptography and Asymmetric Encryption 

In asymmetric encryption, two different keys are used to render data illegible to anyone who may be eavesdropping on a
conversation. The certificates contain the two components of asymmetric encryption: 

public key and private key. 

Data that is encrypted with the public key can be decrypted with the private key, and vice versa. However, data
encrypted with the public key cannot be decrypted with the public key. The parties who need to encrypt their
communications will 
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exchange their public keys (contained in the certificate), but will not disclose their private keys. The sending party will
use the public key of the receiving party to encrypt message data and forward the ciphertext (encrypted data) to the
other 

party. The receiving party will then decrypt the ciphertext with their private key. 

Data encrypted with the public key cannot be decrypted with the public key. This prevents someone from compromising
the ciphertext after acquiring both public keys by eavesdropping on the certificate exchange. 

 

QUESTION 3

In which type of Layer 2 attack does an attacker broadcast BDPUs with a lower switch priority? 

A. MAC spoofing attack 

B. CAM overflow attack 

C. VLAN hopping attack 

D. STP attack 

Correct Answer: D 

http://www.cisco.com/en/US/prod/collateral/switches/ps5718/ps708/white_paper_c11_605972.html 

Introduction The purpose of this paper is to identify how easily the Spanning-Tree Protocol (STP) can be compromised
to allow eavesdropping in a switched corporate environment and how to mitigate this vulnerability using L2 security
features that are available on the Cisco?Catalyst?6500. The Spanning Tree Protocol (STP) Man in The Middle (MiTM)
attack compromises the STP "Root Bridge" election process and allows a hacker to use their PC to masquerade as a
"Root Bridge," thus controlling the flow of L2 traffic. In order to understand the attack, the reader must have a basic
understanding of the "Root Bridge" Election process and the initial STP operations that build the loop free topology.
Therefore, the first section of this document, Overview of the STP Root Bridge Election Process, will be devoted to
providing a simplified explanation of 802.1d STP operations as it pertains to understanding the STP MiTM attack. If you
require a more comprehensive overview of STP, please review the LAN Switching Chapter of the Cisco Catalyst 6500
Configuration Guide on Cisco.com. 

 

QUESTION 4

DRAG DROP 

Select and Place: 
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Correct Answer: 

 

 

QUESTION 5

Which command configures a device to actively watch connection requests and provide immediate protection from
DDoS attacks? 

A. router(config)# ip tcp intercept mode intercept 

B. router(config)# ip tcp intercept mode watch 

C. router(config)# ip tcp intercept max-incomplete high 100 

D. router(config)# ip tcp intercept drop-mode random 

Correct Answer: A 
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