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QUESTION 1

Which technology provides a secure communication channel for all traffic at Layer 2 of the OSI model? 

A. MACsec 

B. IPsec 

C. SSL 

D. Cisco Trustsec 

Correct Answer: A 

MACsec, defined in 802.1AE, provides MAC-layer encryption over wired networks by using out- ofband methods for
encryption keying. The MACsec Key Agreement (MKA) Protocol provides the required session keys and manages the
required encryption keys. MKA and MACsec are implemented after successful authentication using the 802.1x
Extensible Authentication Protocol (EAP-TLS) or Pre Shared Key (PSK) framework. A switch using MACsec accepts
either MACsec or non-MACsec frames, depending on the policy associated with the MKA peer. MACsec frames are
encrypted and protected with an integrity check value (ICV). When the switch receives frames from the MKA peer, it
decrypts them and calculates the correct ICV by using session keys provided by MKA. The switch compares that ICV to
the ICV within the frame. If they are not identical, the frame is dropped. The switch also encrypts and adds an ICV to
any frames sent over the secured port (the access point used to provide the secure MAC service to a MKA peer) using
the current session key. 

Reference: https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst9300/software/release/1
6-9/configuration_guide/sec/b_169_sec_9300_cg/macsec_encryption.html 

Note: Cisco Trustsec is the solution which includes MACsec. 

 

QUESTION 2

Which two Cisco SD-WAN components exchange OMP information? 

A. vAnaiytlcs 

B. vSmart 

C. WAN Edge 

D. vBond 

E. vManage 

Correct Answer: BC 

OMP is the control protocol that is used to exchange routing, policy, and management information between the vSmart
controllers and vEdge routers in the overlay network. 

 

QUESTION 3
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Refer to the exhibit. Which two configurations enable R1 and R2 to advertise routes into OSPF? (Choose two) 

A. Option A 

B. Option B 

C. Option C 

D. Option D 
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E. Option E 

Correct Answer: CD 

 

QUESTION 4

Which NGFW mode block flows crossing the firewall? 

A. Passive 

B. Tap 

C. Inline tap 

D. Inline 

Correct Answer: D 

Firepower Threat Defense (FTD) provides six interface modes which are: Routed, Switched, Inline Pair, Inline Pair with
Tap, Passive, Passive (ERSPAN). When Inline Pair Mode is in use, packets can be blocked since they are processed
inline When you use Inline Pair mode, the packet goes mainly through the FTD Snort engine When Tap Mode is
enabled, a copy of the packet is inspected and dropped internally while the actual traffic goes through FTD unmodified 

https://www.cisco.com/c/en/us/support/docs/security/firepower-ngfw/200924-configuringfirepower-threat-defense-
int.html 

 

QUESTION 5

The login method is configured on the VTY lines of a router with these parameters. 

1. 

The first method for authentication is TACACS 

2. 

If TACACS is unavailable, login is allowed without any provided credentials 

Which configuration accomplishes this task? 

A. R1#sh run | include aaa aaa new-model aaa authentication login VTY group tacacs+ none aaa session-id common
R1#sh run | section vty line vty 0 4 password 7 0202039485748 R1#sh run | include username R1# 

B. R1#sh run | include aaa aaa new-model aaa authentication login telnet group tacacs+ none aaa session-id common
R1#sh run | section vty line vty 0 4 R1#sh run | include username R1# 

C. R1#sh run | include aaa aaa new-model aaa authentication login default group tacacs+ none aaa session-id common
R1#sh run | section vty line vty 0 4 password 7 0202039485748 R1#sh run | include username R1# 

D. R1#sh run | include aaa aaa new-model aaa authentication login default group tacacs+ aaa session-id common
R1#sh run | section vty line vty 0 4 transport input none R1# 

Correct Answer: C 
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According to the requirements (first use TACACS+, then allow login with no authentication), we have to use "aaa
authentication login ... group tacacs+ none" for AAA command. The next thing to check is the if the "aaa authentication
login default" or "aaa authentication login list-name" is used. The `default\\' keyword means we want to apply for all login
connections (such as tty, vty, console and aux). If we use this keyword, we don\\'t need to configure anything else under
tty, vty and aux lines. If we don\\'t use this keyword then we have to specify which line(s) we want to apply the
authentication feature. From above information, we can find out answer \\'R1#sh run | include aaa aaa new-model aaa
authentication login default group tacacs+ none aaa session-id common R1#sh run | section vty line vty 0 4 password 7
0202039485748 If you want to learn more about AAA configuration, please read our AAA TACACS+ and RADIUS
Tutorial ?Part 2. For your information, answer \\'R1#sh run | include aaa aaa new-model aaa authentication login telnet
group tacacs+ none aaa session-id common R1#sh run | section vty line vty 0 4 R1#sh run | include username R1#\\'
would be correct if we add the following command under vty line ("line vty 0 4"): "login authentication telnet" ("telnet" is
the name of the AAA list above) 
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