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QUESTION 1

Look at the following output. What did the hacker accomplish? 

A. The hacker used whois to gather publicly available records for the domain. 

B. The hacker used the "fierce" tool to brute force the list of available domains. 

C. The hacker listed DNS records on his own domain. 

D. The hacker successfully transfered the zone and enumerated the hosts. 

Correct Answer: D Section: (none)

 

QUESTION 2

The company ABC recently discovered that their new product was released by the opposition before their premiere.
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They contract an investigator who discovered that the maid threw away papers with confidential information about the
new product and the opposition found it in the garbage. What is the name of the technique used by the opposition? 

A. Hack attack 

B. Sniffing 

C. Dumpster diving D. Spying 

Correct Answer: C Section: (none)

 

QUESTION 3

An attacker changes the profile information of a particular user (victim) on the target website. The attacker uses this
string to update the victim\\'s profile to a text file and then submit the data to the attacker\\'s database. 

 

What is this type of attack (that can use either HTTP GET or HTTP POST) called? 

A. Cross-Site Request Forgery 

B. Cross-Site Scripting 

C. SQL Injection 

D. Browser Hacking 

Correct Answer: A Section: (none)

Cross-site request forgery, also known as one-click attack or session riding and abbreviated as CSRF (sometimes
pronounced sea-surf) or XSRF, is a type of malicious exploit of a website where unauthorized commands are
transmitted from a user that the website trusts. Different HTTP request methods, such as GET and POST, have different
level of susceptibility to CSRF attacks and require different levels of protection due to their different handling by web
browsers. 

References: https://en.wikipedia.org/wiki/Cross-site_request_forgery 

 

QUESTION 4

To determine if a software program properly handles a wide range of invalid input, a form of automated testing can be
used to randomly generate invalid input in an attempt to crash the program. 

What term is commonly used when referring to this type of testing? 

A. Fuzzing 

B. Randomizing 

C. Mutating 

D. Bounding 
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Correct Answer: A Section: (none)

Fuzz testing or fuzzing is a software testing technique, often automated or semi-automated, that involves providing
invalid, unexpected, or random data to the inputs of a computer program. The program is then monitored for exceptions
such as crashes, or failing built-in code assertions or for finding potential memory leaks. Fuzzing is commonly used to
test for security problems in software or computer systems. It is a form of random testing which has been used for
testing hardware or software. 

References: https://en.wikipedia.org/wiki/Fuzz_testing 

 

QUESTION 5

Which method can provide a better return on IT security investment and provide a thorough and comprehensive
assessment of organizational security covering policy, procedure design, and implementation? 

A. Penetration testing 

B. Social engineering 

C. Vulnerability scanning 

D. Access control list reviews 

Correct Answer: A Section: (none)
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