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QUESTION 1

A computer science student needs to fill some information into a secured Adobe PDF job application that was received
from a prospective employer. Instead of requesting a new document that allowed the forms to be completed, the student
decides to write a script that pulls passwords from a list of commonly used passwords to try against the secured PDF
until the correct password is found or the list is exhausted. 

Which cryptography attack is the student attempting? 

A. Man-in-the-middle attack 

B. Brute-force attack 

C. Dictionary attack 

D. Session hijacking 

Correct Answer: C Section: (none)

 

QUESTION 2

Diffie-Hellman (DH) groups determine the strength of the key used in the key exchange process. Which of the following
is the correct bit size of the Diffie-Hellman (DH) group 5? 

A. 768 bit key 

B. 1025 bit key 

C. 1536 bit key 

D. 2048 bit key 

Correct Answer: C Section: (none)

 

QUESTION 3

The intrusion detection system at a software development company suddenly generates multiple alerts regarding
attacks against the company\\'s external webserver, VPN concentrator, and DNS servers. What should the security
team do to determine which alerts to check first? 

A. Investigate based on the maintenance schedule of the affected systems. 

B. Investigate based on the service level agreements of the systems. 

C. Investigate based on the potential effect of the incident. 

D. Investigate based on the order that the alerts arrived in. 

Correct Answer: C Section: (none)
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QUESTION 4

Cryptography is the practice and study of techniques for secure communication in the presence of third parties (called
adversaries.) More generally, it is about constructing and analyzing protocols that overcome the influence of adversaries
and that are related to various aspects in information security such as data confidentiality, data integrity, authentication,
and non-repudiation. Modern cryptography intersects the disciplines of mathematics, computer science, and electrical
engineering. Applications of cryptography include ATM cards, computer passwords, and electronic commerce. 

Basic example to understand how cryptography works is given below: 

Which of the following choices is true about cryptography? 

A. Algorithm is not the secret, key is the secret. 

B. Symmetric-key algorithms are a class of algorithms for cryptography that use the different cryptographic keys for both
encryption of plaintext and decryption of ciphertext. 

C. Secure Sockets Layer (SSL) use the asymmetric encryption both (public/private key pair) to deliver the shared
session key and to achieve a communication way. 

D. Public-key cryptography, also known as asymmetric cryptography, public key is for decrypt, private key is for
encrypt. 

Correct Answer: C Section: (none)

 

QUESTION 5

Which of the following represents the initial two commands that an IRC client sends to join an IRC network? 

A. USER, NICK 

B. LOGIN, NICK 

C. USER, PASS 

D. LOGIN, USER 

Correct Answer: A Section: (none)
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