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QUESTION 1

A computer technician is using a new version of a word processing software package when it is discovered that a
special sequence of characters causes the entire computer to crash. The technician researches the bug and discovers
that no one else experienced the problem. What is the appropriate next step? 

A. Ignore the problem completely and let someone else deal with it. 

B. Create a document that will crash the computer when opened and send it to friends. 

C. Find an underground bulletin board and attempt to sell the bug to the highest bidder. 

D. Notify the vendor of the bug and do not disclose it until the vendor gets a chance to issue a fix. 

Correct Answer: D 

 

QUESTION 2

A Security Engineer at a medium-sized accounting firm has been tasked with discovering how much information can be
obtained from the firm\\'s public facing web servers. The engineer decides to start by using netcat to port 80. 

The engineer receives this output: 

Which of the following is an example of what the engineer performed? 

A. Cross-site scripting 

B. Banner grabbing 

C. SQL injection 

D. Whois database query 

Correct Answer: B 

 

QUESTION 3

Nation-state threat actors often discover vulnerabilities and hold on to them until they want to launch a sophisticated
attack. The Stuxnet attack was an unprecedented style of attack because it used four types of vulnerability. 
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What is this style of attack called? 

A. zero-day 

B. zero-hour 

C. zero-sum 

D. no-day 

Correct Answer: A 

Stuxnet is a malicious computer worm believed to be a jointly built American-Israeli cyber weapon. Exploiting four zero-
day flaws, Stuxnet functions by targeting machines using the Microsoft Windows operating system and networks, then
seeking out Siemens Step7 software. 

References: https://en.wikipedia.org/wiki/Stuxnet 

 

QUESTION 4

Ricardo wants to send secret messages to a competitor company. To secure these messages, he uses a technique of
hiding a secret message within an ordinary message. The technique provides \\'security through obscurity\\'. 

What technique is Ricardo using? 

A. Steganography 

B. Public-key cryptography 

C. RSA algorithm 

D. Encryption 

Correct Answer: A 

Steganography is the practice of concealing a file, message, image, or video within another file, message, image, or
video. 

References: https://en.wikipedia.org/wiki/Steganography 

 

QUESTION 5

Which of the following incident handling process phases is responsible for defining rules, collaborating human
workforce, creating a back-up plan, and testing the plans for an organization? 

A. Preparation phase 

B. Containment phase 

C. Identification phase 

D. Recovery phase 
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Correct Answer: A 

There are several key elements to have implemented in preparation phase in order to help mitigate any potential
problems that may hinder one\\'s ability to handle an incident. For the sake of brevity, the following should be
performed: 

References: https://www.sans.org/reading-room/whitepapers/incident/incident-handlers- handbook-33901 
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