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QUESTION 1

Which of the following keyloggers can\\'t be detected by anti-virus or anti-spyware products? 

A. Hardware keylogger 

B. Software Keylogger 

C. Stealth Keylogger 

D. Convert Keylogger 

Correct Answer: A 

A hardware keylogger will never interact with the operating system and therefore it will never be detected by any
security programs running in the operating system. 

 

QUESTION 2

You are doing IP spoofing while you scan your target. You find that the target has port 23 open.Anyway you are unable
to connect. Why? 

A. A firewall is blocking port 23 

B. You cannot spoof + TCP 

C. You need an automated telnet tool 

D. The OS does not reply to telnet even if port 23 is open 

Correct Answer: A 

 

The question is not telling you what state the port is being reported by the scanning utility, if the program used to
conduct this is nmap, nmap will show you one of three states "open", "closed", or "filtered" a port can be in an "open"
state yet filtered, usually by a stateful packet inspection filter (ie. Netfilter for linux, ipfilter for bsd). C and D to make any
sense for this question, their bogus, and B, "You cannot spoof + TCP", well you can spoof + TCP, so we strike that out. 

 

QUESTION 3

Which of these are phases of a reverse social engineering attack? Select the best answers. 

A. Sabotage 

B. Assisting 

C. Deceiving 

D. Advertising 
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E. Manipulating 

Correct Answer: ABD 

According to "Methods of Hacking: Social 

Engineering", by Rick Nelson, the three phases of reverse social engineering attacks are sabotage, advertising, and
assisting. 

 

QUESTION 4

What is the disadvantage of an automated vulnerability assessment tool? 

A. Ineffective 

B. Slow 

C. Prone to false positives 

D. Prone to false negatives 

E. Noisy 

Correct Answer: E 

Vulnerability assessment tools perform a good analysis of system vulnerabilities; however, they are noisy and will
quickly trip IDS systems. 

 

QUESTION 5

Jack Hacker wants to break into company\\'s computers and obtain their secret double fudge cookie recipe. Jacks calls
Jane, an accountant at company pretending to be an administrator from company. Jack tells Jane that there has been a
problem with some accounts and asks her to verify her password with him "just to double check our records". Jane does
not suspect anything amiss, and parts with her password. Jack can now access company\\'s computers with a valid user
name and password, to steal the cookie recipe. 

What kind of attack is being illustrated here? (Choose the best answer) 

A. Reverse Psychology 

B. Reverse Engineering 

C. Social Engineering 

D. Spoofing Identity 

E. Faking Identity 

Correct Answer: C 

This is a typical case of pretexting. Pretexting is the act of creating and using an invented scenario (the pretext) to
persuade a target to release information or perform an action and is usually done over the telephone. 
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