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QUESTION 1

An EtherChannel bundle has been established between a Cisco switch and a corporate web server. The network
administrator noticed that only one of the EtherChannel links is being utilized to reach the web server. What should be
done on the Cisco switch to allow for better EtherChannel utilization to the corporate web server? 

A. Enable Cisco Express Forwarding to allow for more effective traffic sharing over the EtherChannel bundle. 

B. Adjust the EtherChannel load-balancing method based on destination IP addresses. 

C. Disable spanning tree on all interfaces that are participating in the EtherChannel bundle. 

D. Use link-state tracking to allow for improved load balancing of traffic upon link failure to the server. 

E. Adjust the EtherChannel load-balancing method based on source IP addresses. 

Correct Answer: E 

EtherChannel load balancing can use MAC addresses, IP addresses, or Layer 4 port numbers, and either source mode,
destination mode, or both. The mode you select applies to all EtherChannels that you configure on the switch. Use the
option that provides the greatest variety in your configuration. For example, if the traffic on a channel only goes to a
single MAC address (which is the case in this example, since all traffic is going to the same web server), use of the
destination MAC address results in the choice of the same link in the channel each time. Use of source addresses or IP
addresses can result in a better load balance. Reference: http://www.cisco.com/c/en/us/support/docs/lan-switching/
etherchannel/12023- 4.html 

 

QUESTION 2

Which two restrictions of the port security feature are true? (Choose two.) 

A. Static port MAC address assignments are not supported. 

B. It is not supported on PVLAN ports. 

C. It is not supported on EtherChannel port-channel interfaces. 

D. A single device can learn a maximum of three sticky MAC addresses. 

E. It is supported on destination SPAN ports. 

Correct Answer: AC 

 

 

QUESTION 3

A network engineer is extending a LAN segment between two geographically separated data centers. Which
enhancement to a spanning-tree design prevents unnecessary traffic from crossing the extended LAN segment? 

A. Modify the spanning-tree priorities to dictate the traffic flow. 
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B. Create a Layer 3 transit VLAN to segment the traffic between the sites. 

C. Use VTP pruning on the trunk interfaces. 

D. Configure manual trunk pruning between the two locations. 

Correct Answer: C 

Pruning unnecessary VLANs from the trunk can be performed with one of two methods: 

Manual pruning of the unnecessary VLAN on the trunk--This is the best method, and it avoids the use of the spanning
tree. Instead, the method runs the pruned VLAN on trunks. 

VTP pruning--Avoid this method if the goal is to reduce the number of STP instances. VTP- pruned VLANs on a trunk
are still part of the spanning tree. Therefore, VTP-pruned VLANs do not reduce the number of spanning tree port
instances. 

Since the question asked for the choice that is an enhancement to the STP design, VTP pruning is the best choice. 

Reference: http://www.cisco.com/en/US/tech/tk389/tk689/technologies_tech_note09186a0080890613.shtml 

 

QUESTION 4

Which security feature inspects ARP packets based on valid-to-MAC address bindings? 

A. DAI 

B. BPDU guard 

C. port security 

D. IP Source Guard 

Correct Answer: A 

 

QUESTION 5

in a Cisco StackWise Virtual environment, which planes on the component devices are virtually combined in the
common logical switch? 

A. management arid data only 

B. control and data only 

C. control and management only 

D. control, data, and management 

Correct Answer: C 
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