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QUESTION 1

Which of the following correctly describe steps in the OSI data encapsulation process? (Choose two.) 

A. The transport layer divides a data stream into segments and may add reliability and flow control information. 

B. The data link layer adds physical source and destination addresses and an FCS to the segment. 

C. Packets are created when the network layer encapsulates a frame with source and destination host addresses and
protocol-related control information. 

D. Packets are created when the network layer adds Layer 3 addresses and control information to a segment. 

E. The presentation layer translates bits into voltages for transmission across the physical link. 

Correct Answer: AD 

The transport layer segments data into smaller pieces for transport. Each segment is assigned a sequence number, so
that the receiving device can reassemble the data on arrival. 

The transport layer also use flow control to maximize the transfer rate while minimizing the requirements to retransmit.
For example, in TCP, basic flow control is implemented by acknowledgment by the receiver of the receipt of data; the 

sender waits for this acknowledgment before sending the next part. 

The Network layer (Layer 3) has two key responsibilities. First, this layer controls the logical addressing of devices.
Second, the network layer determines the best path to a particular destination network, and routes the data
appropriately. 

 

QUESTION 2

Which two features can dynamically assign IPv6 addresses? (Choose two.) 

A. IPv6 stateless autoconfiguration 

B. DHCP 

C. NHRP 

D. IPv6 stateful autoconfiguration 

E. ISATAP tunneling 

Correct Answer: AB 

 

QUESTION 3

A network administrator needs to configure port security on a switch. Which two statements are true? (Choose two.) 

A. The network administrator can apply port security to dynamic access ports. 
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B. The network administrator can apply port security to EtherChannels. 

C. When dynamic MAC address learning is enabled on an interface, the switch can learn new addresses, up to the
maximum defined. 

D. The sticky learning feature allows the addition of dynamically learned addresses to the running configuration. 

E. The network administrator can configure static secure or sticky secure MAC addresses in the voice VLAN. 

Correct Answer: CD 

Follow these guidelines when configuring port security: 

+

 Port security can only be configured on static access ports, trunk ports, or 802.1Q tunnel ports. 

+

 A secure port cannot be a dynamic access port. 

+

 A secure port cannot be a destination port for Switched Port Analyzer (SPAN). 

+

 A secure port cannot belong to a Fast EtherChannel or Gigabit EtherChannel port group. 

+

 You cannot configure static secure or sticky secure MAC addresses on a voice VLAN. 

+

 When you enable port security on an interface that is also configured with a voice VLAN, you must set the maximum
allowed secure addresses on the port to at least two. 

+

 If any type of port security is enabled on the access VLAN, dynamic port security is automatically enabled on the voice
VLAN. 

+

 When a voice VLAN is configured on a secure port that is also configured as a sticky secure port, all addresses seen
on the voice VLAN are learned as dynamic secure addresses, and all addresses seen on the access VLAN (to which
the port belongs) are learned as sticky secure addresses. 

+

 The switch does not support port security aging of sticky secure MAC addresses. 

+

 The protect and restrict options cannot be simultaneously enabled on an interface. 
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(Reference: http://www.cisco.com/en/US/docs/switches/lan/catalyst3550/software/release/12.1_19_ea1/configuration/gu
ide/swtrafc.html) 

 

QUESTION 4

Refer to the exhibit. 

Each of these four switches has been configured with a hostname, as well as being configured to run RSTP. No other
configuration changes have been made. Which three of these show the correct RSTP port roles for the indicated
switches and interfaces? (Choose three.) 

A. SwitchA, Fa0/2, designated 

B. SwitchA, Fa0/1, root 

C. SwitchB, Gi0/2, root 

D. SwitchB, Gi0/1, designated 

E. SwitchC, Fa0/2, root 

F. SwitchD, Gi0/2, root 

Correct Answer: ABF 

The question says "no other configuration changes have been made" so we can understand these switches have the
same bridge priority. Switch C has lowest MAC address so it will become root bridge and 2 of its ports (Fa0/1 and
Fa0/2) will 

be designated ports. 

Because SwitchC is the root bridge so the 2 ports nearest SwitchC on SwitchA (Fa0/1) and SwitchD (Gi0/2) will be root
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ports. 

Now we come to the most difficult part of this question: SwitchB must have a root port so which port will it choose? To
answer this question we need to know about STP cost and port cost. In general, "cost" is calculated based on
bandwidth of 

the link. The higher the bandwidth on a link, the lower the value of its cost. Below are the cost values you should
memorize: 

SwitchB will choose the interface with lower cost to the root bridge as the root port so we must calculate the cost on
interface Gi0/1 and Gi0/2 of SwitchB to the root bridge. This can be calculated from the "cost to the root bridge" of each
switch because a switch always advertises its cost to the root bridge in its BPDU. The receiving switch will add its local
port cost value to the cost in the BPDU. One more thing to notice is that a root bridge always advertises the cost to the
root bridge (itself) with an initial value of 0. Now let\\'s have a look at the topology again SwitchC advertises its cost to
the root bridge with a value of 0. Switch D adds 4 (the cost value of 1Gbps link) and advertises this value (4) to SwitchB.
SwitchB adds another 4 and learns that it can reach SwitchC via Gi0/1 port with a total cost of 8. The same process
happens for SwitchA and SwitchB learns that it can reach SwitchC via Gi0/2 with a total cost of 23 -> Switch B chooses
Gi0/1 as its root port ->. Now our last task is to identify the port roles of the ports between SwitchA and SwitchB. It is
rather easy as the MAC address of SwitchA is lower than that of SwitchB so Fa0/2 of SwitchA will be designated port
while Gi0/2 of SwitchB will be alternative port. 

Below summaries all the port roles of these switches: 
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+

 DP: Designated Port (forwarding state) 

+

 RP: Root Port (forwarding state) 

+

 AP: Alternative Port (blocking state) 

 

QUESTION 5

Which two of these statements are true of IPv6 address representation? (Choose two.) 

A. There are four types of IPv6 addresses: unicast, multicast, anycast, and broadcast. 

B. A single interface may be assigned multiple IPv6 addresses of any type. 

C. Every IPv6 interface contains at least one loopback address. 

D. The first 64 bits represent the dynamically created interface ID. 

E. Leading zeros in an IPv6 16 bit hexadecimal field are mandatory. 

Correct Answer: BC 

A single interface may be assigned multiple addresses of any type (unicast, anycast, multicast). 

Every IPv6-enabled interface must contain at least one loopback and one link-local address. 

Optionally, every interface can have multiple unique local and global addresses. 
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Reference: IPv6 Addressing at a Glance ?Cisco PDF 
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