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QUESTION 1

You have been asked to implement a bespoke financial application in Oracle Cloud Infrastructure using virtual machine
instances controlled by Autoscaling across multiple Availability Domains. The application stores transaction logs,
intermediate transaction data, and audit data and needs to store this on a persistent, durable data store accessible from
all of the application servers. The application requires the file system to be mounted in the /audit folder on the Linux file
system. The system needs to tolerate the failure of two or more Fault Domains and still maintain data integrity. The
solution should be as low maintenance as possible. What storage architecture should you suggest? 

A. Use locally attached NVMe instances and configure RAID 0 replication between servers. 

B. Implement a single instance and install an NFS server, configure and create an NFS share, and mount this as /audit
on the application instances. 

C. Store the data on Oracle Object Storage mounted at the /audit mount point on all the Linux instances using the
default mount options. 

D. Use File Storage Service(FSS). Configure FSS to operate from all Availability Domains the application servers
operate in and mount the file system in the /audit folder. 

Correct Answer: D 

 

 

QUESTION 2

You are advising the database administrator responsible for managing non-production environment for Oracle
Autonomous Database running on Oracle Cloud Infrastructure. You need to help the database administrator ensure that
the non-production environments have a copy of the current data from the production environment in a manner that is
most time-efficient. Which method should you recommend? (Choose the best answer.) 

A. Take a full database backup of the production Autonomous database and create the non- production database from
it. 

B. Create a metadata clone of the production Autonomous Database and create the non-production database from it. 

C. Create a full clone of the production Autonomous Database and create the non-production database from it. 

D. Take a Data Pump export of the production Autonomous database and import into the non- production database. 

Correct Answer: C 

https://www.oracle.com/database/technologies/datawarehouse-bigdata/adb-faqs.html 

 

QUESTION 3

An online Stock trading application is deployed to multiple Availability Domains in the us phoenix-1 region. Considering
the high volume of transactions that the trading application handles, the company has hired you to ensure that the data
stored by the application available, and disaster resilient. In the event of failure, the Recovery lime Objective (UK)) must
be less than 2 hours to meet regulator requirements. Which Disaster Recovery strategy should be used to achieve the
RTO requirement In the event of system failure? 
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A. Configure hourly block volumes backups through the Storage Gateway service. 

B. Configure hourly block volumes backups using the Oracle Cloud Infrastructure (OCI) Command Line Interface (CLI) 

C. Store hourly block volumes backup to NVMe device under a compute instance and generate a custom Image every 5
minutes. 

D. Configure your application to use synchronous master slave data replication between Availability Domains. 

Correct Answer: B 

You can use the CLI, REST APIs, or the SDKs to automate, script, and manage volume backups and their lifecycle.
Planning Your Backup The primary use of backups is to support business continuity, disaster recovery, and long-term
archiving requirements. When determining a backup schedule, your backup plan and goals should consider the
following: Frequency: How often you want to back up your data. Recovery time: How long you can wait for a backup to
be restored and accessible to the applications that use it. The time for a backup to complete varies on several factors,
but it will generally take a few minutes or longer, depending on the size of the data being backed up and the amount of
data that has changed since your last backup. Number of stored backups: How many backups you need to keep
available and the deletion schedule for those you no longer need. You can only create one backup at a time, so if a
backup is underway, it will need to complete before you can create another one. For details about the number of
backups you can store 

 

QUESTION 4

An insurance company is storing critical financial data in the OCI block volume. This volume is currently encrypted using
oracle managed keys. Due to regulatory compliance, the customer wants to encrypt the data using the keys that they
can control and not the keys which are controlled by Oracle. What of the following series of tasks are required to encrypt
the block volume using customer managed keys? 

A. Create a vault, import your master encryption key into the vault, generate data encryption key, assign data encryption
key to the block volume 

B. Create a master encryption key, create a data encryption key, decrypt the block volume using existing oracle
managed keys, encrypt the block volume using the data encryption key 

C. Create a vault, create a master encryption key in the vault, assign this master encryption key to the block volume D.
Create a master encryption key, create a new version of the encryption key, decrypt the block volume using existing
oracle managed keys and encrypt using new version of the encryption key 

Correct Answer: C 

Oracle Cloud Infrastructure Vault lets you centrally manage the encryption keys that protect your data and the secret
credentials that you use to securely access resources. You can use the Vault service to create and manage the
following resources: Vaults Keys Secrets Vaults securely store master encryption keys and secrets that you might
otherwise store in configuration files or in code. The Vault service lets you create vaults in your tenancy as containers
for encryption keys and secrets. If needed, a virtual private vault provides you with a dedicated partition in a hardware
security module (HSM), offering a level of storage isolation for encryption keys that\\'s effectively equivalent to a virtual
independent HSM. 

 

QUESTION 5

A retailer bank is currently hosting their mission critical customer application on-premises. The application has a
standard 3 tier architecture -4 application servers process the incoming traffic and store application data in an Oracle
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Exadata Database Server. The bank has recently has service disruption to other inter applications to they are looking to
avoid this issue for their mission critical Customer Application. Which Oracle Cloud Infrastructure services should you
recommend as part of the DR solution? 

A. OCI DNS Service\\' Public Load Balancer, Oracle Database Cloud Backup Service, Object Storage Service, Oracle
Bare Metal Cloud Service, Oracle Bare Metal Cloud Service with GoldenGate, OCI Container Engines for Kubernetes,
Oracle IPSec VPN 

B. OCI Traffic Management, Private Load Balancer, Compute instances distributed across multiple Availability Domains
and/or Fault Domains, Exadata Cloud Service with Data Guard, Oracle FastConnect, Object Storage, Database Cloud
backup module 

C. OCI Traffic Management, Public toad Balancer, Compute Instances distributed across multiple Availability Domains
and/or Vault domains. Exadata Cloud Service with Data Guard, Oracle FastConnect, Object Storage, Database cloud
backup module 

D. OCI DNS Service, Load Balancer as a service using Public Load Balancer distributing traffic Compute Instance
across multiple regions, Oracle RAC Database using Virtual Machines, Remote Peering connecting two VCNs in
different regions. Exadata Cloud Service with GoldenGate FastConnect, Object Storage, Database Cloud backup
module. 

Correct Answer: C 

OCI Traffic Management Steering Policies can account for health of answers to provide failover capabilities, provide the
ability to load balance traffic across multiple resources, and account for the location where the query was initiated to
provide a simple, flexible and powerful mechanism to efficiently steer DNS traffic. Public Load Balancer Accepts traffic
from the internet using a public IP address that serves as the entry point for incoming traffic. Load balancing service
creates a primary load balancer and a standby load balancer, each in a different availability domain 
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