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QUESTION 1

The Finance department of your company has reached out to you. They have customer sensitive data on 

compute Instances In Oracle Cloud Infrastructure (OCI) which they want to store in OCI Storage for long 

term retention and archival. 

To meet security requirements they want to ensure this data is NOT transferred over public internet, even if 

encrypted. 

which they want to store In OCI Object Storage fin long term retention and archival To meet security 

requirements they want to ensure this data is NOT transferred over public Internet, even it encrypted. 

Which option meets this requirements? 

A. Configure a NAT instance and all traffic between compute In Private subnet should use this NAT instance with
Private IP as the route target. 

B. Use NAT gateway with appropriate route table when transferring data. Then use NAT gateways\\' toggle (on/off) once
data transfer is complete. 

C. Use Service gateway with appropriate route table. 

D. Use Storage gateway with appropriate firewall rule. 

Correct Answer: C 

Service Gateway is virtual router that you can add to your VCN. It provides a path for private network traffic between
your VCN and supported services in the Oracle Services Network like Object Storage) so compute Instances in a
private subnet in your VCN can back up data to Object Storage without needing public IP addresses or access to the
intern 

 

QUESTION 2

Your team is conducting a root analysis (RCA) following a recent, unplanned outage. One of the block volumes attached
to your production WebLogic server was deleted and you have tasked with identifying the source of the action. You
search the Audit logs and find several Delete actions that occurred in the previous 24 hours. Given the sample of this
event. 
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Which item from the event log helps you identify the individual or service that initiated the DeleteVolume API call? 

A. requestAgent 

B. eventource 

C. principalld 

D. requestOrigin 

E. eventId 

Correct Answer: C 

The Oracle Cloud Infrastructure Audit service automatically records calls to all supported Oracle Cloud 

Infrastructure public application programming interface (API) endpoints as log events. 

Currently, all services support logging by Audit. 

Every audit log event includes two main parts: 

Envelopes that act as a container for all event messages Payloads that contain data from the resource 

emitting the event message The identity object contains the following attributes. data.identity.authType The 

type of authentication used. 

data.identity.principalId The OCID of the principal. 

data.identity.principalName The name of the user or service. This value is the friendly name associated 

with principalId . 

 

QUESTION 3

You work for a large bank where your main application is a payment processing gateway API. You deployed the
application on Oracle Container Engine for Kubernetes (OKE) and used API Gateway with several policies to control the
access of the API endpoint. However, your customers are complaining about the unavailability of the API endpoint.
Upon checking, you noticed that the Gateway URL is throwing Service Unavailable error. You need to check the
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backend latency and backend responses when this error started last night. What should you do to get this data?
(Choose the best answer.) 

A. Check with the application owner and search the log file for the container to get the metrics from the log file. 

B. Go to Governance Menu and click on Audit to see the Audit log for the API Gateway. Filter it using Start and End
date with a 503 response status. 

C. Go to Developer Services and click on API Gateway. Go to the detail page of the gateway and select Metrics.
Change the Start and End time to filter the metrics. 

D. Go to Monitoring and click on Service Metrics. Choose the Metric Namespace as oci_apigateway. Change the Start
and End time accordingly. Add a Dimension and select httpStatusCode: 503. Check the backend latency and backend
responses metric. 

Correct Answer: D 

https://medium.com/oracledevs/using-oci-monitoring-healthchecks-to-schedule-execution-of- serverlessfunctions-on-
oracle-cloud-ef233f887a5 

 

QUESTION 4

As part of planning the network design on Oracle Cloud Infrastructure, you have been asked to create an Oracle Cloud
Infrastructure Virtual Cloud Network (VCN) with 3 subnets, one in each Availability Domain. Each subnet needs to have
a minimum of 64 usable IP addresses. What is the smallest subnet and VCN size you should use to implement this
design? The requirements are static, so no growth is expected. 

A. 122 for the VCN; 124 for the subnets 

B. /23 for the VCN; /25 for the subnets 

C. /24 for the VCN; /24 for the subnets 

D. /22 for the VCN; /25 for the subnets 

Correct Answer: B 

 

QUESTION 5

You work for a retail company and they developed a Microservices based shopping application that needs to access
Oracle Autonomous Database from the application. As an Architect, you have been tasked to treat all of the application
components as Kubernetes native objects, such as the microservices, Oracle Autonomous database, Kubernetes
services, etc. What should you do to make sure that you can use Kubernetes constructs to manage the life cycle of the
application components, including Oracle Autonomous Database? (Choose the best answer.) 

A. Create an Oracle Cloud Infrastructure (OCI) Service Gateway and connect to the Oracle Autonomous Database
using the private IP address from the microservice. 

B. Provision an Oracle Autonomous Database and then use OCI Service Broker to access the database as a native
component to your Kubernetes cluster. 

C. Create a service from the Kubernetes cluster and point to the Oracle Autonomous Database using its FQDN. 
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D. Install and secure the OCI Service Broker for Kubernetes. Then provision and bind to the required Oracle Cloud
Infrastructure services. 

Correct Answer: D 

OCI Service Broker for Kubernetes is an implementation of the Open Service Broker API. OCI Service Broker for
Kubernetes is specifically for interacting with Oracle Cloud Infrastructure services from Kubernetes clusters. It includes
three service broker adapters to bind to the following Oracle Cloud Infrastructure services: Object Storage Autonomous
Transaction Processing Autonomous Data Warehouse 
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