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QUESTION 1

You have been asked to review some network proposals by a major client. The client\\'s IT director needs to 

provision two Virtual Cloud Network (VCN) for a major application. Both applications use a large number of 

virtual machine instances, and so will ideally occupy VCNs with as many address spaces as possible. 

Additionally, in the future, VCN peering will be required to allow communication between the VCNs. 

Which of the following are valid IP ranges to consider for the VCNs? 

A. 10.0.0.0/24 and 10.0.1.0/24 

B. 10.0.1.0/24 and 10.0.1.0/27 

C. 10.0.0.0/16 and 10.0.64.0/24 

D. 10.0.0.0/8 and 11.0.0.0/8 

Correct Answer: A 

 

QUESTION 2

You are working as a solution architect for a customer in Frankfurt, which uses multiple compute instance VMs spread
among three Availability Domains in the Oracle Cloud Infrastructure (OCI) eu- frankfurt-1 region. The compute instances
do not have public IP addresses and are running in private subnets inside a Virtual Cloud Network (VCN). You have set
up OCI Autoscaling feature for the compute instances, but find out that instances cannot be auto scaled. You have
enabled monitoring on the instances. What could be wrong in this situation? 

A. You need to assign a reserved public IP address to the compute instances. 

B. You need to set up a Service Gateway to send metrics to the OCI Monitoring service. 

C. Autoscaling only works for instances with public IP addresses. 

D. Autoscaling only works with single availability domains. 

Correct Answer: B 

 

QUESTION 3

Many development engineers are deploying new instances as part of their projects in Oracle Cloud Infrastructure
tenancy, but majority of these instances have not been tagged. You as an administrator of this tenancy want to enforce
tagging to identify owners who are launching these instances. Which option below should be used to implement this
requirement? 

A. Create a predefined tag with tag variables to automatically tag a resource with usemame. 

B. Create a default tag for each compartment which ensure appropriate tags are allowed at resource creation. 
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C. Create tag variables for each compartment to automatically tag a resource with user name. 

D. Create an IAM policy to automatically tag a resource with the usemame. 

Correct Answer: A 

 

QUESTION 4

An organization has its IT infrastructure in a hybrid setup with an on-premises environment and an Oracle Cloud
Infrastructure (OCI) Virtual Cloud Network (VCN) in the us-phonix-1 region. The on- premise applications
communications with compute instances inside the VPN over a hardware VPN connection. They are looking to
implement an Intrusion detected and Prevention (IDS/IPS) system for their OCI environment. This platform should have
the ability to scale to thousands of compute of instances running inside the VCN. 

How should they architect their solution on OCI to achieve this goal? 

A. Set up an OCI Private Load Balance! and configure IDS/IPS related health checks at TCP and/or HTTP level to
inspect traffic 

B. Configure each host with an agent that collects all network traffic and sends that traffic to the IDS/IPS platform to
inspection 

C. There Is no need to implement an IPS/IDS system as traffic coming over IPSec VPN tunnels Is already encrypt 

D. Configure autoscaling on a compute Instance pool and set vNIC to promiscuous mode to called traffic across the vcn
and send it IDS/IPS platform for inspection. 

Correct Answer: B 

in Transit routing through a private IP in the VCN you set up an instance in the VCN to act as a firewall or intrusion
detection system to filter or inspect the traffic between the on-premises network and Oracle Services Network. The
Networking service lets you implement network security functions such as intrusion detection, application-level firewalls
In fact, the IDS model can be host-based IDS (HIDS) or network-based IDS (NIDS). HIDS is installed at a host to
periodically monitor specific system logs for patterns of intrusions. In contrast, an NIDS sniffs the traffic to analyze
suspicious behaviors. A signature-based NIDS (SNIDS) examines the traffic for patterns of known intrusions. SNIDS
can quickly and reliably diagnose the attacking techniques and security holes without generating an over-whelming
number of false alarms because SNIDS relies on known signatures. However, anomaly-based NIDS (ANIDS) detects
unusual behaviors based on statistical methods. ANIDS could detect symptoms of attacks without specific knowledge of
details. However, if the training data of the normal traffic are inadequate, ANIDS may generate a large number of false
alarms. 

 

QUESTION 5

A customer is in a process of shifting their web based Sales application from their own data center located in US West
to OCI India West (Mumbai) region. They want to do it in a controlled manner and initially only 1% of the traffic will be
steered to the servers in OCI. After verification of everything is working as expected, the company is gradually planning
to increase the ratio until they are comfortable with fully migrating all traffic to OCI. Which of the following solution can
be used in this situation? 

A. OCI DNS and Traffic Management with Geolocation Steering policy 

B. OCI DNS and Traffic Management with Failover Steering policy 
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C. OCI DNS and Traffic Management with Load Balancer Steering policy 

D. OCI DNS and OCI Load Balancer Service 

Correct Answer: A 

STEERING POLICIES is A framework to define the traffic management behavior for your zones. Steering policies
contain rules that help to intelligently serve DNS answers. FAILOVER Failover policies allow you to prioritize the order in
which you want answers served in a policy (for example, Primary and Secondary). Oracle Cloud Infrastructure Health
Checks are leveraged to determine the health of answers in the policy. If the Primary Answer is determined to be
unhealthy, DNS traffic will automatically be steered to the Secondary Answer. LOAD_BALANCE Load Balancer policies
allow distribution of traffic across multiple endpoints. Endpoints can be assigned equal weights to distribute traffic evenly
across the endpoints or custom weights may be assigned for ratio load balancing. Oracle Cloud Infrastructure Health
Checks are leveraged to determine the health of the endpoint. DNS traffic will be automatically distributed to the other
endpoints, if an endpoint is determined to be unhealthy. ROUTE_BY_GEO Geolocation-based steering policies
distribute DNS traffic to different endpoints based on the location of the end user. Customers can define geographic
regions composed of originating continent, countries or states/provinces (North America) and define a separate
endpoint or set of endpoints for each region. ROUTE_BY_ASN ASN-based steering policies enable you to steer DNS
traffic based on Autonomous System Numbers (ASN). DNS queries originating from a specific ASN or set of ASNs can
be steered to a specified endpoint. ROUTE_BY_IP IP Prefix-based steering policies enable customers to steer DNS
traffic based on the IP Prefix of the originating query. 
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