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QUESTION 1

You are working as a security consultant with a global insurance organization which is using Microsoft Azure Active
Directory (AD) as identity provided to manager user login/passwords. When a user logs in to Oracle Cloud infrastructure
(OCI) console, it should get authenticated by Azure AD. Which set of steps are required to configure at OCI side in order
to get it enabled? 

A. Setup Azure AD as an Enterprise Application, map Azure AD users and groups and policies to OCI groups and
users 

B. Setup Azure AD as an Identity Provider, Import users and groups from Azure AD to OCI, set up IAM policies to
govern access to Azure AD groups 

C. Setup Azure AD as an Enterprise Application, configure OCI for single sign-on, map Azure AD groups to OCI groups,
set up the IAM policies to govern access to Azure AD groups 

D. Setup Azure AD as an Identity Provider, map Azure AD groups to OCI groups, set up the IAM policies to govern
access to Azure AD groups 

Correct Answer: D 

Federating with Microsoft Azure Active Directory To federate with Azure AD, you set up Oracle Cloud Infrastructure as a
basic SAML single sign-on application in Azure AD. To set up this application, you perform some steps in the Oracle
Cloud Infrastructure Console and some steps in Azure AD. Following is the general process an administrator goes
through to set up the federation. Details for each step are given in the next section. In Oracle Cloud Infrastructure,
download the federation metadata document. In Azure AD, set up Oracle Cloud Infrastructure Console as an enterprise
application. In Azure AD, configure the Oracle Cloud Infrastructure enterprise application for single sign-on. In Azure
AD, set up the user attributes and claims. In Azure AD, download the Azure AD SAML metadata document. In Azure
AD, assign user groups to the application. In Oracle Cloud Infrastructure, set up Azure AD as an identity provider. In
Oracle Cloud Infrastructure, map your Azure AD groups to Oracle Cloud Infrastructure groups. In Oracle Cloud
Infrastructure, set up the IAM policies to govern access for your Azure AD groups. Share the Oracle Cloud Infrastructure
sign-in URL with your user 

 

QUESTION 2

You are working as a security consultant with a global insurance organization which is using Microsoft Azure Active
Directory as an identity provider to manage user login/passwords. When a user logs in to Oracle Cloud Infrastructure
(OCI) console, it should get authenticated by Azure AD. Which set of steps are required to be configured in OCI to meet
this requirement? 

A. Setup Azure AD as an Identity Provider, import users and groups from Azure AD to OCI, set up IAM policies to
govern access to Azure AD groups. 

B. Setup Azure AD as an Enterprise Application, configure OCI for single sign-on, map Azure AD groups to OCI groups,
set up the IAM policies to govern access to Azure AD groups. 

C. Setup Azure AD as an Enterprise Application, map Azure AD users, groups and policies to OCI groups and users. 

D. Setup Azure AD as an Identity Provider, map Azure AD groups to OCI groups, set up the IAM policies to govern
access to Azure AD groups. 

Correct Answer: D 
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QUESTION 3

By copying block volume backups to another region at regular intervals, it makes it easier for you to rebuild applications
and data in the destination region if a region-wide disaster occurs in the source region. Which IAM Policy statement
allows the VolumeAdmins group to copy volume backups between regions \\' 

A. Allow group VolumeAdmins to use volumes in tenancy 

B. Allow group VolumeAdmins to copy volume\\' backups in tenancy 

C. Allow group VolumeAdmins to manage volume-family In tenancy 

D. Allow group VolumeAdmins to inspect volumes in tenancy 

Correct Answer: C 

The backups feature of the Oracle Cloud Infrastructure Block Volume service lets you make a point- intime snapshot of
the data on a block volume.These backups can then be restored to new volumes either immediately after a backup or at
a later time that you choose. You can copy block volume backups between regions using the Console, command line
interface (CLI), SDKs, or REST APIs. To copy volume backups between regions, you must have permission to read and
copy volume backups in the source region, and permission to create volume backups in the destination region. to do all
things with block storage volumes, volume backups, and volume groups in all compartments with the exception of
copying volume backups across regions. Allow group VolumeAdmins to manage volume-family in tenancy The
aggregate resource type volume-family does not include the VOLUME_BACKUP_COPY permission, so to enable
copying volume backups across regions you need to ensure that you include the third statement in that policy, which is:
Allow group VolumeAdmins to use volume-backups in tenancy where request.permission=\\'VOLUME
_BACKUP_COPY\\' 

 

QUESTION 4

Which of the following is NOT a good use case for using the functionality available in the Oracle Cloud Infrastructure
(OCI) Events service? 

A. Publish all events in a specific compartment to Oracle Streaming service for later analysis. 

B. Triggers Function using Oracle Functions when new files are uploaded in an OCI Object Storage bucket. 

C. Publish a notification when long lived tasks complete, such as OCI Autonomous Database backup completion. 

D. Capture Monitoring Alarms and invoke Autoscaling of compute instances. 

E. Trigger a notification when a function completes its execution. 

Correct Answer: D 

 

QUESTION 5

You are working as a solution architect for a customer in Frankfurt, which uses multiple compute instance VMs spread
among three Availability Domains in the Oracle Cloud Infrastructure (OCI) eu- frankfurt-1 region. The compute instances
do not have public IP addresses and are running in private subnets inside a Virtual Cloud Network (VCN). You have set
up OCI Autoscaling feature for the compute instances, but find out that instances cannot be auto scaled. You have
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enabled monitoring on the instances. What could be wrong in this situation? 

A. You need to assign a reserved public IP address to the compute instances. 

B. You need to set up a Service Gateway to send metrics to the OCI Monitoring service. 

C. Autoscaling only works for instances with public IP addresses. 

D. Autoscaling only works with single availability domains. 

Correct Answer: B 
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