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QUESTION 1

A retail company has several on-premises data centers which span multiple geographical locations. They plan to move
some of their applications from on-premises data centers to Oracle Cloud Infrastructure (OCI). For these applications
running in OCI, they still need to interact with applications running on their on-premises data centers to Oracle Cloud
Infrastructure (OCI). for these applications running in OCI. they still need to interact with applications running on their on-
premises data centers. These applications require highly available, fault-tolerant network connections between on
premises data centers and OCI. Which option should you recommend to provide the highest level of redundancy? 

A. Oracle cloud Infrastructure provides network redundancy by default so that no other operations are required 

B. If your data centers span multiple, geographical locations, use only the specific IP address as a static route for the
specific geographical location 

C. Set up both IPSec VPN and FastConnect to connect your on premises data centers to Oracle Cloud Infrastructure. 

D. Use FastConnect private peering only to ensure secure access from your data center to Oracle Cloud Infrastructure 

E. Set up a single IPSec VPN connection (rom your data center to Oracle Cloud Infrastructure since It is cost effective 

Correct Answer: B 

If your data centers span multiple geographical locations, we recommend using a broad CIDR (0.0.0.0/0) as a static
route in addition to the CIDR of the specific geographical location. This broad CIDR provides high availability and
flexibility to your network design. For instance, the following diagram shows two networks in separate geographical
areas that each connect to Oracle Cloud Infrastructure. Each area has a single on-premises router, so two IPSec VPN
connections can be created. Note that each IPSec VPN connection has two static routes: one for the CIDR of the
particular geographical area, and a broad 0.0.0.0/0 static route. 

 

QUESTION 2

You are responsible for migrating your on-premises legacy databases on 11.2.0.4 version to Autonomous Transaction
Processing - Dedicated (ATP-D) in Oracle Cloud Infrastructure (OCI). As a solution architect, you need to plan your
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migration approach. Which three options do you need to implement together to migrate your on-premises databases to
OCI? 

A. Retain all legacy structures and unsupported features (e.g. legacy LOBs) in the on-premises databases for
migration. 

B. Use Oracle Data Guard to keep on-premises database always active during migration. 

C. Launch Autonomous Transaction Processing - Dedicated database in OCI. 

D. Retain changes to Oracle shipped privileges, stored procedures or views in the on-premises databases. 

E. Convert on-premises databases to PDB, upgrade to 19c, and encrypt. 

F. Use Oracle GoldenGate replication to keep on-premises database online during migration. 

Correct Answer: CEF 

 

QUESTION 3

An Oracle Cloud Infrastructure (OCI) Public Load Balancer\\'s SSL certificate is expiring soon. You noticed 

the Load Balancer is configured with SSL Termination only. When the certificate expires, data traffic can 

be interrupted and security compromised. 

What steps do you need to take to prevent this situation? 

A. Add the new SSL certificate to the Load Balancer, update backend servers to work with a new certificate and edit
listeners so they can use the new certificate bundle. 

B. Add the new SSL certificate to the Load Balancer, update listeners and backend sets so they can use the new
certificate bundle. 

C. Add the new SSL certificate to the Load Balancer and implement end to end SSL so it can encrypt the traffic from
clients all the way to the backend servers. 

D. Add the new SSL certificate to the Load Balancer and update backend servers to use the new certificate bundle. 

E. Add the new SSL certificate to the Load Balancer and update listeners to use the new certificate bundle. 

Correct Answer: A 

https://docs.cloud.oracle.com/en-us/iaas/Content/Balance/Tasks/managingcertificates.htm 

 

QUESTION 4

A retail company has recently adopted a hybrid architecture. They have the following requirements for their end-to-end
Connectivity model between their on-premises data center and Oracle Cloud Infrastructure (OC1) region 

* 

Highly available connection with service level redundancy 
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* 

Dedicated network bandwidth with low latency 

Which connectivity setup is the most cost effective solution for this scenario? 

A. 

Setup IPsec VPN as your primary connection, and a FastConnect virtual circuit as a backup connection. Use separate
edge devices in your on-premises data canter for each connection from your edge devices, advertise more specific
routes IPSec VPN, and specific routes through the backup FastConnect virtual circuit. 

B. 

Setup FastConnect virtual circuit as your primary connection, and a second FastConnect virtual circuit as a backup
connection. Use separate edge devices in your FastConnect physical connectivity is redundant Use a single edge
device in your on premises data center for each connection From yc device, advertise more specific routes via primary
FastConnect virtual circuit, and less specific routes through t backup FastConnect circuit. 

C. 

Setup FastConnect virtual circuit as your primary connection, and an IPSec VPN as a backup connection. Use separate
edge devices in your on-premises data center for each connection. From your edge devices, advertise more specific
routes through FastConnect virtual circuit, and more specific routes through the backup IPSec VPN path. 

D. 

Setup IPSec VPN as your primary connection, and a second IPSec VPN as a backup connection. Use separate edge
devices in your on p data center for each connection. From your edge devices, advertise more specific routes via
primary IPSec VPN. and less specific rod the backup IPSec VPN. 

Correct Answer: D 

there are two main requirements for this Customer First Highly available connection with service level redundancy and
that can achieve by 
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3- Redundant FastConnect 
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QUESTION 5

Which of the following is NOT a good use case for the volume backup feature of the Oracle Cloud Infrastructure Block
Volume service? 

A. Support business continuity requirements of reducing the risk of outages or data mutation over time. 

B. Meet compliance and regulatory requirements for data to remain unchanged over time, so that it can be retrieved for
audit purposes. 

C. Rapidly duplicate an environment in seconds to test configuration changes without impacting your production
environment. 

D. Retain a copy of data in a volume, so that you can duplicate an environment later or preserve the data for future use. 

Correct Answer: C 
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